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What's in a name? That which we call a rose 
By any other name would smell as sweet. 


William Shakespeare 
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1. A Year for the Books 


Two years ago we used the familiar expression “turning the corner” as the epigraph at the 
front of our annual report. The idea was that, after some early difficulties, the Canadian 
Security Intelligence Service (CSIS) was turning onto the path that Parliament mapped in 
1984 when it adopted the CS/S Act. It is tempting to recycle the line this year, because a 
lot of corners have been turned since our last annual report was tabled. 


For CSIS, there has been the first-ever Cabinet decision setting intelligence priorities. 
While political meddling in security intelligence is universally recognized as a menace 
because of the danger of misuse for partisan purposes, political leadership is universally 
applauded. In a democracy like ours, ultimate responsibility for the well-being of the 
nation lies with elected politicians. To paraphrase Georges Clemenceau, security intelli- 
gence is too important to be left to people in the trade. We have more to say about the new 
priorities in Chapter 2 of this report (see page 7). 


As for the Security Intelligence Review Committee (SIRC), on which we serve, there has 
been the landmark decision of the Federal Court of Appeal in the Thomson case (see page 
56). It recognizes the Committee’s status as a quasi-judicial tribunal in the investigation of 
complaints against the denial of security clearances. This decision is a spur to respect for 
the principles of fundamental justice and the Canadian Charter of Rights and Freedoms 
at all stages in the clearance process. 


The year under review also brought our first change of membership. Ronald G. Atkey, our 
first chairman, and Frank McGee moved on to other activities. Our new chairman, John 
W.H. Bassett, and a new member, Stewart McInnes, joined SIRC in November, 1989. 


In addition, the past year has seen the review of the CSZS Act and its companion Security 
Offences Act by a Special Committee of the House of Commons. We have had to write 
this report without knowing what the Special Committee would recommend. This is some- 
thing to be borne in mind by regular readers who notice that we are silent in the present 
annual report on a number of issues we have raised before; we do not want to second-guess 
the Special Committee. 


Review or Oversight? 


With this annual report, we turn another small corner ourselves in hopes of ending a con- 
troversy over our past use of the term “oversight” interchangeably with “review” to 
describe our work. We now use the term “review” only. 


There has been more to the controversy than a simple matter of vocabulary. Recalling the 
wide powers of the congressional oversight committees in the United States, some critics 
have read into the word “oversight” an attempt by us to stretch our mandate further than 
Parliament intended. The real issue has not been the word itself.' It has been the substance 
of what we do. 


| Indeed, the question of vocabulary as such does not even arise in French. The French version of 
the CSIS Act uses the word “surveillance” which translates both “oversight” and “review”. 


——_——— 
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So for an epigraph to this year’s annual report we have chosen Shakespeare’s well-known 
observation that a rose by any other name would smell as sweet. What we mean to convey 
is that the change of terminology does not—repeat not—mean we read our mandate any 
differently. We want it clearly understood that as far as what we do is concerned, as 
opposed to what we call it, it is business as usual at SIRC. 


The Scope of Review 


In light of the change of vocabulary and also of membership, a brief restatement of some 
key elements of our approach to review may be timely. 


On Top of Events: First, we continue to believe that SIRC needs discretion to examine 
ongoing operations. Review would be meaningless if it were limited to closed files and 
completed operations. In security intelligence, many files are never closed. Many opera- 
tions never end. If we stuck to after-the-fact review, we would not have discovered, for 
example, that CSIS has still not documented the threat—if any—posed to national secu- 
rity by some individuals whose files remain open in the “residue” of the former counter- 
subversion program (see Chapter 6). 


We are, of course, mindful of the possibility that inquiries could sometimes hamper on- 
going operations, and we accept some limitations on a case-by-case basis in consequence. 
For example, we sometimes postpone studies so intelligence officers can devote all their 
attention to urgent information-gathering and analysis before pausing to answer our ques- 
tions. And, in practice, much of our review is after the fact. An example in the present 
report is our study of on-campus operations (see page 23). 


We do not expect to be given notice of intelligence operations in advance, the way the U.S. 
oversight committees are. Because of the opportunities—indeed, the responsibility—it 
would give us to advise CSIS on day-to-day activities, notice of operations would tend to 
make us players in the intelligence game rather than reviewers. That would not be desir- 
able, and it is not the intent of the CSZS Act. 


But it is clearly our duty to stay abreast of events. It is implausible that Parliament meant 
us to be historians. We can offer Parliament and Canadians reasonable assurances that 
CSIS is on track only if we have discretion to examine ongoing operations when we believe 
that this is what the public interest demands. 


Access: Effective review also implies a right to decide for ourselves what we will look into, 
and Parliament clearly recognized this in the Act. Under section 39, we are given access to 
all information under the control of the Service or the Inspector General, excepting only 
cabinet confidences. Parliament also told us, in paragraph 38(a), “to review generally the 
performance by the Service of its duties and functions”. 


The scope of review must—it seems obvious to us—include financial information and 
budgets. Whatever else makes the world go round, it is money that makes government 
agencies go round, and we would be shutting our eyes to important insights if we did not 
look at how CSIS spends. 


We do not want to take part in the budget-making process the way the U.S. oversight 
committees do. This too would tend to make us players instead of reviewers. Nor do we 
seek to duplicate the work of the Auditor General, who is better equipped than we are to 
ensure that money is used effectively. 


But we will continue to seek detailed financial information for the help it gives us in car- 
rying out our major responsibility—the review of the Service’s operational activities. 


Beyond CSIS: CSIS is just one strand—though a most essential one—in the security intel- 
ligence web. It works closely with the RCMP (notably with respect to terrorism), the 
Departments of External Affairs and National Defence (espionage and terrorism), the 
Department of the Secretary of State (citizenship applications), Immigration Canada 
(applications to enter Canada), Customs Canada (illicit exports of science and technology 
assets), Transport Canada (terrorism again, and clearances of airport workers), the Privy 
Council Office (intelligence analysis), and others. 


Our review of CSIS would be incomplete if it did not take account of these relationships. 
While we have no mandate to comment on the work of other agencies, we would not be 
doing our job if we were not alive to the interfaces that CSIS has with them and say what 
we think. 


New Ideas: One of the most significant differences between congressional oversight in the 
United States and our review is that the former extends to the entire security and intelli- 
gence support system in the United States. Oversight there stops only at the door of the 
White House. Here in Canada, there is no independent review of the federal security and 
intelligence apparatus as a whole. 


As a result, seeing how CSIS interacts with other agencies gives us a unique perspective. It 
is also apt to prompt ideas about how security intelligence could be improved. We believe 
that Parliament expects us to share our ideas. It would be too much to hope that every one 
of them is a crackerjack. But it would be irresponsible of us to hold our tongues and “‘let 
George say it” when we see room for improvements. There is no “George” with the same 
opportunities we have to see how things work—or do not work—and to speak up. 


The Credibility of the Service 


Does public criticism of the Service sap its credibility among Canadians and among the 
other agencies, at home and abroad, with which it works? 


That fear needs to be stood on its head. CSIS gains credibility from the frankness we have 
tried to practice in our annual reports and other public statements. Frankness is the evi- 
dence that SIRC has not—as review agencies are often accused of doing—been co-opted 
and become a mere apologist for the people it is supposed to be keeping in line. And 
SIRC’s independence provides assurances that the whistle will be blown if CSIS falls 
down in terms of either effectiveness or fairness. Furthermore, Parliament and the public 
are entitled to all the information that national security allows us to reveal. 


As for the Service’s credibility with sister agencies abroad . . . well, external review is 
becoming a widely-shared experience. It is a well-established fact of life for the Australi- 
ans and the Americans, and the British are inching their way towards it. CSIS is not such 
an unusual specimen in being subject to review. Even in the Soviet Union, the KGB seems 
to be scrambling to catch up with glasnost. KGB chief Vladimir Kryachkov has said his 
agency would welcome a legal framework for its operations. 


And it is surely clear that CSIS is a stronger organization today, after six years of review, 
than it was when it began in 1984. CSIS has been through some difficult times, not 
entirely by its own fault. From what we can see, it has successfully negotiated the corner 
and continues to gain credibility. 


The Necessity of Review 


Review obviously adds to the complexity of life for security intelligence agencies. Not 
many public institutions get the kind of close attention that we give CSIS, or the publicity 
that goes with it. But independent review is the tradeoff for the powers that an intelligence 
agency has—and needs—to intrude on individual privacy for the sake of national security. 
Independent review is essential to assure Parliament and the public that the Service is not 
making unreasonable or unnecessary use of these powers. 


Review came into being because of the demonstrated potential for abuse of secret powers 
by those charged with national security. That was the case in the United States and in 
Australia as well as in Canada. In the U.K., where review is essentially bureaucratic 
rather than external, there seems to be less check on wrongdoing. Earlier this year, British 
authorities acknowledged that false stories had been spread in an attempt to discredit the 
Irish Republican Army. External review is a bulwark against such abuses. 


For what comfort it brings, as the years go by and as CSIS increasingly takes the shape 
Parliament intended, it is in the nature of things that we should have fewer and fewer fun- 
damental criticisms to make. It is generally recognized that the difficulties of separating 
CSIS from the RCMP were underestimated at the start. Under the circumstances, some 
growing pains were unavoidable. But as CSIS completes its transformation into a modern 
intelligence agency, it is to be expected that there will be less of a fundamental nature to 
complain about. 


However, the need for independent review will never disappear. Our epigraph three years 
ago was Juvenal’s “Who is to guard the guards themselves?” The line has survived close to 
2,000 years because it is always relevant. The existence of independent review is the best 
available guarantee that security intelligence will stay within the law. 


2. Review 


Because of its wide investigative powers and the secrecy in which much of its work is 
necessarily shrouded, CSIS comes under a number of controls. It requires warrants from 
the Federal Court of Canada to use such intrusive techniques as wiretaps. It gets policy 
direction from the Solicitor General. The Inspector General acts as the Solicitor General’s 
personal auditor of the Service. SIRC’s role is to be Parliament’s and the public’s watch- 
dog. 


Our duties under the CSZS Act fall into two broad streams—the investigation of com- 
plaints and review of the Service’s performance of its duties and functions. 


We discuss complaints in Chapter 8. This chapter and the five that follow describe what 
we have learned in the review process, as fully as is consistent with the protection of 
national security. This chapter focuses on the activities specifically enumerated in the Act 
and on the review process. 


Ministerial Direction 


Subsection 6(2) of the CS/S Act authorizes the Solicitor General to give written direction 
to the Service. Subparagraph 38(a)(ii) makes the review of the Solicitor General’s direc- 
tions one of our routine duties. We look at amendments to the CSIS Operational Manual 
too, because they can also be a vehicle for direction. 


A list of the seven directions issued in 1989-90 can be found in Appendix A. It is not prac- 
tical to list amendments to the Operational Manual—most of which are just housekeeping 
in any case. We do not have concerns about any of the 1989-90 directions or amendments 
to the Manual. 


However, in the course of one study we found that direction had been provided outside the 
usual channels. As a result, it could have escaped our review. We have brought this to the 
attention of the Solicitor General. 


In the past, much ministerial direction has been a patchwork stitched together in response 
to immediate needs. As a problem arose, a direction would be whipped up to deal with it. 
These problems typically involved privacy, the integrity of social institutions, and legiti- 
mate advocacy and dissent. The general thrust has been to increase protections for 
individual rights. 


A Second Thrust: This continued in 1989-90, but a second thrust was also evident. Some 
welcome attention is now being given to making ministerial control more systematic— 
more policy-driven than, as in the past, event-driven. 


A direction on the Accountability of the Director to the Solicitor General provides, among 
other things, that as far as possible, ministerial directions will set out principles and guide- 
lines in the key areas of Service activities. Under this direction, the Solicitor General com- 
mits himself to develop a strategic policy framework which will integrate existing direc- 
tion. 


Among the most important provisions is that the Solicitor General will provide the Direc- 
tor every year with a written direction setting out the Government’s security intelligence 


priorities. We discuss the first such direction on National Requirements for Security Intel- 
ligence later in this chapter. 


A direction on General Principles and Policies Governing the Conduct of Investigations is 
designed to be an umbrella under which more specific direction will be given. Among 
other things, it reiterates and elaborates upon the five fundamental principles laid down by 
the McDonald Commission: 


e the rule of law must be observed; 


* investigative means must be proportionate to the gravity of the threat and the proba- 
bility of its occurrence; 


* the need to use various investigative techniques must be weighed against possible 
damage to civil liberties or to valuable social institutions; 


+ the more intrusive the technique, the higher the authority required for its use; 


+ except in an emergency, the least intrusive techniques of information collection must 
be tried before there is recourse to more intrusive techniques. 


These principles deserve frequent repetition, for they are just as relevant today as when 
they were written. They have not exactly been a secret, of course, but this is the first time 
that CSIS has had explicit direction from the Solicitor General to apply them. 


We are especially pleased that the direction on General Principles echoes one of our recur- 
ring themes, calling for the use of open sources like published articles whenever possible as 
an alternative to more intrusive investigations that can carry the risk of unnecessary intru- 
sion on personal privacy. 


A Definition of Direction: In line with the tidying up being done in this area, steps were 
also taken in 1989-90 by the Ministry of the Solicitor General to nail down a precise defi- 
nition of “ministerial direction”. The lack of an agreed definition has been a problem in 
the past when we found that the Ministry was not providing us with some documents that 
the Service regarded as direction. 


Grey areas remain—notably correspondence from the Solicitor General to CSIS about 
day-to-day operations. The Solicitor General does not consider this to be direction because 
it does not contain “instructions of a continuing nature”. However, a specific direction in 
one case may serve as a precedent for the next and the next until it becomes as rigid a rule 
as any overall direction. 


Nonetheless, recognizing that a perfect definition is probably beyond human reach and in 
light of consultations we had with the Ministry, we are satisfied that we will continue to 
get everything we need to discharge our statutory responsibilities to review ministerial 
direction. 


Responsibility for Adverse Recommendations: One direction revises the level of responsi- 
bility for recommendations by CSIS against granting security clearances. It requires that 


' Freedom and Security under the Law, the Second Report of the Commission of Inquiry Con- 
cerning Certain Activities of the Royal Canadian Mounted Police, 1981, pages 513-514. 
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the Director (or a designated deputy director in his absence) personally approve each 
recommendation to deny a clearance under the Government Security Policy (GSP)—that 
is, screening of public servants, government contractors, airport workers and so on. 
Approval was previously at a much lower level. 


This is something we have recommended. We believe that recommendations to deny clear- 
ances should be made only at a very high level to ensure that they are not treated lightly. 
Evidence at our hearings shows they sometimes have been in the past. 


National Requirements for Security Intelligence 


In the long term, the most significant development of 1989-90 for CSIS will almost cer- 
tainly prove to be the establishment of security intelligence priorities by the Cabinet. It 
deserves separate treatment from other ministerial directions because of its historic impor- 
tance as an innovation. This is the first time Cabinet has set priorities for CSIS, and it fills 
an important gap in legitimate political supervision of security intelligence. 


Cabinet’s decision underlies the first of a promised annual series of directions on National 
Requirements for Security Intelligence. It sets five priorities for the Service’s collection of 
information, analysis and dissemination of finished intelligence to March 31, 1991: 


e public safety, 

e the integrity of the democratic process, 

e the security of government assets, 

¢ economic security, and 

¢ international peace and security. 
Most of these priorities are self-explanatory. As described publicly by the then Solicitor 
General, the “integrity of the democratic process” covers: 


the function of our national institutions, and the rights and freedoms fundamen- 
tal to the political well-being of a democratic society. CSIS has a role to warn 
the government about clandestine foreign attempts to influence Canadian policy- 
making and about activities that seek political change through violence.’ 


“Economic security” focuses on the protection of the nation’s scientific and technological 
assets. In Chapter 3, we report on developments following our study last year of science 
and technology issues (see page 22). 


The Solicitor General has said that public safety is his first priority and must be the top 
priority for CSIS as well as the other agencies for which he is responsible.” 


N 


Accountability and Effectiveness: National Requirements for Security Intelligence in the 1990s, 
notes for a speech by the then Solicitor General to the Canadian Association for Security and 
Intelligence Studies, September 29, 1989. 

3 Notes for a statement by the Solicitor General to the Standing Committee of the House of Com- 
mons on Justice and Solicitor General, April 5, 1990. 
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It exceeds our mandate to comment publicly on policy established by the Government. The 
right and duty to scrutinize Cabinet’s decisions lies with Parliament itself. Our proper con- 
cern is with the impact of policy on CSIS operations. A general observation we can make 
now is that the establishment of priorities at the Cabinet level represents a quantum leap 
in the management of security intelligence in Canada. It is only a slight over-simplification 
to say that priorities have generally resulted until now from a combination of tradition 
(generally speaking, one year’s target is also next year’s target) and ugly surprises as new 
threats erupted. 


Except for a few lines in our reviews of the Analysis and Production program and the pro- 
tection of science and technology assets in Chapter 3 (see pages 19 and 22), it is still too 
early to report the CSIS response in more detail. We will, of course, be monitoring the sit- 
uation closely. 


Operational Manual 


The long-term overhaul of the CSIS Operational Manual continues. Some sections still 
date from before July 16, 1984, when CSIS came into being and inherited the procedures 
as well as the responsibilities of the former RCMP Security Service. 


However, CSIS has addressed the major areas highlighted in our reports and by the 
Independent Advisory Team created by the then Solicitor General in 1987 to follow up on 
our report on the counter-subversion program. These include procedures for designating 
the targets of investigation, controls on human sources and the conduct of investigations. 
Since July 16, 1984, there have been 106 amendments and 30 new bulletins have been 
issued for addition to the Manual. 


Amendments in 1989-90: The major amendments to the Operational Manual in 1989-90 
increase protections for individual rights. Three substantial amendments were made with 
respect to warrants under which the Service may be authorized by the Federal Court of 
Canada to use such intrusive techniques as wiretaps. In part, they codify existing practices. 
They also fill holes identified in our study of the Counter-Intelligence program last year— 
the definition of “solicitor” for purposes of respecting client-solicitor privilege, for exam- 
ple. These changes are all for the better. 


Ministerial Authorizations 


Many directions require the Service to obtain the consent of the Solicitor General on a 
case-by-case basis for certain kinds of operations. As part of our statistical review under 
subparagraph 39(a)(vii) of the CSZS Act, we monitor the number of authorizations by 
type of activity, by CSIS program, and by region. We are thus able to note any significant 
changes that merit a more detailed look. 


In particular, we keep a watch on authorizations under paragraph 2(d) of the CSIS Act— 
the “subversion” provision. While CSIS can gather open information and unsolicited 
information generated by other inquiries on alleged “‘subversives’’, it needs the Solicitor 
General’s personal consent to use intrusive powers against them. Again in 1989-90, as in 
previous years, there were no paragraph 2(d) authorizations. CSIS tells us that it did not 


face any significant difficulties as a result. We report further in Chapter 6 of this report on 
the “residue” of the counter-subversion program. 


We also zero in from time to time on more closely-defined areas. In 1989-90 we made spe- 
cial studies of authorized operations on university campuses and in one region. We review 
our findings in Chapter 3 (pages 23 and 25). 


Arrangements with Other Governments 


Subsection 17(1) of the Act allows CSIS, with ministerial approval, to enter into arrange- 
ments with provincial governments, provincial and local police forces, foreign governments 
and their agencies and international bodies. Under subparagraph 38(a)(iii), we are 
required to review such arrangements and to monitor the provision of information and 
intelligence by CSIS under their terms. 


Within Canada, there were no new arrangements in 1989-90. There is still no formal 
arrangement with Quebec, and the arrangement with Ontario is still limited to the 
exchange of information with police forces. 


Internationally, five new arrangements were approved in 1989-90, extending the Service’s 
contacts in Europe, Latin America and Africa. One, designed to give CSIS access to infor- 
mation for use in vetting visas, is with a country that has a clouded human rights record. 
CSIS is sensitive to the difficulties of this situation, and we intend to monitor the product 
of this arrangement especially closely. CSIS also broadened the scope of its liaison 
arrangements with police and security agencies in some 60 countries, in order to improve 
its access to information needed for security clearance assessments. Exchanges of informa- 
tion with one country were sharply cut back in 1989-90, and the arrangement with a 
second was terminated outright. The Service took exception to the activities of these coun- 
tries’ agents within Canada. 


Chapter 5 of this annual report discusses the findings of a study we made of releases of 
information to other agencies in Canada and abroad under subsection 17(1) arrangements. 


Unlawful Acts 


During 1989-90 we were advised under subsection 20(4) of two instances in which the 
Attorney General was told that CSIS employees might have broken the law in the course 
of their work. 


In one case, an employee is alleged to have obtained information from a police force and 
given it to a friend for business purposes. In the other, an employee is alleged to have fab- 
ricated field reports. The latter individual is no longer employed by the Service. In both 
cases, the Attorney General has determined that national security would not be compro- 
mised by prosecutions and so has relayed the information to the provincial authorities 
responsible for determining whether charges should be laid. 


Disclosures 


Section 19 of the Act sets out the conditions under which CSIS may disclose information 
it obtains in the performance of its duties and functions. A report must be made to us 
when, under paragraph 19(2)(d), information is disclosed to a minister or public servant 
after a determination by the Solicitor General that the disclosure is essential to the public 
interest outweighing any invasion of privacy that would result. 


One such disclosure was reported to us in 1989-90. It gave us no concern. But in Chapter 4 
we deal with concerns about the public release of information by the Service with respect 
to inquiries into the potential for violence among native Canadians (page 32). 


Report of the Director and Certificate of the Inspector General 


Under subparagraph 38(a)(1), we review the annual report that the Director of CSIS 
makes to the Solicitor General under subsection 33(1) and the certificate in which the 
Inspector General, under subsection 33(2), indicates to the Solicitor General whether the 
annual report is satisfactory. 


In his 1988-89 certificate, the latest to reach us, the Inspector General says that the Direc- 
tor’s annual report was not sufficiently comprehensive for his purposes. For example, the 
Director’s annual report did not deal with some matters that had been reported to the 
Solicitor General through other channels. This particular concern is compounded by the 
new ministerial direction on the Accountability of the Director to the Solicitor General, 
discussed earlier in this chapter (page 5). It calls for additional vehicles for reporting by 
the Director. We understand that this year’s annual report by the Director will reflect 
suggestions made by the Inspector General. 


The Director’s annual report and the Inspector General’s certificate both reach us so long 
after the end of each fiscal year that we can make little use of them in preparing our own 
annual report for that year. The Director’s report reaches us in July and the Inspector 
General’s certificate in the autumn. We will continue, however, to follow up salient points 
in both documents and comment as required at the first opportunity. 


Special Reports 


Under section 54 of the Act, we have the authority to make special reports to the Solicitor 
General. We do so to raise issues of such importance or urgency that they cannot await 
discussion in our next annual report and when it is necessary to go into detail that could 
not, for national security reasons, be included in an annual report. 


During 1989-90, we made two reports under section 54. One, on security screening in 
immigration, was ready by the time we wrote last year’s annual report and is discussed 
there. (We have more to say about security screening in immigration in Chapter 3; see 
page 19.) The second, dealing with CSIS inquiries on native issues, is discussed in some 
detail in Chapter 4 of the present report. 
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Consultations and Inquiries 


Our relations with the Service remained cordial but wary in 1989-90. This is normal. In 
the long term, our goals are identical with the Service’s—to protect national security with 
the least possible infringement of individual rights. But in the short term, the heavy 
responsibility CSIS bears for national security puts it at risk of accenting the former at the 
expense of the latter while our raison d’étre as a Committee is to uphold the latter as 
strongly as is consistent with the former. CSIS and SIRC look at the same coin, but from 
different perspectives. Naturally this produces occasional strains. 


Formal Inquiries: In our review function, not counting inquiries arising out of complaints, 
we directed a record 175 formal inquiries to the Service in 1989-90 and had 168 replies.* 
The trend in recent years has been sharply upward; we submitted what now seems a mod- 
est 96 formal inquiries in 1987-88 and 141 in 1988-89. 


In 1989-90 we noted an increasing tendency by CSIS to monitor closely the information it 
provides to us. We recognize that this reflects a development we approve of, namely gener- 
ally tighter management of the Service. However, it is a factor in the time it takes to get 
some answers. In 1989-90, the average time CSIS took to answer a formal inquiry was 
more than two months. 


Briefings: We met three times with the Director in 1989-90. He called on our regular 
meetings in Toronto on June 9, 1989, and Vancouver on September 8, 1989. We also met 
him during a visit we made to CSIS Headquarters on March 6, 1990. 


As in years past, we visited regional offices of the Service when our regular meetings took 
us out of Ottawa. We were briefed on regional operations in Toronto on June 9, 1989, in 
Vancouver on September 8, 1989, and again in Toronto on February 19, 1990. We were 
also briefed by the CSIS liaison officer in Washington on April 12, 1989. 


Beyond CSIS: As the minister responsible for both CSIS and the RCMP, the Solicitor 
General is a key figure in the government-wide security intelligence network. We met the 
then Solicitor General, who was accompanied by the Deputy Solicitor General, on May 
11, 1989, and with the new Solicitor General soon after the fiscal year covered by this 
report ended, on April 9, 1990. We met separately with the Deputy Solicitor General on 
March 6, 1990. 


We also met the new chief of the Communications Security Establishment (CSE) on May 
12, 1989, the new Deputy Secretary to the Cabinet responsible for intelligence and secu- 
rity on June 30, 1989, and, during a brief visit to Washington, D.C., in April, 1989, the 
Canadian diplomat responsible for liaison on behalf of Canada’s Intelligence Advisory 
Committee. 


The principal purpose of the Washington trip was to hold general discussions with repre- 
sentatives of the Select Committees on Intelligence of the U.S. Senate and the House of 


4 This does not take into account the hundreds upon hundreds of oral questions answered on the 
spot in briefings and interviews. 
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Representatives. Like security intelligence, the review business has its “tradecraft’’, and 
we were able to exchange views on how best to fulfill our roles. 


Inspector General: We continued to enjoy close cooperation with the Inspector General. 
While the Inspector General’s central role is to be the Solicitor General’s operational audi- 
tor, paragraph 40(a) of the CS/S Act allows us to commission research from him. We also 
see reports on the research he carries out to support his reporting to the Solicitor General. 
We draw on some of them in Chapter 3 of this report, where we discuss warrants (see page 
15) and joint operations (page 18). 


3. CSIS Operations 


In addition to duties explicitly spelled out in the CSZS Act, we have an open-ended review 
mandate under paragraph 38(a) and section 40. Paragraph 38(a) tells us to “review gener- 
ally the performance by the Service of its duties and functions”. In particular, subpara- 
graph 38(a)(vii) says we are to “compile and analyse statistics on the operational activities 
of the Service”. Section 40 allows us to conduct or commission studies “for the purpose of 
ensuring that the activities of the Service are carried out in accordance with this Act, the 
regulations and directions issued by the Minister ... and that the activities do not involve 
any unreasonable or unnecessary exercise by the Service of any of its powers”’. 


Having dealt in Chapter 2 with the review activities enumerated in the Act, we now turn 
to our more general review. In Chapters 4 to 6, we discuss the findings of three large-scale 
studies—on CSIS and native peoples, on exchanges of information between CSIS and 
other agencies at home and abroad, and on the counter-subversion “residue”. Chapter 7 
deals with the internal affairs of the Service. The present chapter covers a broad range of 
CSIS programs and activities. 


Warrant Statistics 


Under subsection 21(3) of the CSIS Act, the Service requires warrants from the Federal 
Court of Canada for most of its intrusive activities. (The exceptions are the use of human 
sources and undercover agents.) We monitor both warrant applications and the use made 
of powers under warrants. As can be seen in Table 1, the total number of warrants granted 
and renewed dropped somewhat in 1989-90 from the previous year. 


Table 1. New and Renewed Warrants, 1987-88 to 1989-90 


1987-88 1988-89 1989-90 
New warrants granted 67 5 34 
Warrants renewed 8 35 50 
Total 75 90 84 


Source: CSIS 


For both statistical and substantive reasons, it is not possible to read much into the overall 
totals reported here. The statistical reason is that the absolute numbers are not great, soa 
few events, which may not be significant in themselves, can have a big impact on the 
totals. The substantive reason is that a single warrant can permit the use of many powers 
against many targets, with the result that vastly increased activity would be difficult to 
discern if it were authorized by fewer but broader warrants. 


Better Informed: Canadians used to be more adequately informed about the use of war- 
rant powers in security intelligence. Before the CSZS Act was adopted in 1984, such war- 
rants were issued under the Official Secrets Act. Because a warrant under this Act ordi- 
narily permitted the use of one power against one target, meaningful comparisons could be 
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made between the annual totals made public by the government. An increase in the total 
ordinarily meant an increase in intrusive activities. 


We continue to hope that amendments to the CSZS Act will soon enable us to provide 
more meaningful figures—specifically, the number of Canadian citizens or landed immi- 
grants who are the subjects each year of powers granted by warrants. 


Of course, we see far more detailed statistics than we are able to publish. We monitor 
them closely and ask the reason when we see changes that may be significant. Twice in 
1989-90 we made formal inquiries about trends we observed. We were satisfied with the 
answers. 


Even in the published statistics, some changes are dramatic enough to call for explanation. 
The four-fold rise in renewals from 1987-88 to 1988-89, as we have noted before, does not 
mark a sharp change in targeting. Rather it reflects the catching up there was to do after 
delays in renewing warrants during 1987-88 while a more rigorous process was put in 
place. The downgrading of most “‘counter-subversion” targets in 1987-88 also had an 
impact. 


Reporting Régime: During 1989-90, CSIS changed the format of its reports on applica- 
tions for and the use of warrants, producing a different and less detailed selection of data. 
As a general rule, we try to limit the burden of review on CSIS; whenever it is reasonable 
to do so, we do our statistical review on the basis of data CSIS generates for its own pur- 
poses. In this case, however, we do not consider the new reports adequate for our work, 
and we have submitted a request for the kind of detailed statistics we need to ensure con- 
tinuity in our review. 


Protections 


In addition to our statistical studies, we read the warrants granted and a selection of the 
affidavits submitted to the Federal Court in support of warrant applications. One thing we 
watch with special care is the protection of individual rights. As noted in Chapter 2 (see 
page 8), the CSIS Operational Manual was amended in 1989-90 to increase protections 
for individual rights. The warrants and affidavits we reviewed in 1989-90 gave us no con- 
cern. 


Intercepts with Consent: Further protection for individual rights results from a ruling by 
the Supreme Court of Canada in January.' Citing the ban on unreasonable search and sei- 
zure under the Canadian Charter of Rights and Freedoms, the Court held that police need 
a judicial warrant to record conversations that informers or undercover agents have with 
suspected criminals. Previously there was no limit on eavesdropping as long as one party— 
the informer or agent—consented. 


CSIS is also bound by this ruling, and the Service took immediate steps to comply. The 
day after the Supreme Court handed down its decision, the Service advised its staff that no 


' Mario Duarte v. Her Majesty the Queen and Attorney General for Ontario, Attorney General of 
Quebec, January 25, 1990. 
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conversations with targets could be recorded without a valid warrant for the interception 
of oral communications. 


While a Supreme Court ruling on video recordings is pending, the Service put a similar 
limitation a few days later on video recordings. Even when one party consents, it told 
investigators, video recordings can be made only under warrants in situations where the 
target has a reasonable expectation of privacy—not on the street, that is, but in such 
places as motel rooms. 


The Service still routinely tapes incoming telephone calls to its Emergency Operations 
Centre. We think this is appropriate. CSIS gets calls with tips that deserve close analysis 
and it needs tape to work with, if only to determine what a mumbled word is. 


We looked into the Service’s use of warrantless intercepts before the Supreme Court rul- 
ing, and were satisfied with the answers. 


Inspector General’s Reports: The Inspector General reported in 1989-90 on two studies 
related to warrants. In a microscopic review of four affidavits sworn in support of applica- 
tions for warrants, the Inspector General found a number of minor errors of fact—incor- 
rect dates, for example. However, a more serious failing came to light: he was not satisfied 
that the officers responsible for preparing and verifying the affidavits were rigorous 
enough in determining that the facts alleged were correct before certifying them so. We 
will monitor the follow-up actions in this area. 


The Inspector General also made an in-depth study of the execution of warrants, particu- 
larly the Service’s compliance with ministerial direction and conditions written into the 
warrants themselves. In activities up to March 31, 1988, he found no instances of non- 
compliance. 


We were especially reassured by the Inspector General’s conclusion that the Service has 
adequate systems in place to protect client-solicitor privilege. The essence of this protec- 
tion, which is written into warrants, is that when electronic eavesdropping picks up a con- 
versation between a lawyer and client, a senior CSIS official is called in to determine 
whether the conversation relates to the security threat specified in the warrant. If the con- 
versation deals with legitimate legal issues, no record is made of it and the tape is erased. 


Access to CPIC 


One long-standing problem was resolved in 1989-90, when members of CPIC (the 
Canadian Police Information Centre) decided to give CSIS direct access to two of its three 
data banks—Motor Vehicle Records and Identification Records. Access had been limited 
for years because some CPIC members were reluctant to admit a non-police user. 


We do not believe that the exclusion of the third data bank is a serious limitation. It 
includes information on open police investigations, and CSIS access would raise serious 
concerns about individual privacy. 


Another limitation gives us less concern now than it did when we referred to it in last 
year’s annual report. Because Quebec has not signed a formal cooperation agreement with 
CSIS, it does not allow the Service direct access through CPIC to its motor vehicle 
records. On the face of it, this appears to be a significant gap. However, we are assured 
that CSIS is able to get the information it needs. 


Relations with the RCMP 


The Service’s relations with the RCMP were put on a more systematic footing in 1989-90 
with the signature of a Memorandum of Understanding (MOU) between the two. The 
MOU does not add anything new, but it brings together in one, coherent document a num- 
ber of ministerial directions issued to both agencies over the years. 


Among other things, it “sets out undertakings by both parties to provide each other with 
specific types of information and provides for procedures to protect the information 
exchanged’’.? 


This refers to an unavoidable source of tension between CSIS and the RCMP. Criminal 
proceedings concerning security offences, a key RCMP role, sometimes carry the risk of 
public exposure for CSIS operations in areas where secrecy is essential to effectiveness. As 
a result, CSIS is sometimes unable to tell the RCMP all it knows. Chapter 5 includes an 
example of the difficulties that can arise as a result (see page 38). 


Counter-Terrorism Program 


Canada’s new National Counter-Terrorism Plan (NCTP) was endorsed by Cabinet in 
1989-90. Under the NCTP, the Service’s primary responsibility is to gather intelligence on 
terrorist threats and pass it on to government decision-makers and police. The Service may 
also be called upon to give operational support in the course of a terrorist incident, in- 
cluding specialized technical aid to police at the scene. 


This dual role has now been incorporated in the Service’s internal Counter-Terrorism 
Management Plan. A special emergency preparedness unit has been created within the 
Counter-Terrorism Branch (CT), and work has begun on an automated system to monitor 
and control data generated during exercises and terrorist incidents. 


The Branch generated more than 1,000 threat assessments in 1989-90. This is off some- 
what from the 1988-89 level because 1988 was an unusual year with a number of major 
international events, including the Toronto Economic Summit. We have reviewed CSIS 
post-mortems on all these events except the one on the Toronto Economic Summit, which 
came to us too late for examination before the present report had to go to the printer. 


In a second important decision during 1989-90, the government for the first time set intel- 
ligence priorities (see page 7). Among them is public safety—a matter of obvious concern 
to the CT Branch. The then Solicitor General said publicly that public safety was Number 
] in his view. One result of this priorization has been an improvement in communications 
between the CT threat assessment unit and other federal departments. The Branch now 
also participates in a working group that develops brief profiles on foreign countries for 
the Department of External Affairs. 


> Notes for a statement by the then Solicitor General before the Special Committee of the House of 
Commons on the Review of the CS/S Act and the Security Offences Act, October 31, 1989. 
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The CT Branch took part in a Canada-U.S. counter-terrorism exercise in the summer of 
1989. Afterwards, it was represented on a working group that reported to the 
government’s Security Advisory Committee on the strengths and weaknesses revealed by 
the exercise. A further exercise was scheduled for the early summer of 1990. 


There were no serious terrorist incidents in Canada in 1989-90. But CSIS played a role in 
the apprehension in the United States of four persons alleged to have tried to buy sophis- 
ticated weaponry for the Provisional IRA. 


Air India and Narita: We are still being briefed regularly by the Director of CSIS on the 
investigation of the Air India and Narita explosions. There is nothing new we can report. 
This is now more a matter for the police than for a security intelligence agency. 


While we understand public impatience with the failure to lay charges in connection with 
the Air India tragedy, we still defer to suggestions that a full-scale inquiry by us into the 
CSIS role should wait because the risk of impeding the police investigation and the judi- 
cial process remains too great. 


Counter-Intelligence Program 


The détente essential to President Gorbachev’s reform program has an impact on the 
counter-intelligence program. In January, 1990, the first of a new series of unclassified 
occasional papers, issued under the name Commentary, deals with President Gorbachev’s 
program. We made plans in 1989-90 to explore the impact of galloping détente on security 
intelligence ourselves at the seminar discussed in Chapter 9 (see page 64). 


Foreign Influence Targets: Paragraph 2(b) of the CS/S Act defines one threat to the secu- 
rity of Canada—“‘foreign influenced activities within or relating to Canada that are detri- 
mental to the interests of Canada and are clandestine or deceptive or involve a threat to 
any person”. Targets under this paragraph are investigated by the Counter-Intelligence 
(CI) Branch. In 1988, the Service implemented new rules for the investigation of these 
targets. In order to limit the risks of overstepping the bounds of paragraph 2(b) into the 
realm of legitimate protest, advocacy and dissent, the new rules limited the scope of inves- 
tigative activities and the amount of reporting. 


During 1989-90, we had a look at how the 1988 rules were working out in practice. We 
made a random selection of 2(b) targets from all regions, then obtained all reports in 
which they were mentioned. We also examined the relevant decisions of the Service’s 
internal Target Approval and Review Committee. 


Some concerns in this area emerged from our study of campus operations, reported later in 
this chapter (see page 23). But, overall, our findings in the study of 2(b) targets were reas- 
suring. While we saw a few reports that seemed to us unwarranted, CSIS has clearly 
moved towards more focused reporting to meet defined investigative purposes. 
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Joint Operations 


The Inspector General reported to the Solicitor General in 1989-90 on his review of the 
Service’s adherence to ministerial direction in the conduct of joint operations within 
Canada with foreign security and intelligence agencies. 


The overall conclusion is reassuring: the Inspector General reported that CSIS conducted 
these operations capably and professionally. The random selection of cases for in-depth 
study included one that is well known—the sting that landed Stephen Ratkai in jail in 
1989 for gathering classified information about a U.S. Navy base at Argentia, Nfld. The 
Inspector General complimented CSIS for its work with the U.S. Naval Investigative Ser- 
vice in this case. 


Security Screening 


Security screening got even slower at Levels I (confidential) and II (secret) in 1989-90, 
but CSIS does not seem to be to blame. Demand kept on mushrooming, and the RCMP 
took an average of eight weeks to check fingerprints during its conversion to new computer 
hardware. As a result, CSIS needed an average of 110 days to process a clearance applica- 
tion at Levels I and II, up from 60 days the previous year. 


However, the news was brighter at Level III (top secret). The average time to process an 
application for clearance at this level was down to 200 days in 1989-90 from 240 days the 
year before. 


The Service believes that its targets of a 30-day average at Levels I and II and 120 days at 
Level III remain appropriate and attainable. When the RCMP has its hardware running 
smoothly, it is expected to bring the average turnaround time for fingerprint checks to less 
than two weeks, which will significantly help the Service meet its targets. 


In addition, a number of changes to the Government Security Policy (GSP) in December, 
1989, and March, 1990—while they were made for different reasons—are expected to 
reduce demand as a side-effect. For example, departments now have the option of not 
requiring fingerprint checks at Level I except when a check of the applicant’s name indi- 
cates a possible criminal record, and Levels I and II clearances require updating every 10 
years rather than every five. (Level III clearances still have to be renewed every five 
years.) 


A new “portfolio” system assigns responsibility for each client to a particular unit within 
the Security Screening Branch. Clients are also being informally briefed on the steps the 
Branch goes through in preparing security assessments. Closer contact between the Branch 
and its clientele should result in a better understanding of each other’s needs and priori- 
ties. 


Meanwhile, CSIS figures indicate that demand grew dramatically again in 1989-90. The 
number of applications submitted by the 10 largest users (not counting Level I checks for 
airport workers) rose to 54,342 in 1989-90 from 37,051 the year before—an increase not 
far short of 50 per cent. Additional investigators were assigned to security screening in 
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Ottawa and Toronto to keep the number of outstanding field investigations from rocketing 
out of control. 


Immigration Screening 


The Service’s role in screening immigrants has concerned us for some time.? The tremen- 
dous effort CSIS was devoting to this work seemed out of proportion to the very small 
number of undesirable immigrants turned up. A huge backlog and excessive delays were 
hardly surprising. 


We are, therefore, pleased that a new system which appreciably streamlines CSIS partici- 
pation in the process is being given a trial run in four locations. An assessment of these 
pilot projects was planned by CSIS, together with Immigration Canada, the Department 
of External Affairs (DEA) and the RCMP, in the summer of 1990. CSIS told us in June 
that “signs to date are most positive’. We will, of course, monitor this situation. 


Extra Investigators: Meanwhile, nudged by DEA, CSIS put some experienced investiga- 
tors from its regional offices in Canada to work on immigration screening in order to clear 
a backlog. 


DEA cited some cases of excessive delay—more than a year to process an honourably dis- 
charged former officer in the U.S. armed forces, with a high-level clearance, and more 
than a year for a 20-year-old American fresh from high school. Yet a former police officer 
already denied a U.S. visa because he was suspected of human rights abuses in his home- 
land breezed through the system. 


The Department also cited an apparently unrealistic request that a person who spent a 
year as a child in a refugee camp in Thailand supply fingerprints from that country. It 
would be virtually impossible to meet this demand; insisting on it would amount to denial 
of clearance. 


Analysis and Production 


The Cinderella story of the Analysis and Production Branch (RAP) continued in 1989-90. 
When we made a special study of RAP in 1987-88, we found it was a neglected step-sister 
in the CSIS family.* Today it seems to be the glamorpuss. The change is good news. 


The Solicitor General’s new direction on National Requirements for Security Intelligence 
(see page 7 of the present report), while it did not launch the transformation, gives it fur- 
ther impetus. The National Requirements emphasize that CSIS is an intelligence agency 
whose role is not merely to pile up facts but to advise the government on the strength of 
thoughtful analysis. The National Requirements lend to RAP a necessary prestige compa- 
rable to that of the operational branches, Counter-Intelligence and Counter-Terrorism. 


> See our Annual Report, 1987-88, page 8. 
* See our Annual Report, 1987-88, page 35. 
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Strategic Intelligence: We especially welcome the emphasis that the direction puts on 
strategic assessments which “consolidate and go beyond the immediate interests of 
individual consumer departments and agencies”.° One of our most fundamental criticisms 
of RAP in 1987-88, shared by the Independent Advisory Team under Gordon Osbaldes- 
ton, was that we found too much emphasis on short-term analysis of events as they 
unfolded and immediate threats. There was little basic strategic intelligence—in-depth 
studies to help the government develop policy and make strategic decisions. 


Of course the National Requirements guide the Intelligence Production Committee (IPC) 
and the Executive IPC in ordering intelligence production and in reviewing the papers that 
result. 


There has also been direction by the Solicitor General to try open sources first, before 
there is recourse to investigation (see page 6). This is also welcome. Increased use of open 
sources as an alternative to investigative techniques that may intrude on the privacy of 
Canadians has been one of our recurrent themes. Statistics compiled by the Service show 
that RAP is the largest single source of reference requests to the CSIS Information Centre 
(the library). 


Progress Report: At the risk of repeating in part what we said in last year’s annual report, 
we think it is worth summing up here what has happened in RAP since 1987-88. 


The number of analysts has nearly doubled. We do not mean merely the number of posi- 
tions drawn on the organigram. RAP has been plagued in the past by unfilled positions. 
We mean that the number of living, breathing—and thinking—people doing analysis has 
nearly doubled. Overall, the number of person-years in RAP has risen 70 per cent. 


Bigger Is Better: This is a case in which bigger is better; sheer size brings advantages. The 
number of senior positions has been fully doubled, with the result that there are more sen- 
ior intelligence officers doing hands-on analysis instead of being swamped with manage- 
ment duties. 


With more senior and mid-level positions available, RAP is also better able to keep tal- 
ented people whose normal career ambitions might have encouraged them to leave when 
they had used up all the opportunities within the Branch. In 1987-88, RAP was a kind of 
siding where an intelligence officer might park for a while between runs on the main lines 
of Counter-Intelligence and Counter-Terrorism. Now RAP is a main line too. And the 
more people who make a career in RAP, the larger the collective fund of knowledge and 
memory that is vital to good analysis and assessment. 


Size also permits greater diversity. RAP now has a strong contingent of people with back- 
grounds in economic affairs, for example, and capability in 10 foreign languages (as well, 
of course, as in both English and French). 


> Accountability and Effectiveness: National Requirements for Security and Intelligence in the 
1990s, notes for a speech by the then Solicitor General to the Canadian Association for Security 
and Intelligence Studies, Ottawa, September 29, 1989. 
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Several very highly qualified experts have been recruited from outside the security intelli- 
gence field for strategic analysis assignments. These experts have two roles—to advise jun- 
ior analysts and to prepare major papers of their own. Two papers have already been com- 
pleted for the Intelligence Advisory Committee (IAC) of the Privy Council Office. 


We note with approval that two Security Liaison Officers (SLOs)—that is, CSIS officers 
posted in foreign capitals—have joined RAP upon completion of their tours abroad. As we 
have said before, we see returning SLOs as a natural pool of special knowledge and experi- 
ence that would benefit RAP. 


New Resources: RAP has been strengthened with new resources for the production of 
intelligence on foreign meddling in the affairs of ethnic communities in Canada. This is an 
essential counterpart to Canada’s multiculturalism policy. 


New resources have also been provided for the analysis of science and technology issues. 
The then Solicitor General announced last autumn that he had asked for a strategic secu- 
rity intelligence assessment and advice on clandestine technology transfer.$ The science 
and technology program is discussed later in this chapter. 


A Growing Reputation: There are a number of signs that RAP’s growing importance 
within CSIS is matched by growing respect government-wide. RAP is now represented on 
virtually all the SARGs (Special Assessment Review Groups) under the auspices of the 
Privy Council Office; the Director General of RAP attends most ARG (Assessment 
Review Group) meetings. 


Four more departments started getting all CSZS Reports, RAP’s primary vehicle for dis- 
seminating intelligence, in 1989-90. The distribution list now extends to more than 
20 departments and agencies. 


RAP surveyed its customers again in 1989-90 and found that most believed the intelli- 
gence product continued to improve, both in writing and presentation and in the quality of 
the analysis and the information provided. We generally agree with that assessment, with 
two related reservations. 


+ RAP seemed slow to adjust its assessments to developments in Central and Eastern 
Europe. 


+ Some reports on science and technology still focus too tightly on traditional targets. 
We will be interested to see whether there is a change after a stronger relationship in 
this area, now planned, between CSIS and the Department of External Affairs is in 
place. 


* Accountability and Effectiveness: National Requirements for Security Intelligence in the 1990s, 
notes for a speech by the then Solicitor General to the Canadian Association for Security and 
Intelligence Studies, Ottawa, September 29, 1989. 
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Science and Technology 


In a special report to the Solicitor General in 1989-90, we put forward a number of pro- 
posals for improving the protection of Canada’s scientific and technological (S&T) assets. 
We recommended that CSIS seek a mandate—and additional resources if need be—to 
raise the priority given to the protection of S&T and the creation of mechanisms for 
greater coordination of S&T-related investigations. We also urged that the government 
strengthen intelligence analysis, research and policy development in this area.’ During 
1989-90, steps were taken on all these fronts. 


The new National Requirements directive is a significant factor. One of the five priorities 
it establishes is ““economic security”, which is defined in terms of the protection of S&T 
assets. The then Solicitor General publicly revealed last autumn that CSIS had been 
directed: 


... to give the government a strategic security intelligence assessment and advice 
in the area of clandestine technology transfer. We want an assessment of the 
extent of the vulnerability of Canada’s high technology knowledge base. The gov- 
ernment also requires an assessment of the extent to which it is being abused by 
foreign governments and advice on how to counter this abuse.f 


As we noted earlier in this chapter, the Analysis and Production Branch (RAP) has been 
given additional resources for the analysis of science and technology issues. It started work 
in the autumn of 1989 on the study ordered by the Solicitor General. With the assistance 
of the Service’s Planning Branch and in consultation with the Counter-Intelligence 
Branch, a workplan had been prepared by year-end for a very extensive study. One issue 
CSIS has identified and not yet resolved is the scope of its own role in the protection of 
science and technology assets. 


Different Perspectives: Wide-ranging preliminary discussions revealed some divergence of 
views among the government, and the academic community, and industry. Academics tend 
to be suspicious of anything that might impede the free flow of ideas and information. 
Industry seems more worried about domestic competitors than foreign governments. To 
the extent industry fears foreign competition, it is from the NICs (newly-industrialized 
countries) rather than the inefficient East Bloc, which still tends to preoccupy 
government.” Industry does not see East Bloc nations as having the know-how to pose a 
serious threat. 


Another issue that needs thorough debate, inside and outside government, is whether CSIS 
has a proper role in providing intelligence for use in protecting commercial advanced tech- 
nology as well as traditional national security secrets—better mousetraps that might boost 


x 


See our Annual Report, 1988-89, page 37. 
Accountability and Effectiveness: National Requirements for Security Intelligence in the 1990s, 
notes for a speech by the then Solicitor General to the Canadian Association for Security and 
Intelligence Studies, September 29, 1989. 
In testimony before the Special Committee of the House of Commons on the Review of the CS/S 
Act and the Security Offences Act, November 2, 1989, however, the Director of CSIS recognized 
that other countries are also interested in our technology. 
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Canadian exports as well as better lasers that might be used in bomber sights. It may be 
difficult to bring commercial and industrial interests into the framework established by the 
definition of “threats to the security of Canada” in section 2 of the CSIS Act. The 
“strictly necessary” limitation on CSIS activities, found in section 12, might also become 
stretched beyond recognition. 


This debate has started. In a submission to the Special Committee of the House of Com- 
mons on the Review of the CS/S Act and the Security Offences Act on May 5, 1990, the 
Law Union of Ontario said, “We do not believe that the prevention of industrial espionage 
is a proper function of a national security agency”. 


Counter-Intelligence: In operational terms, the protection of S&T falls within the man- 
date of the Counter-Intelligence Branch. Many of its ongoing investigations have S&T 
components, and it has an S&T desk to coordinate them. That is not new. 


What is new is a commitment—though it had still not been fulfilled by the end of the fis- 
cal year under review—to fully staff this desk. In addition, the S&T desk in Counter- 
Intelligence now has regular monthly meetings with the key players in controls on exports 
of high technology. They include the Department of External Affairs, which administers 
the Export and Import Permits Act, Customs Canada, which monitors exports, the 
RCMP, which works with Customs Canada in investigating suspected offences, and the 
Department of National Defence, which has an obvious interest in military technology. 


Campus Operations 


Security operations on university campuses inevitably raise special difficulties. Academic 
freedom is a significant social value in what the Canadian Charter of Rights and Free- 
doms calls our “free and democratic society”. Universities are commonly hotbeds of the 
“lawful advocacy, protest and dissent” protected in section 2 of the CSIS Act. 


At the same time, of course, academic freedom cannot be a cloak for activities that genu- 
inely threaten the security of Canada. There is a world of difference between a thinker and 
a plotter. Routine security screening can also bring intelligence officers onto campuses, for 
example to check the accuracy of claimed academic credentials. 


During 1989-90, we conducted a review of campus operations. Its starting point was the 
policy framework—notably the ministerial direction under which CSIS requires the Solici- 
tor General’s approval, case by case, to use human sources and listening devices on cam- 
puses and, second, relevant portions of the Service’s Operational Manual. The foundation 
of current policy is the 1963 commitment by the government that: 


There is at present no general RCMP surveillance of university campuses. The 
RCMP does, in the discharge of its security responsibilities, go to the universities 
as required for information on people seeking employment in the public service 
or where there are definite indications that individuals may be involved in espion- 
age or subversive activities. 


We went on to look at all ministerial authorizations in the calendar years 1988 and 1989, 
and made an exhaustive examination of two randomly-selected cases (one in each year; 
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one involving counter-terrorism and the other counter-intelligence). Finally, we examined 
the extent to which CSIS may conduct operations on campuses outside the framework of 
ministerial approval. 


The Policy Framework: We found weaknesses in the ministerial direction. It does not 
cover all investigative activities. It makes no clear reference to various forms of surveil- 
lance, for example. In addition, the direction uses terminology not found in the CSZS 
Act—which is a potential source of confusion. For example, where the Act requires 
“reasonable grounds”, the direction speaks of “definite indications” that proposed targets 
threaten the security of Canada. 


We also found an important difference between the ministerial direction and the Opera- 
tional Manual during the period covered by our study. While the direction required the 
Service to seek ministerial approval before using a human source on campus, the Manual 
allowed in-Service approval when students or university employees were not expected to be 
present at the activity concerned.'° 


Operations: That being said, as a practical matter CSIS is generally cautious in its 
approach. For example, in at least one instance the Service went to the Solicitor General 
of the day with plans for an operation of a kind not covered by the ministerial direction. 


Some preliminary observations that emerged from our review: operations authorized by 
the Solicitor General are not numerous; they are split fairly evenly between the counter- 
intelligence and counter-terrorism programs; they are found in all regions. In no case did 
we find any indication that the operations had any short-term effect on normal campus 
activities. 


But we have concerns about the scope of some reporting. For example, under paragraph 
2(b) of the CSIS Act, “foreign influenced” activities must be “clandestine or deceptive or 
involve a threat to any person” (emphasis added) to qualify as “threats to the security of 
Canada”, but we found a few reports on open activities that did not involve threats to any 
person. 


Another concern arises out of other examinations we have made of CSIS operations. We 
know that the Service sometimes goes to universities in connection with security screening 
and that it sometimes interviews professors and others in the course of investigations. 
Because these activities do not fall under the ministerial direction, they are not coded 
under the heading of campus operations. We come across some in the course of other 
review activities, but it would be preferable if all such operations were coded so as to allow 
for easy review in this very sensitive area. 


Recommendations: We recommend that the ministerial direction be rewritten to bring it in 
line with the CSZS Act and to make it more comprehensive. Everyone, including the Ser- 
vice and the Ministry of the Solicitor General, recognizes that the present direction is 


'° The Manual is now being amended in this area. It will require the Solicitor General’s approval for 
all use of human sources under the direction of the Service, without exception, in campus opera- 
tions. 
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flawed. We believe it would be useful if representatives of the academic community were 
consulted in the redrafting process. 


As part of the revision, we recommend especially that reporting on public events should be 
as limited as possible, in order not to discourage the free exchange of ideas. 


Finally, we recommend that all campus contacts—those that take place outside the frame- 
work of ministerial authorization as well as those that take place within it—be logged so 
that we can monitor them. 


Open Sources 


There is no practical way of measuring the use of open sources—published material 
including newspaper articles and books—as an alternative to investigation. Investigators 
and analysts can use open information that has come their way in their own, private 
reading. And it would be virtually impossible to know whether open information collected 
by analysts was actually used. 


But statistics provided by the CSIS Information Centre give at least a welcome indication 
of increasing use. Requests for information were up 45 per cent in 1989-90 from 1988-89 
levels. Not surprisingly, the Analysis and Production Branch (RAP) was the biggest 
source of reference requests by far. The Counter-Intelligence and Counter-Terrorism 
Branches each made about half as many requests for information as RAP did in 1989-90. 


During 1989-90, the Information Centre created a new regional coordinator position with 
responsibility for providing support and services, including training, to the reference cen- 
tres (libraries) that have now been established in all regions. 


Regional Study 


During 1989-90, we closely examined the use of investigative tools in one region in par- 
ticular. We delved into all aspects of intrusive investigations, including the use of warrant 
powers and surveillance; sensitive investigations authorized by the Solicitor General; and 
the affidavits sworn in support of applications for warrants to use intrusive powers pro- 
vided by law. 


Targeting: Under CSIS policy, no investigation can be conducted at any level without 
written justification and approval by management. We found in a number of cases that the 
decision to investigate was based on very little information. However, since the CSIS Act 
sets a very low threshold for investigation—‘“reasonable suspicion’”—we found that all 
investigations we looked at could be legally justified. 


Ministerial Authorizations: Certain types of investigations—for example, those on cam- 
puses—require the authorization of the Solicitor General on a case-by-case basis. We 
looked at all such investigations in the region in 1988-89. 


We were satisfied with the factual base laid by CSIS in all its requests to the Solicitor 
General and with the system of controls imposed on these investigations. In one instance, 
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the investigation drifted into forbidden territory, but the Service responded by issuing new 
instructions intended to prevent this problem from recurring. The total number of investi- 
gations authorized by the Solicitor General was small. 


Warrants and Investigations: We informed CSIS of our concern about two affidavits in 
support of warrant applications. They read too much like pleas for warrants rather than 
objective statements of the facts. 


It should be pointed out, however, that overall we noted improvements in the quality of 
affidavits from previous years and that we found no abuses in the Service’s use of powers 
granted by warrants. 


Similarly, our review of requests for surveillance and the actual conduct of surveillance— 
with respect, in particular, to the privacy of individuals with whom targets came in con- 
tact—revealed no cause for criticism. 


The conduct of one investigation, however, raised sufficient questions to require a separate 
review. We will report our findings in next year’s annual report. 


Product: We also examined “warrant product’”—that is, information actually obtained 
through the use of powers granted by Federal Court warrants. We cannot, for security 
reasons, discuss our findings in any detail. Generally we were satisfied with the process, 
although we did flag one instance when some fairly important information was left out. 


4. CSIS and Native Canadians 


Native peoples are undoubtedly among the most disadvantaged groups in our society. The 
Canadian Human Rights Commission describes their situation as “‘a national tragedy”. It 
notes, for example, that native peoples accounted for only .73 per cent of employment in 
1988 although they made up 2.1 per cent of the available labour force.' 


Like other Canadians, native peoples sometimes use confrontational tactics. Events during 
the summer of 1990 amply demonstrate how violence can erupt as native peoples pursue 
their goals.” The potential was already clear in 1988, a year of special significance in this 
chapter. One study toted up ten blockades of roads and bridges in five provinces by native 
groups in that year. Among others, the Innu people of Labrador gained wide public atten- 
tion with sit-ins protesting low-level military flights over their traditional hunting grounds. 
Defence officials feared that the Innu might have been targeted by hostile intelligence 
agencies. 


There were also a number of statements by native leaders in 1988, warning about the 
potential for violence. In May, for example, the National Chief of the Assembly of First 
Nations, Georges Erasmus, warned that his people were losing patience with seemingly 
endless talk about their problems. Addressing the nation at large, he said: 


We may be the last generation of leaders that is prepared to sit down and peace- 
fully negotiate our concerns with you... . If you do not deal with this generation 
of leaders . .. then we cannot promise that you are going to like the kind of vio- 
lent political action that we can just about guarantee the next generation is going 
to bring to you.? 


All of this was noted within CSIS, and two separate things happened in December, 1988. 
First, an intelligence officer interviewed Robert Bartel, a lay missionary working with the 
Innu. Two days later, a senior CSIS official authorized a nation-wide inquiry into what 
was termed “native extremism”. 


Our Review 


Prompted by questions from Svend Robinson, M.P., when we appeared before the Stand- 
ing Committee of the House of Commons on Justice and Solicitor General on May 30, 
1989,* we undertook a review of CSIS inquiries into native issues. 


Following a briefing by the Director of CSIS on June 9, we examined all relevant files 
from 1986 to June, 1989, and all messages, telexes, reports and other documents con- 
cerning both the “native extremism” inquiry and the interview with Mr. Bartel. We then 
interviewed officials at CSIS headquarters. 


CHRC, Annual Report, 1989, pages 14 and 16. 
Because of these events, we are revisiting this matter in 1990-91. 
Quoted by the Canadian Press, June 1, 1988. 
Mr. Robinson also wrote to us on June 1, 1989, to brief us on what he knew. In the course of our 
review, we had letters from Mr. Erasmus and from a member of the Mennonite community (not 
Mr. Bartel), both expressing concern about the CSIS inquiry. 
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We went into the basis for undertaking the “native extremism” inquiry and the authority 
for the interview with Mr. Bartel; the degree of intrusiveness authorized for the “native 
extremism” inquiry; the actual conduct of the investigation; the nature of the interview 
with Mr. Bartel; and the release of information to the public and Parliamentarians. After 
determining at an early stage that the “native extremism” inquiry and the Bartel interview 
were Separate events, we examined them separately. 


On November 29, 1989, we submitted our secret Report on the Innu Interview and the 
Native Extremism Investigation to the Solicitor General under section 54 of the CS/S 
Act, with a recommendation that it be made public. On February 5, 1990, the Solicitor 
General released a version of the report, with significant portions blacked out for reasons 
of national security and privacy, accompanied by a news release.° 


In this chapter, we outline our findings to the extent permitted by national security, and 
we give a fuller account of our conclusions than is found in the text released by the Solici- 
tor General. It will be seen that a statement in the Solicitor General’s news release, 
namely that we found no evidence of any misconduct by Service employees, does not 
reflect our conclusions. In our report, this statement refers to only one of the activities we 
examined. Indeed, we did conclude there had been a breach of regulations, as is explained 
in what follows. 


“Native Extremism” 


The CSIS inquiry on “native extremism” was authorized on December 14, 1988, to deter- 
mine two things: 


e whether there was a threat of “serious violence” under paragraph 2(c) of the CS/S 
Act 


e whether, if such a threat existed, more intrusive investigation was warranted. 


The Nature of the Inquiry: The inquiry was defined in very general terms. No individuals 
or organized groups were named as targets. A very low level of investigation was author- 
ized, with no use whatsoever of intrusive powers. The authorization was drawn up in a way 
that excluded intrusion on the privacy of any individual. In the actual conduct of the 
inquiry, intelligence officers did not make full use of even the limited powers they were 
given, and no one in or close to the native community was personally investigated. 


In fact, the use of the word “investigation” in discussions of this initiative, while correct, 
may be misleading if it hints at anything in the nature of wiretaps or shadowing targets. 
What CSIS carried out was more like a fact-finding exercise or research program, relying 
on open sources like newspaper reports and on interviews with knowledgeable people. 


Copies of this version are available from the Ministry of the Solicitor General. 

Paragraph 2(c) provides that “‘activities within or relating to Canada directed toward or in support 
of the threat or use of acts of serious violence against persons or property for the purpose of 
achieving a political objective within Canada or a foreign state” constitute threats to the security 
of Canada. 
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A relatively short deadline was set, and the authorization explicitly provided that the 
inquiry was to be terminated as soon as a firm conclusion could be reached. Within a very 
short time, the analysts concluded that they had as much information as they needed to 
advise the government on the possible threat of violence in this area, and the inquiry was 
ended before the expiry of the period for which it was authorized. 


The Role of CSIS: We consider that CSIS had the statutory authority to conduct this 
inquiry. It is precisely the kind of thing CSIS was created to do—assemble facts about sit- 
uations with some potential to become explosive at a later date, draw conclusions and, 
finally, advise the government. 


No reasonable person can deny that native peoples in Canada have legitimate grievances. 
It was not far-fetched to suppose that at least some elements might become so frustrated 
by delays in resolving these grievances that they would resort to serious violence. In fact, 
there was more than one warning to that effect from native leaders in 1988. There were 
also in that period some indications, available to any attentive newspaper reader, of 
attempts to use political motives as a cover for violent criminal activities. 


Under these circumstances, CSIS would have been remiss had it not made inquiries. 


Further, we considered that the inquiry was conducted at a reasonable level. There was no 
snooping into private lives. It is in this inquiry that we found no evidence of any miscon- 
duct by Service employees. 


The Targeting Process: However, in light of the sensitivity of the issue and the scope of 
the inquiry, we do have concerns about the way the decision was made to investigate 
“native extremism”’. 


As we have already indicated in passing, the inquiry was authorized by a senior official on 
his own authority. That was within the rules. He had the power under CSIS procedures to 
order an inquiry at this level. In fact, he could have ordered a more comprehensive inquiry 
than he did. 


But two further factors must be considered in judging the appropriate level for this tar- 
geting decision. 


The first is a long history of wary—to say the least—relations between native peoples and 
the larger society and the resulting likelihood that inquiries by a security intelligence 
agency would be received with particular concern. 


Second is an unusual feature of this particular inquiry. Documentation underpinning a tar- 
geting decision is normally quite specific about the persons and organizations to be investi- 
gated. In this case, no individual or organization was named, with the result that almost 
any member of the native community or anyone close to it might have been drawn into the 
net. There are sometimes good reasons for targeting very broadly at the outset of an inves- 
tigation. However, in a case such as this, the decision ought to have been made at a higher 
level. The fact that, as it happened, no individual was personally investigated does not 
change the fact that the targeting was essentially open-ended vis-à-vis the native commu- 
nity. 
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CSIS contends that the steps leading to the targeting decision showed a proper degree of 
sensitivity. There was unusually extensive internal consultation in advance, involving the 
Director General of the Counter-Terrorism Branch and the Deputy Director, Require- 
ments, among others. A note was prepared for the Director, informing him of the intention 
to authorize the inquiry. 


As further evidence of its sensitivity, CSIS cites instructions given to regional offices to 
inform Headquarters at the completion of each of the three stages into which the inquiry 
was divided. 


We acknowledge that CSIS showed—and acted on—an awareness of the sensitive nature 
of this inquiry. But it would have been well advised, in our view, to place the issue before 
its internal Target Approval and Review Committee (TARC) for a decision. This would 
have ensured that the Director was directly involved, as he chairs TARC personally. 


Because of the concern raised by this case, we are now examining the approval process for 
all other current investigations. 


The Special Case of the Innu 


One native community using confrontational tactics with some success in 1988—and 
later—to gain public attention and sympathy for its protests was the Innu people of Labra- 
dor. According to one newspaper report, in the autumn of 1988 members of the Innu com- 
munity “invaded a secure airfield seven times in three weeks and forced four western pow- 
ers to suspend northern bombing exercises for a month’’.’ 


When a CSIS officer visited Goose Bay in December, 1988, Defence and RCMP officials 
there discussed the Innu protests with him. The officer was not in Goose Bay to investigate 
anyone. He had come to brief government officials on CSIS programs. But he took the 
opportunity to talk with Mr. Bartel, whom he described later as a religious leader trusted 
by the Innu. 


After this interview became public knowledge, statements by CSIS left the impression that 
it took place in the context of the “extremism” inquiry. We will have more to say later in 
this chapter about the release of information by CSIS. For the moment, the important 
point is that the chronology makes it clear that the interview with Mr. Bartel was not part 
of the “extremism” inquiry: the interview took place on December 12, 1988, while the 
“extremism” inquiry was not authorized until December 14. 


Community Contacts: The question then arises: did the CSIS officer need explicit author- 
ity to interview Mr. Bartel? 


Both he and the Service present the interview as a case of open-sources information gath- 
ering of a general nature, not requiring a formal targeting decision at any level. They say 
the interview was not the beginning of an investigation but merely liaison with Mr. Bartel, 
among others, to determine whether there were offshore interests or influences trying to 


7 St. John’s Sunday Express, November 13, 1988. 
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manipulate or exploit the Innu protests, which could lead to acts of serious violence. They 
were not interested in the Innu protests per se. 


As a general proposition, we accept the distinction between liaison and investigation. And 
we believe that intelligence officers should have considerable freedom to establish and 
maintain community contacts. In last year’s annual report we applauded new instructions 
making it clear to field investigators that they can maintain contacts with people who are 
not themselves targets or sources of information about targets, keeping an ear open for tips 
or hints of significant developments.® We also share the Service’s understanding, based on 
the debates leading to passage of the CS/S Act in 1984, that Parliament intended to let it 
collect information freely from open sources. 


But we concluded our comments last year by saying we were “pleased that precise guide- 
lines have been established [for community contacts] because of the chill that attention 
from CSIS can put on legitimate political activities”. 


CSIS procedures clearly require that before an individual is interviewed about a suspected 
threat to the security of Canada, there must be an authorization specifying the threat. 


The interest that hostile intelligence services might well take in trying to manipulate the 
Innu protests was such that a reasonable argument could have been made for an investiga- 
tion. We have already said we do not quarrel with the Service’s decision to inquire into the 
potential for violence among native peoples generally. 


It is clear that the interview was conducted with this specific potential threat in mind— 
foreign influence in the Innu community, leading potentially to political violence. 


But this takes the interview out of the realm of “liaison” or “contacts with people who are 
not themselves targets of investigation or sources of information about targets”, where 
intelligence officers can use their own discretion. The interview was in the realm of 
inquiries about a specific threat, which means to our mind that it needed to be authorized. 


No Major Breach: In conclusion, we consider that CSIS policy was contravened because 
an interview with reference to an identifiable target was conducted without the necessary 
authority.’ 


We do not regard this procedural breach as significant. We are convinced that the inter- 
view was conducted in good faith, to seek a first-hand reading of a situation the Service 
had been told about, and was not intended to subvert procedures. We also found that the 
interview was not in any way intrusive. Before the interview, Mr. Bartel was told with 
whom he would be talking, and no further inquiries were carried out. 


# Annual Report, 1988-89, pages 19 and 25. 
® It is our understanding that CSIS does not consider that any breach of policy or procedures 
occurred. 


Release of Information 


Earlier in this chapter, we touched on one concern about the way information was released 
by CSIS in these matters: its statements left an inaccurate impression that the interview 
with Mr. Bartel came under the umbrella of the “native extremism” inquiry. 


The consistency of the misunderstanding is remarkable. Mr. Robinson reports that this is 
the impression he got from the Director General of Communications when they spoke on 
May 3, 1989.'° This is what The Globe and Mail reported after it interviewed the Deputy 
Director of Internal Communications.'' This is what we understood after the Director’s 
briefing to us on June 9, 1989. 


Our concern about the confusion is no inconsequential quibble. Only when it is understood 
that the two events are entirely separate is it possible to judge correctly whether there was 
adequate authority under CSIS policy for the interview with Mr. Bartel. 


CSIS has a rationale for associating the two events. A report submitted to Headquarters 
on January 25, 1989, on the interview with Mr. Bartel became part of the factual base 
considered in the “extremism” inquiry. We accept that logic only to the extent that the 
report was made under the authority of the broader inquiry. 


Regardless of this rationale, an internal aide-mémoire dated April 27, 1989, makes it 
clear that the interview was not conducted as part of the “extremism” investigation but 
was, in fact, a quite separate event. CSIS should have understood the potential for confu- 
sion. 


Disclosure: There is a second issue related to the release of information. One of the most 
unusual features of this whole story is how open CSIS was. Ordinarily, the Service reveals 
nothing about its investigations—certainly not before they have become public knowledge 
from other sources. But the “extremism” inquiry was first publicly revealed by the Direc- 
tor General of Communications, when Mr. Robinson asked him about the Bartel inter- 
view—a different matter. 


In our report, we raised the issue of whether this was consistent with the provisions of sec- 
tion 19 of the CSZS Act—namely, that “information obtained in the performance of the 
duties and functions of the Service under the Act shall not be disclosed by the Service 
except in accordance with this section”’. 


CSIS considers that it has the prerogative to confirm, deny or do neither when it deems 
this to be in the public interest. Commenting on our concern, it said that its comments had 
the effect of clarifying the status of its activity. It noted as well that the results of the 
investigation were not disclosed. 


'0 In fairness, it should be recorded that the Director General of Communications says he believes 
that he clearly distinguished the two events when he spoke with Mr. Robinson. 
'' “CSIS probed Labrador Innu and other native groups”, The Globe and Mail, June 1, 1989. 
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We stand by the opinion we stated in our report, that the Service should not usually con- 
firm nor deny the existence of particular investigations because “the very knowledge that 
someone is or has been subject to CSIS investigation can cast a shadow of guilt”. 


Future Reports 


Because of our experience in this inquiry, we have decided on new arrangements for spe- 
cial reports that we submit to the Solicitor General under section 54 of the CSIS Act. 


Whenever we think there is a real possibility that the Solicitor General may want to make 
public portions of a classified section 54 report, we will assist him by preparing two ver- 
sions for his consideration. There will be the usual secret or top secret version for official 
eyes only. And we will ourselves prepare a second version from which sensitive information 
has been removed so it can be made public if the Solicitor General so decides. 
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5. Exchanges of Information 


In order to fulfill its mandate, CSIS must participate in a constant give and take of infor- 
mation with other agencies, both at home and abroad. For example, CSIS needs to access 
birth records to determine the bona fides of people seeking security clearances. Informa- 
tion also goes in the other direction—to police and other agencies when, for example, 
CSIS inquiries turn up evidence of criminal activity. 


The CSIS Act provides a statutory framework for such exchanges. Subsection PU) 
allows the Service to enter into arrangements “or otherwise cooperate” with federal and 
provincial departments and police forces, with foreign governments and their agencies and 
with international bodies. Subsections 13(2) and (3) permit arrangements under which the 
Service would provide security assessments to provinces and their agencies, Canadian 
police forces, foreign governments and their agencies or international bodies. 


Subparagraph 38(a)(iii) gives us a dual mandate in this area. It directs us “to review 
arrangements entered into by the Service pursuant to subsections 13(2) and (3) and 
17(1)” and “to monitor the provision of information and intelligence pursuant to those 
arrangements”. 


Our Study 


We have kept the arrangements under review on an ongoing basis. We laid the ground- 
work with a comprehensive reading of all existing arrangements (see our 1987-88 Annual 
Report). Our comments on the present status of the arrangements can be found in Chap- 
ter 3 of this report (see page 9). 


However, the volume of exchanges that take place is so great that the only practical way 
to monitor the provision of information and intelligence is by sampling. This we did in 
1989-90. A special concern was, of course, the treatment of sensitive personal information 
about Canadians.' We wanted to determine whether the interests of Canadians were pro- 
tected when CSIS provides information to other agencies. We also wanted to know 
whether CSIS was staying within policy and the law when it collected information about 
Canadians from either domestic or foreign sources. 


To the extent permitted by national security considerations, we set out key findings and 
conclusions in this chapter. We deal with foreign and domestic exchanges separately 
because we examined them separately and the two studies took somewhat different direc- 
tions because of differences in the material we were able to assemble. 


Foreign Arrangements 


CSIS has more than 100 foreign arrangements and has Security Liaison Officers (SLOs) 
in some countries. They permit exchanges in one or more of several areas—security assess- 
ments, vetting of immigration and visa applications, and security intelligence. 


| By “Canadians”, we mean both Canadian citizens and landed immigrants. 
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Some arrangements are with countries and agencies whose human rights records are not 
good. This is, of course, unfortunate, but we acknowledge that it cannot be completely 
avoided. It is obvious, for example, that CSIS cannot give up its investigation of a sus- 
pected terrorist at the borders of such countries. It also needs access to information in 
these countries for immigration and visa vetting. 


Controls: Partly because CSIS cannot always be choosy about the countries and agencies 
with which it has arrangements, we expected to find stringent procedures for controlling 
the provision of information to foreign agencies. We did not. 


In the Counter-Terrorism (CT) and Counter-Intelligence (CI) Branches, which account 
for most exchanges, there are few formal controls. These branches rely almost exclusively 
on the common sense and experience of managers, the case files and oral tradition to con- 
vey the do’s and don’ts. Middle management often has the final say in what goes overseas. 


Ministerial direction requires the Service to take “precautions” in the provision of infor- 
mation on Canadians to other countries. But the record gives us no means of monitoring 
whether the Service has actually taken nationality into account; in a number of the records 
of exchanges we saw, there was no indication of nationality. 


It would be helpful if these records were coded so it could be seen at a glance whether the 
individual was a Canadian or not. This would give some assurance that nationality had 
been taken into account before the information was released. 


In some files we found warnings that care should be exercised concerning information that 
a branch sends to specific destinations. But these warnings are usually buried in the files, 
where they could easily escape notice. CSIS has not provided blanket warnings in the 
Operational Manual regarding agencies and countries where special care should be exer- 
cised because of human rights concerns. 


This is not to suggest that CSIS is indifferent to the dangers of exchanges with countries 
with poor human rights records. Arrangements with such countries are commonly limited 
to immigration and visa vetting checks, and, for the most part, the volume of exchanges is 
low. CSIS has ended cooperation with one country completely because of human rights 
concerns. 


We also found that the Foreign Liaison Branch has played a significant role. Our review 
of the files showed that it sometimes prevented—or at least forced reconsideration of —the 
dissemination of information to foreign agencies because it might have exceeded the limits 
set in agreements or because the information was highly sensitive. This Branch also inter- 
vened from time to time when operational branches sought to establish agreements that 
would have been contrary to Canadian foreign policy. 


However, the Foreign Liaison Branch has now been eliminated. While not all the details 
have been worked out, it is clear that day-to-day foreign liaison will be controlled entirely 
by the operational branches. 


This portion of our review left us with two concerns—the lack of comprehensive policy and 
procedures for ensuring that only appropriate exchanges take place, and, second, the loss 
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of the more or less independent review that had been provided internally by the Foreign 
Liaison Branch. 


Information on Canadians: We were not able to make an adequate sampling of informa- 
tion provided by CSIS to its foreign partners. Logs of exchanges are kept at SLO posts 
and it is possible to check the files on site. But communications which pass through SLOs 
seem to be filed according to subject at CSIS headquarters. As a result, file numbers 
recorded in the SLO logs generally cannot be used to trace the records at headquarters, 
and we have not yet been able to review many documents we want to see. We will continue 
our sampling in 1990-91, to build an adequate basis for review. 


In what we did see, we found no illegal dissemination of information to foreign agencies. 
Indeed, we found cases in which CSIS quite rightly refused to respond to requests from 
foreign agencies. An example is a request for information on a non-governmental aid 
agency. 


But we saw some cases—which we cannot discuss for security reasons—that gave us con- 
cern and we have not yet seen enough files to judge whether exchanges with other coun- 
tries generally take place in an appropriate manner. 


Ministerial direction specifies that information about Canadians can be provided to the 
Service’s foreign partners only if it concerns activities “prejudicial to the interests of 
Canada”. This may not provide sufficient protection. Before releasing information, US: 
agencies consider whether it is “compromising to the interest of the individual” and weigh 
this against the national interest. 


Perhaps CSIS should also be formally required to strike a balance between the interests of 
the individual and the national interest before releasing information. This would not pre- 
vent the Service—any more than its U.S. counterparts—from fully disclosing information 
about, for example, a bomb plot, because Canada’s national interest includes its interna- 
tional obligations to thwart terrorism everywhere. But it would prevent the disclosure of 
information that is of little importance in a Canadian context but might be regarded as 
damaging elsewhere—for example, information about a person who had participated in 
peaceful protest in another country. 


CSIS has a policy against providing information for use in domestic repression by a for- 
eign government or agency. But it has no real control over the use of information it pro- 
vides. 


Entry to the United States: One area where the provision of information on Canadians to 
a foreign agency has had a high profile in past years is with respect to entry to the United 
States. For many years the RCMP Security Service passed information about Canadians 
to the U.S. Immigration and Naturalization Service (INS), which has used it to block 
entry to some individuals. Much of this information, beyond a doubt, could not be col- 
lected under the limitations set by the CS/S Act in 1984. 


In 1980 the RCMP rescinded its information-sharing agreement with the INS and asked 
it to delete from its files information provided in the past. We understand that the INS 
started the job but did not complete it. One reason was a provision of the U.S. McCarran- 
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Walter Act, which allowed the border to be barred against persons who had expressed 
views in opposition to U.S. government policy. The INS apparently felt an overriding need 
to know the identity of people in this category. 


CSIS has no direct contact with the INS. And when one U.S. agency with access to 
Canadian information asked the Service to let it pass outdated information to the INS, 
CSIS rightly refused permission. 


In January, 1990, the U.S. Congress repealed the relevant provision of the McCarran- 
Walter Act. CSIS might take advantage of this to renew the request that INS purge its 
files of outdated Canadian-supplied information. 


Cooperation with Police: Canadian police forces are also involved in international opera- 
tions involving security offences, and their paths sometimes cross the Service’s. This pro- 
vides a field for some of the police-Service tension that is built into the system. With a 
mandate to bring criminals to justice, the police have reason to treat all information as 
potential evidence for production in court. CSIS has a different mandate, to gather infor- 
mation as a basis for advice to government, and is understandably anxious to protect infor- 
mation that could “burn” a source. 


During our review, one problem was drawn to our attention by a high-ranking official of a 
foreign country. This official was concerned about an apparent lack of cooperation 
between CSIS and the RCMP which, in foreign eyes, complicated an international coun- 
ter-terrorism investigation. The operation was ultimately successful; the alleged terrorists 
were apprehended. The possible damage would lie in the insecurity felt in an important 
friendly country about the ability of CSIS and the RCMP to work together. 


We also saw a case in which a police force—not the RCMP—dealt directly with a foreign 
agency. The police force had learned about a possible terrorist threat against the foreign 
country concerned, and CSIS first heard about the threat through a sister intelligence 
agency in the other country. 


Incoming Information: In our visits to SLO posts, we found that most of the information 
exchanged passed from foreign agencies to CSIS rather than the other way around. This 
confirms Canada’s reliance on the good graces of other countries for foreign security intel- 
ligence. 


Recommendations on Foreign Exchanges: We believe that the Service needs to develop a 
comprehensive framework of policy and procedures governing exchanges. 


As part of this process, it needs to develop something corresponding to the U.S. concept of 
information “compromising to the interest of the individual” to give Canadians some 
assurances that information about them, even when it is legitimately held by CSIS, does 
not fall into the wrong hands. If the appropriate information were labelled this way, it 
could be removed from reports disseminated abroad, especially to countries with a record 
of human rights abuses. 


In addition, new procedures are needed for coding documents on exchanges conducted 
through the SLOs so we can trace them in headquarters files. 
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Domestic Exchanges 


CSIS has memoranda of understanding (MOUs) with most provinces and most major 
police forces as well as with federal departments and agencies. Much of its requirement 
for information from departments and agencies, both federal and provincial, is for pur- 
poses of security screening. It has two-way exchanges with police forces in relation to secu- 
rity offences. 


Public concern in this area has focused on the Service’s access to sensitive personal infor- 
mation—health and welfare records, for example. 


As in our study of foreign exchanges, the logs maintained by regional offices at CSIS gave 
us some difficulty. Each region has its own practices. Some regions, for example, log only 
written exchanges while others record all contacts with other agencies. However, we are 
satisfied that we were able to make an adequate sampling of exchanges in all regions. 


Health Records: Our discussions with CSIS managers indicated a strong awareness of the 
pitfalls in the use of medical information and a view that there is not normally any good 
operational purpose for such information. In some provinces, access to medical informa- 
tion is limited by law and, further, a number of the Service’s agreements with provincial 
agencies explicitly exclude medical information. 


CSIS does, however, access some other records held by health authorities. It uses data on 
births, deaths and marriages to establish the identities of individuals in security screening 
and in the investigation of suspected threats to national security. It also sometimes gets 
information from health insurance records, such as names, addesses and employers. This is 
also for the purpose of establishing identities. 


Other Personal Information: Our audit turned up a few cases in which CSIS had received 
sensitive personal information of other kinds. For example, the Service got biographical 
data, an employment history and a record of Unemployment Insurance benefits received 
on one individual. While the information was sensitive, we consider that the Service was 
justified in building a complete profile of this individual, an embittered former federal 
employee who had threatened to provide information to another country known to spy on 
Canada and had gone so far as to seek out representatives of that country. 


But, in general, requests by the Service for sensitive personal information are few in num- 
ber. 


The Mandate: We found some CSIS requests, especially to police, that did not seem to us 
strongly grounded in the Act. These concerns are perhaps more technical than substantive; 
we do not believe that any real harm was done. But we believe it is important to flag them 
here as a reminder that the Service’s mandate is not unlimited. 


In one case, the Service asked for information on the owner of a shop who had agreed to 
sell a certain publication associated with a targeted organization. The intelligence section 
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of the local police force told the Service that the establishment had criminal connections. 
The publication is, obviously, above-ground and legal. This request seems to us to to have 
skirted dangerously close to infringing the protection offered by section 2 of the Act to 
“lawful advocacy, protest or dissent”. 


Extraneous Information: We found that the Service also often receives information it does 
not ask for. Responding to one request for data from medical insurance records, for exam- 
ple, the provincial authorities told CSIS that the individual in question was in prison on a 
given date. The Service cannot stop people from providing unnecessary information, but it 
should ensure that such information is not kept on its files. 


However, volunteered information can also be useful. One province reported certain 
inquiries that led CSIS to suspect a foreign country known to spy on Canada might be 
gathering information for use in building cover stories for “illegals” —agents who mas- 
querade as Canadians. Such information is clearly within the Service’s mandate. 


Requests from Police Forces: In two regions we found requests from police forces that, in 
our view, may have taken CSIS beyond its mandate. 


In one case, a local force asked for information about an individual who had been making 
complaints to the police commission and the Service responded with extensive detail, 
including the individual’s political associations and the activities of his children. We do not 
see how this could be justified under the CSIS mandate to deal with “threats to the secu- 
rity of Canada”. However, this took place some years ago, and CSIS assures us that 
arrangements since entered into with police forces would prevent a recurrence. 


We have what might be termed a technical concern with a series of requests from one 
province which seeks information from CSIS for security screening purposes. There is 
nothing wrong with this in principle. But the CSZS Act makes explicit provision in subsec- 
tion 13(2) for formal agreements under which CSIS can provide security assessments to 
provinces. No such agreements exist. We are currently examining the legal basis for such 
releases under the Act. 


Policy and Procedures: As in the study of foreign exchanges, we found a gap in headquar- 
ters direction on domestic exchanges. There is not even a definition of what constitutes an 
exchange, which leaves the regions on their own in deciding what to log. All six regions 
have created manuals of their own to fill the gap, and we were impressed by the quality. 
But this is an area where there clearly should be country-wide procedures, standards and 
definitions. 


Recommendations on Domestic Exchanges: In the full report we will send to the Solicitor 
General, we make a number of recommendations designed to enable us to make better 
audits in future. Most are technical, but three are of a more substantive nature. 


One is that any information taken from security screening files for use in other investiga- 
tions should be logged in the same way as exchanges with other agencies, so it can be 
easily identified for our review. Information obtained for screening purposes is held sepa- 
rately from the main CSIS data base and can be accessed only with special authority. But 
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once it has been accessed and transferred into other files, further access to it is not limited 
in the same way. 


We also recommend that CSIS maintain logs of all exchanges that take place with other 
agencies, whether within the framework of formal MOUs or not. In the absence of logs, 
responsibility for these unofficial exchanges can end with the individual investigator who 
engages in them.’ 


Finally, we recommend that CSIS be required to obtain a Federal Court warrant before it 
is given access to medical records. We are told by CSIS that there are explicit understand- 
ings already with some provinces that no request for such information would be made 
without a warrant. We believe that the same protection should be extended to Canadians 
in all provinces through a warrant requirement that could either be written into the CSIS 
Act or established by ministerial direction. 


2 After our research was completed, CSIS advised us that the Director, in July, 1989, ordered the 
development and implementation of a process to track all information exchanges. 
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6. The Counter-Subversion Residue 


Three years ago, in our first in-depth study of an operational branch of CSIS, we found 
that the counter-subversion program had cast its net too widely. Too many people were 
under intrusive investigation not because of their own activities but because of links with 
organizations deemed “subversive” or simply because they were in contact with people 
associated with such organizations. ' 


We recommended that the Counter-Subversion Branch be shut down. Among “counter- 
subversion” investigations worth pursuing at all, we said, the Counter-Intelligence Branch 
(CI) should take on those relating to organizations and individuals acting under undue for- 
eign influence, while the Counter-Terrorism Branch (CT) should do the same where there 
was real potential for political violence. This, we believed, would lead to more realistic tar- 
geting. We especially urged an end to “targeting by category”—that is, automatically 
investigating every person associated to any degree with a targeted organization. Individu- 
als, we said, should be targeted only when their personal activities represent a threat to the 
security of Canada as defined by the CS/S Act.’ 


Our recommendations on targeting mesh with one of the five McDonald principles cited in 
Chapter 2 (see page 6): investigative means must be proportionate to the gravity of the 
threat and the probability of its occurrence and with the requirement in section 12 of the 
CSIS Act that the Service limit its information gathering to what is “strictly necessary”. 
Clearly, the strictly necessary investigation proportionate to a documented threat of nil is 
nil. This thinking also underlies key conclusions set out later in this chapter of the present 
report. 


The Residue 


The report of the Independent Advisory Team established by the Solicitor General of the 
day to follow up our findings on the counter-subversion program (the Osbaldeston 
Report),? echoed both our criticisms and our recommendations. The Counter-Subversion 
Branch was disbanded in November, 1987, and its most important investigations were 
transferred to CT and CI. 


But the Osbaldeston Report said that even after some files had been reallocated and others 
mothballed, there would still be a “residue . . . that would legitimately fall under [para- 
graph] 2(d)” of the Act. 


Paragraph 2(d) is part of the definition of threats to the security of Canada. It embraces 
“activities directed toward undermining by covert unlawful acts, or directed toward or 


' We want to say immediately that we use the term “subversion” —and its relatives—strictly as a 
convenience. They are not found in the CS/S Act and, without an authoritative definition, “subv- 
ersion” too easily becomes a ragbag in which all sorts of people, from oddballs to psychopaths, are 
tossed together without distinction. However, it is the word used by the Service and many others 
so, instead of inventing a substitute, we use it here. 

2 Fora fuller account of our findings and conclusions, see our Annual Report, 1986-87. 

3 See People and Process in Transition, the report to the Solicitor General by the Independent 
Advisory Team on CSIS, 1987. 
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intended ultimately to lead to the destruction or overthrow by violence of, the constitution- 
ally established system of government in Canada”. Like other parts of the definition, it 
excludes “lawful advocacy, protest or dissent” not carried on in association with a defined 
threat to the security of Canada. 


The residue, as determined by CSIS in consultation with the Solicitor General of the day, 
was handed off to the Analysis and Production Branch (RAP). RAP was directed to moni- 
tor the organizations and individuals in the residue and to alert the operational branches if 
it ever seemed one was likely to move beyond rhetoric and posturing to genuinely threat- 
ening national security. Meanwhile, the files in the residue are also a data base used in the 
Security Screening Branch program to identify people who might betray the national 
interest to further a cause that is, to them, more important. 


Our Study 


After more than two years had passed, and RAP had had time to work the bugs out of the 
new system, we undertook a study of how the residue was being handled. As usual in 
projects of this kind, we examined both the policy framework and the operational record. 


With respect to the policy framework, we familiarized ourselves thoroughly with all rele- 
vant ministerial direction and relevant portions of the Service’s Operational Manual. 


Moving from there to the operational record, we studied all classified files on organiza- 
tions and a random selection of those on individuals, relevant security screening files, and 
administrative files. We distinguished two periods in our review of files on organizations 
and individuals—first, from the creation of CSIS in July, 1984, until the new program 
began in February, 1988, then from February, 1988, to May, 1990. 


We also interviewed the Secretary of the Service’s internal Target Approval and Review 
Committee (TARC) and analysts and managers who had the job of identifying the residue 
in 1987 or are now managing the program in RAP. 


With the customary reservation that what we can say is unavoidably limited by national 
security, this chapter outlines our findings and conclusions. 


Starting Up 


The first task facing CSIS in 1987 was to sort through the 57,562 files in the counter- 
subversion program and allocate them among CI, CT, RAP, the Public Archives and the 
shredder. Some 54,000 files were easy enough. Already dormant, they were set aside for 
later review leading either to destruction or to storage under lock and key, awaiting the 
attention of future historians. 


That left an estimated 3,000-plus active files for immediate examination—almost all of 
them on individuals. For administrative convenience, they were dealt with in two lots. The 
overwhelming majority were reviewed by a specialized records unit. The others were 
reviewed by a team drawn from RAP and the former counter-subversion program. 
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The first step was to determine criteria against which the files would be assessed. Both we 
and the Osbaldeston Report pointed to the need for an authoritative interpretation of the 
words “strictly necessary” in section 12. However, the Ministry of the Solicitor General is 
still working up an interpretation of this key term. So the records unit reviewers examined 
the files against the Act while the other team was given a formula based on available inter- 
pretations of sections 2 and 12. 


By the end of the winnowing process, there were about 1,400 files on individuals in the 
residue—fewer than half the number active in the counter-subversion program. The Direc- 
tor told the Solicitor General that these individuals “show a continuing level of participa- 
tion in their organization and, therefore, are assumed to understand and accept the under- 
lying and often covert objectives of their organizations”. The number of files on 
organizations fell by one from the 1987 level.* 


New Category: The residue was placed in a new, low-level targeting category especially 
designed for the purpose. The designation of targeting levels is kept secret by security 
intelligence agencies worldwide as an element of “tradecraft”. For convenience we will call 
the new category the “special” level here. 


The only information that can be added to the files is material from such open sources as 
newspapers and newsletters and, second, unsolicited information turned up as a by-product 
of other investigations. A further limitation under ministerial direction is that no more 
active investigation is allowed without the explicit permission of the Solicitor General, 
case-by-case. There have never been any authorizations. 


In addition, some files in the residue were segregated and access was restricted. Only the 
RAP analyst managing the program has unlimited access. Others needed permission from 
a senior manager to look at these files. 


The Files 


The big surprise when we called up the files on individuals was to find that they had gath- 
ered dust for two years. Only late in 1989 did the open-sources collection program even 
begin. Most of the information on file dates from the Service’s first years, 1984 and 1985. 
There was another spurt of information-gathering in 1987, the last days of the counter- 
subversion program. Then two years of silence. 


CSIS tells us that the residue files were not given high enough priority to justify the allo- 
cation of scarce analysis resources. This makes it clear that CSIS does not regard the 
individuals in the residue as very formidable threats. 


As to the content of files on individuals, we estimate that less than 5 per cent is from open 
sources. This is not surprising, given the two-year dormancy. Almost all the information 
on file pre-dates 1988 and is classified. Most of it is innocuous. Even when CSIS had a 


4 It is a special satisfaction to report that the file closed is the one on the magazine we cited in our 
1986-87 report as an example of a doubtfully appropriate target. 


much freer hand to use intrusive techniques, it seldom documented anything more damag- 
ing than that the individuals concerned were rank-and-file members of targeted organiza- 
tions or sympathizers who gave their time or money without taking out membership. 


But both the open and the classified information showed one disturbing theme: we found a 
great deal of information on open, above-board activities in federal and provincial elec- 
tions. This can be explained by the ease with which such information is obtained; organi- 
zations and individuals usually seek publicity for their electoral activities. There is no indi- 
cation that CSIS misused this information or allowed it to be misused for partisan 
purposes. But that does not excuse what seems to us a disproportionate interest in domestic 
electoral politics. 


One file deserves special mention. It is devoted to an individual who died in 1987; he was 
gone, but his file lived on. 


Organizations: In the files on organizations, we also found a drop-off in the amount of 
information gathered after 1987, but it was not nearly so great as in the files on individu- 
als. Even so, the open information placed on the files before 1988, when the investigators 
were in charge, was far more revealing than what has been added since by RAP’s analysts. 
The pre-1988 material paints detailed portraits of these organizations and their leaders, 
mostly from human sources. Human sources are not permitted under the special targeting 
level. 


Classified information on these files was similar to that in the files on individuals—mem- 
bership lists, minutes of meetings and biographical data. But there was a lot more of it 
than in the files on individuals. 


Targeting 


The special targeting level is not producing an adequate flow of useable information. 
Meanwhile, though the program has been drastically scaled back since 1987, the principal 
vice we identified in our counter-subversion study remains intact. The residue program has 
kept the worst and failed to achieve the best. Our suggestions for improving the situation 
will be found at the end of this chapter. 


The root problem is that after more than two years, RAP had still not demonstrated to 
TARC that the 1,400 individuals being monitored pose a threat to the security of Canada 
as defined by paragraph 2(d). The justification for monitoring them is exactly what it was 
under the counter-subversion program—their association, near or distant, past or present, 
with targeted organizations. In 1987 we called it “targeting by category”. 


What is more, in the absence of up-to-date Requests for Targeting Authority (RTAs)° on 
each individual, targeting is based on links that go back at least to 1987 and in many cases 
to before 1984. Since 1987, there has been no mechanism for dropping individual targets 
who have severed their links with the target organizations. 


° These replace the former Subject Evaluation Reports (SERs). 
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This approach represents a step backwards. Responding to criticisms from us and in the 
Osbaldeston Report, the Service dropped targeting by category from its general proce- 
dures in 1987-88. In CI and CT targeting, individuals can be investigated only because of 
their own activities, documented in an RTA, not because of someone else’s. Targeting by 
category survives only in the special targeting level. 


Targeting people without any documented basis for suspecting they personally represent 
threats to the security of Canada offends the McDonald principle set out at the beginning 
of this chapter and now forming part of ministerial direction to CSIS. Moreover, it seems 
to us of doubtful legality in light of the “strictly necessary” requirement in section 12 of 
the CSIS Act. 


Without the organizational links, we believe that few of the files on individuals that we 
examined would survive review by TARC. Most would not survive even with the organiza- 
tional links, for most of the organizations in the residue look a sorry sight to us—the tat- 
tered remnants of discredited movements whose members struggle against odds to keep the 
spark of revolutionary rhetoric from sputtering out completely. 


Level of Investigation 


For those targets that could be justified, the level of information-gathering permitted is 
inadequate. The special targeting level gives the Service even less latitude than journalists, 
academic researchers and members of the public generally. 


CSIS cannot, for example, routinely send its people to public meetings called by organiza- 
tions in the residue. It can clip newspaper articles or transcribe broadcast information 
about these meetings, but it would need the approval of the Solicitor General to send an 
analyst or intelligence officer to take notes personally. If, heaven forbid, an individual in 
the residue should inadvertently sit down beside a CSIS officer at a lunchcounter and say, 
“What about those Blue Jays, eh?” the logic of the special targeting level is that the CSIS 
officer would have to opt for rudeness over conversation for fear of being suspected of con- 
ducting unauthorized inquiries. 


A Structural Flaw: We also see a structural flaw. Carrying out investigations is not RAP’s 
forte. When RAP was handed the residue, the thinking seems to have been that its ana- 
lysts are more at ease with open information than are the investigators in CT and CI. 
There may too have been some thought that monitoring by RAP would have a less threat- 
ening feel than investigation by CI and CT. But this is, after all, an investigative activity 
that RAP is not equipped for. 


In addition, the residue will always be a sideline in RAP, not a primary activity. One of 
the surprises of our study was how few resources are devoted to the residue. Only one ana- 
lyst is assigned to the program—part-time at that. During a heavy month during our 
review, he spent half-time on the residue. The average is more like 25 per cent of his 
time—in other words, less than half a minute per week per file. 


RAP has done wonders in the past few years—more than we would have thought pos- 
sible—to improve its ability to produce worthwhile intelligence. In Chapter 3 we report on 
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its success (page 19). It should be allowed to get on with that job, unencumbered by a 
second role that could be done much better by the investigative branches. 


Meanwhile, the limitations on investigative powers, combined with this structural flaw, is 
affecting security screening and the Service’s ability to flag any genuine threats. 


Security Screening 


As we have noted, the files in the residue are used in the federal security screening pro- 
gram. These files are among those that the Security Screening Branch of CSIS checks for 
the names of people whose devotion to a cause might lead them to betray the national 
interest. 


What we have said about targeting makes one thing clear: the unfairness to every single 
individual who ought not to have a file in the residue. While these individuals are not 
automatically denied clearance, they are vulnerable to investigation and undue delays in 
the security screening process although no one knows—because no RTA has been pre- 
pared, much less approved by TARC—whether they actually pose a threat to the security 
of Canada. 


There is no denying that the Security Screening Branch needs a data bank of the names of 
people who threaten national security. What cannot be justified is a data bank that may 
include the names of people who do not belong there. 


The only mitigating factor at the moment is that CSIS recognizes the inadequacy of the 
information it is able to collect. In response to queries from the Security Screening 
Branch, RAP is usually only able to say there is not enough information from the open 
sources to permit conclusions about the threat posed by the individual seeking clearance. 
Where an assessment could be provided, it usually relied on information going back at 
least to 1987 and often to 1984 or earlier. 


This points to another problem from the security screening point of view. In the absence of 
RTAs on the individuals in the residue and in the absence of adequate investigation, there 
is really no way of telling which individuals in the residue actually pose serious enough 
threats to be denied clearances. 


There is concern, both inside and outside CSIS, that if the Security Screening Branch does 
not have access to complete lists of people who have any association at all with organiza- 
tions deemed subversive, departments and agencies sensitive to security may be tempted to 
carry out investigations of their own, without the statutory and other constraints that Par- 
liament has seen fit to impose in the CSZS Act. We think it is self-evident that this would 
not be in the public interest. 
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A Way Out 


Our first reaction to the residue program was positive. But a closer examination of how it 
has worked out in practice has made us change our minds. 


We believe that CSIS should abandon the special, extra-lite targeting level it created for 
the residue and give CI and CT the files representing suspected threats that have been 
properly documented. While it may seem paradoxical, this would have the effect of raising 
protections for individual rights. Investigation of any individual would have to be justified 
by an RTA and be approved by TARC. The likely result, we believe, would be the retire- 
ment of many files on individuals. It would end targeting by category. It would bring all 
targeting clearly within the ambit of the Act. 


Nor would this in itself mean open season for such intrusive techniques as electronic eaves- 
dropping and surreptitious searches on the targets that remained. A regular targeting level 
is available which does not permit such practices. 


But it would permit more productive investigation of the targets that did survive the RTA- 
TARC process. Files on these targets should be transferred to branches that have the 
experience, the skills and the will to carry out investigations at low as well as at high levels 
of intrusiveness. It would also ensure that the Security Screening Branch had access only 
to files on documented threats to the security of Canada. Those that did not stand up to 
the process should—at last—be retired. 


Early in the 1990-91 fiscal year, the Information Management Branch at CSIS intended 
to launch a review of files in the residue. The product of this review would be recommen- 
dations to RAP about the destruction or archival storage of files that seemed to have out- 
lived their relevance. We welcome this as a useful step in itself. But it is not enough. It 
does not address the fundamental flaws we have identified. 


We believe that the steps we have outlined here would complete the reform begun in 1987 
in the wake of our report on the counter-subversion program. It would ensure that Canadi- 
ans are not subject to investigation without sufficient cause and, at the same time, give 
some assurance that CSIS has an adequate data base for the purposes of security screen- 
ing and advising the government on genuine threats. 


® See our Annual Report, 1987-88, page 13 
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7. Inside CSIS 


In this chapter, we turn to the internal affairs of the Service. The Service’s performance in 
areas like recruitment, staff relations, and official bilingualism are crucial to its effective- 
ness in the long haul. 


Recruitment 


Recruitment is the key to the future shape of CSIS. After being critical of the Service’s 
approach in earlier years, it is good to report continuing progress in 1989-90. 


For the first time, CSIS advertised openly for recruits. It placed advertisements in more 
than 100 newspapers last autumn, seeking Canadians with university education, some 
work experience, good communications skills and an interest in national and international 
affairs. 


The harvest was 8,447 applications. An impressive 1,116 applicants were judged to have 
high potential for work in CSIS. This is the pool from which CSIS expects to meet its 
needs for new intelligence officers (IOs) for two years. The first recruits were scheduled to 
start training in August, 1990. 


In March, 1990, CSIS also participated for the first time in the Ottawa Career and Job 
Show, where it says its booth attracted more interest than any other. 


Open advertising is something we have recommended in the past, and we regard last year’s 
campaign as an important step in the right direction. We are also pleased with the 
Service’s decision to participate in job fairs. However, we would still like to see it take its 
recruiting effort directly to university campuses, the way many corporations do. 


The Classes of 1989-90 


The CSIS training program had three classes in 1989-90. Recruits were also selected for 
the first class of the new fiscal year, and the figures that follow include them unless other- 
wise indicated. 


Recruits again show a good range of education and language skills. Nearly 15 per cent 
hold postgraduate degrees—in journalism, political science, history, science, international 
relations, and sociology. A fifth speak languages other than English and French—Spanish, 
Arabic, German, Italian, Ukrainian, and Portuguese. Average age of the recruits was 28 
and the range of ages was from 22 to 43. 


Equitable Representation: CSIS has made steady progress towards more equitable 
representation for women in its ranks. In the key IO category, women accounted for 13 per 
cent of personnel at March 31, 1990, an increase from 10 per cent a year earlier and from 
7 per cent five years earlier. 


However, there is a considerable way to go before women are as well represented among 
IOs as in the labour force as a whole, and CSIS has a stated goal of a 1:1 ratio between 
men and women in its training program. In the three 1989-90 classes, CSIS met this tar- 
get. In fact, women slightly outnumbered men. 
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The proportion of francophones—that is, persons whose first official language is French— 
in the four classes was 42 per cent. This may seem high at first glance, but security intelli- 
gence in Canada was an essentially anglophone preserve for so long that the Service has 
ground to make up. 


Figures are not maintained on the representation of visible minorities, aboriginal peoples, 
and people with disabilities in IO recruitment, as this would offend federal privacy 
requirements. While we respect these requirements, we regret that they make it impossible 
to keep a watch on the Service’s efforts through recruitment to achieve a better mix of 
Canadians among its investigators and analysts. 


Official Bilingualism: The Service showed a good commitment to official bilingualism in 
recruitment. All 1989-90 recruits have at least some command of both English and 
French. While CSIS policy permits the recruitment of people with only one of the official 
languages, it puts a priority on filling bilingual positions. 


Public Relations 


We have always encouraged CSIS to undertake public relations on its own behalf. The 
Service is in a difficult position, seriously constrained by security considerations from 
trumpeting its successes, working in a field where success is often measured in any case on 
the invisible scale of what does not happen rather than what does, and faced with institu- 
tional critics like ourselves. 


But the Canadian public is entitled to be told what the Service, as a government agency, is 
doing. And CSIS needs public respect—for the sake of morale in its own staff and for the 
sake of support from the public. A security intelligence service cloaked in excessive secrecy 
may seem threatening rather than reassuring. 


So we are pleased that CSIS continues to take steps to shed some of the unnecessary mys- 
tery that surrounds it. 


During 1989-90 it published a glossy booklet and a leaflet, both under the title The 
Canadian Security Intelligence Service: Helping to protect Canada and its people, for 
public distribution. 


Last autumn’s recruitment campaign also paid public relations dividends. The Director 
General of Personnel Services had 21 interviews on radio and two on television in the week 
following the publication of advertisements for new intelligence officers. 


The Service reports a total of 45 interviews with the media in 1989-90 (including three by 
the Director); three speeches (two by the Director) and 19 other presentations to schools, 


colleges, the media and service organizations (six by the Director). CSIS also responded to 
more than 300 media inquiries during the year. 


Staff Relations 


CSIS also continues to move to a more contemporary, sensitive approach to staff relations. 
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For example, when new policies on conduct and discipline and on grievances and adjudica- 
tion came into effect, telephone hotlines were opened for one month to deal with questions. 
Initiatives of this kind contrast very favourably with the communications gap we found 
when we reported in 1986-87 on staff relations. 


In September, 1989, agreements were signed by the Director and the Union of Solicitor 
General Employees, which represents support staff, and the Employee Association, repre- 
senting professional and management staff, to launch a consultation program aimed at 
better communications between management and the rank and file. The agreement calls 
for the establishment of joint consultation committees to meet at regular intervals at the 
national, regional and headquarters levels to discuss policies, programs, procedures and 
conditions of employment. 


The internal newsletter launched the previous year came out seven times in 1989-90 and 
covered a range of issues, including our 1988-89 annual report. 


Polygraph Testing 


In one area, however, we believe that CSIS is out of line in its approach to staff. That is in 
its continued use of the polygraph (the instrument commonly known as the “lie detector’) 
to assess the loyalty of prospective employees before they are hired. 


Even supporters of polygraph testing admit an error rate of 10 per cent or more, and we 
believe that this brings too high a risk of serious injustice to individuals whose readings are 
negative—without any compensating assurance that everyone tainted with disloyalty is 
being identified. While CSIS points out that the polygraph test is only one element of the 
assessment process, we fear that its aura of “scientific objectivity” may give it more weight 
than it deserves. 


There was no significant change in 1989-90. As a result of our past criticisms, a consultant 
is evaluating the CSIS polygraph program. The consultant’s report is expected to be con- 
sidered in the establishment of government-wide policy in this area. 


Accommodations 


Budgetary restraint has unfortunately brought a slowdown in providing CSIS with new 
headquarters that meet the special needs of a security intelligence service. Work had 
started on Phase I of the headquarters project—construction of a computer centre in the 
Ottawa suburb of Gloucester. It is to open in mid-1991. Phase II, the main headquarters 
building, is now scheduled for completion in 1996. 


Meanwhile, headquarters remains scattered through a number of buildings, complicating 
internal communications. The main building is seriously cramped and movement to 
accommodate growth is a way of life; at any given time, the accommodation management 
group is moving one or more units and is expected to continue doing so until the new head- 
quarters is ready. 
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However, there is also good news about accommodations. The training program was able 
to move out of RCMP space into quarters of its own in 1989-90, and so did the Quebec 
City District office. Moving out of RCMP facilities has been the main thrust of the 
accommodations program since CSIS was created in 1984. When the New Brunswick Dis- 
trict office is moved to Fredericton from Moncton, which was scheduled for September, 
1990, only two field offices will remain in RCMP facilities—Ottawa Region and Win- 
nipeg District. 


54 


8. Complaints 


In this chapter, we turn from review to our second role under the CSZS Act—the investi- 
gation of complaints. Complaints fall into two broad streams. There are complaints 
against the denial of security clearances required by: 


¢ public servants, members of the Canadian Forces and the RCMP; 
+ people working on some federal contracts; 

¢ workers in sensitive federal facilities, notably airports; 

© prospective immigrants; and 


® prospective citizens. 


Second, there are the complaints that may be lodged under section 41 of the Act “with 
respect to any act or thing done by the Service” except those that can be dealt with under 
the staff grievance procedure. We can also be asked to determine whether national secu- 
rity considerations prevent investigation by the Canadian Human Rights Commission of a 
discrimination complaint lodged with it. 


The 1989-90 Record 


We received 40 new complaints in 1989-90, down from 55 the year before. The biggest 
change was in complaints under section 41, which dropped to 26 from 44. There was no 
obvious reason for this decline. Except for the tidal wave of complaints some years ago 
about the Service’s official languages practices, section 41 complaints have never shown a 
clear pattern of any kind. 


One constant from 1988-89 to 1989-90 was that there were no new complaints in either 
year about the denial of citizenship or a chance to immigrate to Canada as the result of 
CSIS security assessments and recommendations. The Department of National Defence 
(DND) accounted again in 1989-90, as can be seen in Table 2, for the majority of com- 
plaints about the denial of security clearances—10 out of 12, compared with 9 out of 11 
the year before. 


Table 2. Complaints Record, April 1, 1989, to March 31, 1990 


New Carried Closed Carried 
Complaints over from in over to 
1988-89 1989-90 1990-91 
Security clearances 12 6 12 6 
CSIS 2 2 4 0 
DND 10 4 8 6 
Citizenship 0 3 3 0 
Immigration 0 l l 0 
Human Rights 2 0 2 0 
Section 41 26 14 38 2 
Total 40 24 56 8 
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Fewer But More Difficult: Looking back over the record since we opened our doors in 
1984, there was a sharp movement to fewer—though generally more difficult—cases 
involving CSIS and DND recommendations on security clearances. In our first full year of 
operation, 1985-86, we received 71. After we asked DND to reconsider 44 of those cases, 
many were withdrawn, and we received only one new complaint the following year. 


Many of the early complaints we received were about security clearance denials based 
upon minor misdemeanours, or the occasional use of drugs. As our Chairman told the 
Standing Committee of the House of Commons on Justice and Solicitor General when we 
testified on April 10, 1990: 


Drug-use problems or falsification of enrolment credentials should not be dealt 
with, in our view, under the guise of national security. They are clearly personnel 
staffing problems similar to those faced by all large employers and should be 
solved by staffing branches without recourse to the denial of a security clearance. 


As far as CSIS is concerned, the number of complaints about security clearances has 
remained stable and low at one or two a year since 1986-87. But complaints about DND 
clearances, after dropping to zero in 1986-87, stabilized at about 10 a year after that. 


Complaints Closed: As can be seen in Table 2, we closed 56 complaints in 1989-90, up 
from 44 the previous year. Brief summaries of cases in which there were written decisions 
can be found in Appendix B. The number of complaints carried over into the new year is 
eight, down from 24 the previous year. 


Something unusual in 1989-90 is that we had complaints referred to us by the Canadian 
Human Rights Commission for the first time since 1985-1986. This happens when a min- 
ister advises the Commission that the practice to which a discrimination complaint relates 
is based on national security. The Commission can then either dismiss the complaint or 
refer it to us for a determination of whether the security concern is justified. We made 
determinations in 1989-90 in both these cases, so the stories can be read in Appendix B. 


Two Landmark Court Decisions 


Subject to the possibility of an appeal to the Supreme Court of Canada, the protection 
provided to individuals by the CS/S Act has been strengthened by a decision of the Fed- 
eral Court of Appeal.' It ruled unanimously that deputy ministers and their equivalents 
must treat a Committee recommendation as a decision; Committee recommendations may 
no longer be treated as mere informed advice. 


Robert Thomson v. Her Majesty the Queen as represented by the Department of Agriculture, the 
Deputy Minister of Agriculture, Federal Court of Appeal, May 17, 1990. This happened after the 
end of the fiscal year under review here. But the decision is of such importance that it would be 
overly precise not to discuss it at the earliest possible moment. 
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To forestall any misplaced concerns, it should be noted that the Court’s decision does not 
open the floodgates to a lot of shady characters who would not otherwise be granted clear- 
ances. Almost all of our recommendations that clearances be granted are, in fact, accepted 
by the departments concerned. Robert Thomson’s case is the only one in which an agency 
other than DND or CSIS itself have rejected such a recommendation. 


In the past, the initial decision to deny a security clearance has often been made with 
inadequate care. While CSIS assessments have improved markedly since 1984, they have 
not always stood up to scrutiny. And deputy heads have not had sufficient investigative 
resources to critically examine the assessments they received; though in DND both deputy 
heads have the additional assistance of advice from a Security Clearance Review Board 
(SCRB). 


For this reason, the Thomson decision is an important turning point. The fact that most of 
our recommendations are accepted voluntarily by deputy heads is cold comfort to someone 
like Mr. Thomson who had his “day in court” before us, convinced us that his clearance 
should be granted, and found that he was no further ahead afterwards because our recom- 
mendation was rejected. 


Court-like Process: We follow a court-like process in dealing with complaints, and hold 
formal hearings in clearance cases. We negotiate directly with CSIS and DND when 
needs be to ensure that complainants are informed as fully as possible about the allega- 
tions against them. We take evidence under oath. Whenever possible, we allow complai- 
nants, personally or through counsel, as well as respondents to cross-examine the other 
side’s witnesses and bring forward their own. When complainants and their counsel must 
be excluded for reasons of national security,? we ask our own counsel to cross-examine as 
they would if they were representing the complainant. After such closed sessions, we relay 
the gist of what has emerged to the complainant and, if applicable, to the complainant’s 
counsel. 


Because we have always attempted to be as fair as possible to all parties, a second impor- 
tant court decision has not had an immediate impact on our work. In this decision, the 
Federal Court held that subsection 48(2) of the CS/S Act is unconstitutional.* This sub- 
section provides, in part, that, in the course of our investigation of complaints: 


...no one is entitled as of right to be present during, to have access to or to com- 
ment on representations made to the Review Committee by any other person. 


The court did not hold that national security considerations could never justify excluding 
complainants from our proceedings. Its objection was that the wording of the subsection is 
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We withhold information from complainants only if revealing it would (a) identify a human 
source, (b) endanger the life or health of another person, (c) reveal the methods (‘tradecraft” in 
the lingo of security intelligence) or targeting of the investigative agency or (d) otherwise clearly 
harm national security. 

Joseph (Giuseppe) Chiarelli v. The Minister of Employment and Immigration, Federal Court of 
Canada, February 23, 1990. 
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so broad that it would let us withhold all information, however trivial, for any or no rea- 
son. Mr. Justice Arthur J. Stone wrote in the reasons for judgment that this fails the 
requirements of proportionality. 


Rather than providing a mechanism for balancing the State’s interest in protect- 
ing police sources and techniques with the individuals’s interest in fundamental 
justice ... the provision opts for a complete obliteration of the individual’s rights 
in favour of the State’s interest. 


Subsection 48(2) remains in force pending the outcome of an appeal that the Attorney 
General has made to the Supreme Court of Canada—or until it is amended by Parliament. 
But we have always given it the narrow reading that the Federal Court appears to find 
acceptable, and we continue to do so. 


Defence Revisited 


The security screening process at DND is going through a housecleaning again." Respond- 
ing to some sharp criticisms in our written decisions on complaints and in our Chairman’s 
remarks before the Standing Committee of the House of Commons on Justice and Solici- 
tor General on April 10, 1990, the Department briefed us on a series of reforms. Among 
them: 


¢ the Director of Security Clearances (DSC) no longer has a vote on Security Clear- 
ance Review Board (SCRB), so he is no longer in the difficult position of being both 
the initial decision-maker and a member of the Board considering that decision; 


* subjects will have an opportunity to address any concerns about their loyalty or relia- 
bility as it relates to loyalty, in writing to the DSC; 


° any matters raised in this way are investigated and included in the files for review by 
SCRB; 


e an individual who complains to us gets a copy of the full security clearance file (vet- 
ted, of course, to remove information that might damage national security or other- 
wise infringe the Access to Information Act or Privacy Act); and 


° assisting officers are provided to uniformed personnel who lodge complaints with us. 


Further Steps: These are clearly improvements. We have already seen the first assisting 
officer at one of our hearings. But we urge two further steps on DND—to: 


© openly tape all interviews and interrogations in connection with security assessments. 
The present situation, in which some are taped openly, some taped surreptitiously and 
some not at all, is not satisfactory; and 


° allow personnel, with assisting officers, to make representations directly to SCRB, 
either orally or in writing. 


4 While most federal departments and agencies base their decisions to grant or withhold security 
clearances on investigations and recommendations by CSIS, DND does its own assessments. 
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With respect to the second recommendation, it is worth recalling that the Federal Court 
recently found “basic constitutional deficiencies” in the military’s procedure for handling 
appeals against sentences handed down by courts martial because the appellant did not 
have a right to be heard.* Mr. Justice Francis Muldoon commented that: 


Whatever military discipline requires, it is clear that it does not require stripping 
members of the armed forces of the dignity of making their own submissions per- 
sonally or by counsel, directly to the officer designated to judge their appeals.f 


Considering that the denial or downgrading of a security clearance can do as much dam- 
age to a career as a criminal conviction, to say nothing of its impact on personal reputa- 
-tions and private lives, it seems to us that Mr. Justice Muldoon’s comments could be 
applied with equal validity—and vigour—to the assessment process. 


This is not the first time that DND has attempted to improve its procedures. After being 
criticized in our 1985-86 Annual Report, DND ordered a review of its security assessment 
program in 1986. It found, we have been told, that the mandate and objectives of the 
clearance program were “relevant, appropriate and met the requirements of [the] Govern- 
ment Security Policy”. The 1986 review did, however, “note shortcomings in the manage- 
ment of the Program”, and DND says it took steps to correct them. Further amendments 
to the process were made in subsequent years, particularly in 1989. 


While our reading of the documentation provided by DND suggests that these steps were 
directed mainly at tightening up security rather than protecting individual rights, we did 
find—and acknowledged in our 1986-87 Annual Report—that things seemed to be 
improving. New complaints involving DND totalled zero in 1986-87. The Department 
granted clearances in 39 of the 44 cases we asked it in 1986 to reconsider. 


Unfortunately, the improvements were short-lived. Since 1986 we have had numerous 
occasions to criticize the DND clearance process, in our annual reports and in decisions on 
individual cases. Our concerns have been both with the way DND screened personnel and 
the way it dealt with complaints placed before us. 


Screening Process: We have had cases in which DND was too quick to act on rumour and 
half truths or was too prone to put the worst possible interpretation on information and 
events. In one case, for example, a complainant accused of shoplifting protested that it was 
just a misunderstanding and offered to make good the loss claimed by the store. DND 
accepted the store detective’s interpretation that “he tried to get away with it by making a 
deal”. 


In addition, files submitted to SCRB have every appearance of bias. Negative items are 
flagged for the attention of the Board while important positive items are not. For example, 
one flagged item was a report that the complainant had declined to take a polygraph (“lie 


S John Robert Duncan v. Minister of National Defence et al., Federal Court of Canada, March 16, 
1990. 

6 It should be pointed out that this does not invariably require an oral hearing. Indeed, Mr. Justice 
Muldoon said that in the case before him, it would have been sufficient had the appellant been 
given the opportunity to make a written submission after reviewing the opposing counsel’s argu- 
ments. 


39 


detector’) test. These tests—which are of doubtful reliability anyway—are supposed to be 
voluntary. Yet this complainant suffered a disadvantage by using his right to decline. 


There was also the problem of the “security consult”. A security consult was a note placed 
on a personnel file indicating that there were security issues to be cleared up before the 
individual concerned was to be, say, promoted or moved to a sensitive posting. Recognizing 
that many consults were founded on next to nothing—one that came to our attention in 
1989-90 referred to an unsubstantiated scrap of gossip dating back more than 15 years— 
DND stopped putting them on personnel files a few years ago. But those already on the 
files stayed there. This was manifestly unfair. We were pleased to hear just before this 
report went to the printer that all previously existing security consults were removed from 
personnel files by April, 1990. 


Sometimes even elementary decency failed. In one 1989-90 case, just before the formal 
security clearance re-evaluation commenced, the subject was taken to a hotel room under 
false pretences for a surprise grilling by two men about her sexual orientation and prac- 
tices. This complainant was given no opportunity to collect her thoughts before the first 
interrogation, much less to seek legal or other advice. When she asked whether the interro- 
gation was being taped, she was told No. That was a lie. We have heard the exchange with 
our own ears, on the tape being made at the time. 


Although she did not actually undergo a polygraph test, the questions prepared for her 
examination showed a prurient interest in homosexual practices rather than revealing an 
honest effort to establish the truth of some of her statements. 


Complaints Process: Until very recently, junior military personnel were given no assist- 
ance whatsoever when they wished to complain to us. Time after time young privates, 
unable to afford counsel, were left to face the assembled brass of the military security and 
legal machinery alone. 


As explained earlier in this chapter, we routinely direct our counsel to keep the interests of 
complainants in mind as much as possible. But there are necessary limits to the help we 
can offer in this way. The first responsibility of our counsel is to the public interest, not the 
complainant. 


Thus we especially welcome the DND decision to provide assisting officers to junior mili- 
tary personnel. Civilian employees at DND, as at other departments, have unions they can 
turn to. Uniformed personnel do not. At courts martial, the accused are provided with a 
military defending officer to help them in their defence. 


In 1989-90, DND challenged our jurisdiction in one complex case. The complainant was 
released from the military because of her admitted homosexuality, which had also cost her 
her security clearance. DND argued that this took the case out of our jurisdiction since 
her release was not, as section 42 provides “by reason only” of the denial of a security 
clearance. The Federal Court’ ruled that we could proceed, and, despite further jurisdic- 


7 Her Majesty the Queen in Right of Canada as represented by the Minister of National Defence 
and The Security Intelligence Review Committee, Federal Court of Canada, March 29, 1990. 


tional arguments at the hearing, we completed the case and provided our recommenda- | 
tions to the Chief of the Defence Staff. 


Moving to Clean Up: In May, 1990, senior management at DND decided that something 
had to be done. Along with the assurances to us at a briefing on June 13, 1990, the 
Department asked Judge René Marin to look at the mandate and procedures of the Spe- 
cial Investigation Unit (SIU), the organization that deals with all DND’s security clear- 
ances. He was to report by July 27. 


The denial of a security clearance can do great harm to the professional and private lives 
of the men and women of the Canadian Forces. As Canadians, we expect them to give up 
a great deal in the way of comfort and safety for our security. We believe this entitles 
them to be treated with scrupulous fairness. 
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9. Inside SIRC 


Earlier chapters have given an account of our operational activities in review and com- 
plaints—the work we were created to do. In this chapter we turn to housekeeping—the 
work that supports our review and complaints roles. It includes informing Parliament and 
the public and staying in touch with expert opinion. We also report on our budget and on a 
reorganization of our staff. 


Accounting to Parliament 


Parliament is, of course, the primary audience for the information we generate for the 
public record. Our Annual Report 1988-89 was tabled in the House of Commons by the 
then Solicitor General on October 13, 1989. As usual, we held a news conference immedi- 
ately afterwards. Our then chairman also fielded questions on an open line radio program. 


The new Chairman, John W.H. Bassett, and a new member, Stewart McInnes, appeared 
before the Standing Committee of the House of Commons on Justice and Solicitor Gen- 
eral on February 15, 1990, to answer questions on their appointments to SIRC in Novem- 
ber, 1989. We appeared as a group before the Standing Committee early in the new fiscal 
year, on April 10, 1990, to answer questions about our 1990-91 estimates. 


Our proposals for amendment of the CS/S Act, unveiled in September, 1989, generated 
considerable interest, and we appeared twice before the Special Committee of the House 
of Commons on the Review of the CS/S Act and the Security Offences Act (the Thacker 
Committee)—on November 23, 1989, and again (in camera this time, on the Special 
Committee’s initiative) early in the new fiscal year, on May 8, 1990. 


We also helped the Thacker Committee hear first-hand from complainants. To protect the 
privacy of those who would not wish their identities revealed, even to a Parliamentary 
committee, we made the initial contact with the complainants and sent them a question- 
naire for return directly to the Thacker Committee. More than a dozen complainants 
responded. 


A Second Thought: For the record, we withdrew recommendation 19(b) from our proposal 
for amendment of the CSIS Act. It called for empowering judges to exclude the defendant 
and defence counsel from court proceedings in extreme circumstances, where national 
security interests demanded. The present provisions of the Canada Evidence Act allowing 
CSIS to prevent evidence from being introduced at a trial at all have been much criticized, 
and this was our essay at an alternative. 


But, on reflection, we concluded that the cure we proposed was worse than the disease. As 
our then chairman explained at the November 23, 1989, sitting of the Thacker Commit- 
tee: 


The very basis of our criminal law is that an accused person is innocent until 
proven guilty and is entitled to know the government’s case against him or her in 
all of its aspects. National security considerations should not prevail against the 
rights of an accused person in the context of a criminal trial. If the government’s 
evidence against an accused cannot be disclosed to him or her as part of the 
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criminal trial process, then the government should be prepared to withdraw the 
prosecution. 


Privacy Commissioner: We also wish to record here our regret that our recommendation 
18 seems to have given rise to a misunderstanding. This was the recommendation that Par- 
liament consider making it clear beyond all shadow of a doubt that SIRC is entitled to any 
information under CSIS control, notwithstanding any investigation by the Privacy Com- 
missioner or the Information Commissioner. 


The background to this recommendation was a tussle that developed when we wanted to 
look at some files that were already being looked at by the Privacy Commissioner. Some 
government authorities took the view that since the Privacy Commissioner was involved, 
we were not entitled to see these files. We resolved that issue and secured the documents. 
However, we wanted to make sure the same argument did not recur. 


We wish to make it clear that our recommendation was not designed to let us second-guess 
the Privacy Commissioner or the Information Commissioner in the exercise of their sepa- 
rate functions. We do not seek to inspect correspondence between the Service and either 
Commissioner. Our sole objective is to maintain our right to see any file prepared by 
CSIS. When Parliament, through the CS/JS Act, said we were to have access to all infor- 
mation under the Service’s control, excepting only cabinet confidences, we think it meant 
all. If the Service could start withholding files for whatever reason, review would be badly 
weakened. 


Staying in Touch 


Believing that we need to stay in touch with expert opinion to do our job well and that we 
can make a useful contribution by encouraging informed discussion of security intelligence 
issues, we have a program of small, private seminars and conferences. 


In 1989-90, our focus was naturally on the five-year review of the CSIS Act. In last year’s 
annual report, we recorded the evening seminar we held in Toronto on June 8, 1989, with 
a dozen academic and other experts and lawyers, to exchange views about how the Act 
might usefully be amended. Taking advantage of a scheduled meeting in Vancouver, we 
held a similar session there on September 7, 1989. We are grateful to the West Coast law- 
yers, scholars and provincial officials who spent an evening with us to discuss issues in the 
five-year review. They are listed in Appendix C. 


We also helped fund the 1989 conference of the Canadian Association for Security and 
Intelligence Studies, held in Ottawa September 28-30, where the five-year review was 
again the focus of discussions. We published our own proposals, Amending the CSIS Act, 
on the eve of this conference. Our then chairman addressed a panel dealing with the role 
of SIRC. 


During 1989-90, we made arrangements for a small seminar for June 14, 1990, to explore 
the effect that changes in Eastern and Central Europe could have on intelligence and secu- 
rity matters in the Western world. We invited senior officials of CSIS and members of the 
Thacker Committee as well as a number of academic and other experts and lawyers. 
Papers prepared for this seminar by Professor Franklin Griffiths of the University of 
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Toronto and Dr. Maurice Tugwell of the Mackenzie Institute for the Study of Terrorism, 
Revolution and Propaganda are available from our office. 


Staying in touch is a two-way street, and members of SIRC share the expertise they have 
developed. On April 20, 1989, Jean Jacques Blais addressed a conference arranged by the 
Centre for Constitutional Studies in Edmonton on “Freedom of Expression and Public 
Administration”. 


Spending 


Our 1989-90 budget is set out in Table 4. At $1,405,000, it represents an increase of only 
2.3 per cent from actual spending of $1,373,114 in 1988-89. Our 1990-91 estimates of 
$1,505,000 represent a further increase of 7 per cent. As explained in Part III of the 1990- 
91 estimates, half the increase results from an increase in legal fees, instituted by the 
Department of Justice for all federal agencies. Our need for counsel in the complaints pro- 
cess makes legal fees a major budgetary item for us. 


Table 4. SIRC Budget 1989-90 


Personnel $673,000 


Salaries and wages $582,000 
Contributions to employee benefit plans $91,000 
Goods and services $723,000 
Professional and special services $566,000 
Other $157,000 
Total operating expenditures $1,396,000 
Capital expenditures $9,000 
TOTAL $1,405,000 


Source: 1990-91 Estimates, Part III, figure 7 


Personnel 


A major restructuring of our staff in 1989-90 permitted a 50 per cent increase in the 
research team with the addition of only one person-year to our overall complement. 


We now have six people doing research full time, instead of four. Our former director of 
research left for a new position and three new research officers were recruited from more 
than 100 candidates who responded to advertising within the Public Service of Canada 
and in the academic community through the newsletter of the Canadian Association for 
Security and Intelligence Studies. We expect to reduce the excessive need which we had 
been experiencing for overtime work by our researchers. 
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We have also reorganized the research team, as projected in last year’s annual report. Fol- 
lowing the lines of the two major operational arms of CSIS, we have separate groups 
devoted to counter-intelligence and counter-terrorism. These are not, however, their exclu- 
sive interests. Other areas are divided between them. For example, the director of the 
counter-terrorism group is also responsible for CSIS analysis and production and the 
director of the counter-intelligence group runs our statistical research program. 


The abolition of two positions allowed us to increase the research staff this way at the cost 
of only one new person-year, to 14 from 13. We no longer have an overall research direc- 
tor; coordination between the counter-intelligence and counter-terrorism research groups 
is provided by the executive director. And now that most officers have desktop computers, 
there is less need for typing and we were able to eliminate one secretarial position. 


Outside the research program, our staff remains as it was last year. It is headed by the 
executive director who oversees day-to-day operations. We also have a senior complaints 
officer, an executive assistant who supports both research and complaints functions, an 
administrative officer who is also registrar of our investigations and coordinates our 
responsibilities under the Access to Information Act and the Privacy Act, a records officer, 
a records clerk and two secretaries. A full staff directory can be found in Appendix D. 
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A. Ministerial Directions to CSIS, 1989-90 


These are the directions issued to CSIS in 1989-90 by the Solicitor General, under subsec- 
tion 6(2) of the CSTS Act: 


1. 
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National Requirements for Security Intelligence 

Accountability of the Director to the Solicitor General 

Termination of Foreign Liaison 

Use of Confidential Human Sources 

Responsibility for Adverse Recommendations on Security Clearances 
General Principles and Policies Governing the Conduct of Investigations 
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B. Case Histories 


Following are brief outlines of complaints on which SIRC reached decisions in 1989-90. 


Security Clearances 


Note: Recommendations were not required on all clearance complaints closed in 1989-90. 
Those resolved before the Committee completed its investigations, withdrawn or beyond 
SIRC’s jurisdiction are not reviewed in this appendix. This includes four complaints 
against the Department of National Defence. 


1. The complainant’s Level III clearance was withdrawn because he did not report con- 
tacts with officials of a foreign country thought to spy on Canada, contrary to regulations 
governing his highly-sensitive employment. 


The Committee acknowledged that there were grounds for disciplining the complainant 
for this breach of regulations. But evidence presented by CSIS did not show that the con- 
tacts were made for purposes inimical to the security of Canada or that any actual threat 
to national security resulted. 


As there is no reason to doubt the complainant’s loyalty to Canada, the Committee recom- 
mended that his clearance be restored. 


2. The complainant was refused a Level III clearance required for highly-sensitive govern- 
ment employment. After employment was offered, the Service found reason to refuse to 
recommend security clearance. Major issues raised by the Service cannot be discussed here 
for security reasons; in very general terms, most boil down to a view that there was a large 
number of complications in the complainant’s life. 


The Committee reviewed each of the areas of concern and concluded that all could be met 
when they were examined in light of the complainant’s personal circumstances. The Com- 


mittee was satisfied that there were valid reasons to believe that the complainant was reli- 
able. 


It recommended, therefore, that the clearance be granted. 


3. The Canadian Forces were unable to grant the Level II security clearance that the com- 
plainant needed to complete specialized training. There was nothing to indicate that he 
would be a security risk. But it was not possible to meet the requirement of the Govern- 
ment Security Policy that information normally be verified for the previous 10 years or 
from age 16, whichever is shorter. The complainant was born in another country which 
cannot be relied on to provide accurate information and he came to Canada less than 
10 years ago. 


Acknowleging that they slipped up by failing to check the complainant’s eligibility for 
security assessment at the time of enrolment, the Forces offered redress during the Com- 
mittee’s investigation. It proposed to re-enrol the complainant with no loss of seniority and 
assign him for the time being to duties for which a clearance was not required. He could 
reapply for Level II clearance in 1992, when the 10-year rule could be met. If clearance 
was granted then, he would be allowed to transfer back into his former occupation and 
take the specialized training he sought. 


The Committee agreed that the Forces had no choice but to deny this clearance. It recom- 
mended that the redress offered by the Forces be implemented. 
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4. The Canadian Forces cited a number of allegations in support of its decisions to down- 
grade the complainant’s clearance to Level I from Level II and then to withdraw his clear- 
ance completely. They centre on the propriety of the complainant’s management of his 
own financial affairs and of his professional conduct before he began full-time employ- 
ment in the Forces. 


The Committee’s jurisdiction to hear this case was challenged by the Forces. Under sec- 
tion 42 of the CSIS Act, the Committee can investigate when “by reason only of the denial 
of a security clearance ... a decision is made ... to dismiss ... an individual ...”. The 
complainant did, in fact, lose his employment, but the Forces said it was not “only” 
because clearance was denied and, therefore, the Committee had no authority to entertain 
the complaint. The Committee rejected this objection and proceeded with its investigation. 


On the substance, the Committee found fatal flaws in the documentation underlying the 
decisions to downgrade and withdraw the clearance. For example, “net debt” was confused 
with “total indebtedness”, so the board that made the decisions was not given a correct 
picture of the complainant’s financial situation. 


The Committee concluded that the Forces did not have adequate grounds for downgrading 
or withdrawing the complainant’s clearance. It recommended that the original Level II 
clearance be restored. 


Citizenship 


5. CSIS held that the complainant had provided information to foreign interests for pay 
and that the disclosure of some of this information was detrimental to the security of 
Canada. Paragraph 2(a) of the CSIS Act provides that “espionage ... that is against 
Canada or is detrimental to the interests of Canada or activities directed toward or in sup- 
port of such espionage . . .” is a threat to national security. 


The complainant acknowledged that he had made contact with foreign interests but said 
he had done so at the request of his employer and as part of his job. 


The Committee concluded that the complainant should not be granted citizenship because 
CSIS was able to substantiate its allegations against him, providing reasonable grounds to 
fear that he would engage in activity that threatens national security under paragraph 
2(a). 


6. CSIS held that the complainant had acted as an agent of a foreign country, interfering 
in the lives of refugees from that country and of Canadians whose ethnic roots are there. It 
said that the complainant had used pressure to limit criticism of the régime in that coun- 
try. 


The complainant responded that his activities were carried out openly on behalf of a legal 
organization, incorporated in Canada, most of whose members are Canadians. 


In this context, the Committee’s responsibility is to determine whether the complainant’s 
activities constitute a security threat under paragraph 2(b) of the Act—“foreign 
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influenced activities within or relating to Canada that are detrimental to the interests of 
Canada and are clandestine or deceptive or involve a threat to any person”. 


The Committee concluded that there were no reasonable grounds to believe that the com- 
plainant would engage in activities that constitute a threat to the security of Canada, and 
it recommended that citizenship be granted. 


The Governor in Council has accepted the Committee’s recommendation. 


7. This case is identical in substance to No. 6, above, and the Committee’s recommenda- 
tion was the same. The Governor in Council has also accepted the Committee’s recom- 
mendation in this case. 


Immigration 


8. CSIS held that the complainant had undertaken activities in Canada in support of acts 
of violence in his country of origin. He headed the Canadian branch of an international 
association alleged to support politically-motivated violence. Under paragraph 2(c) of the 
Act, threats to the security of Canada include “activities within ... Canada directed 
toward or in support of the threat or use of acts of serious violence against persons or prop- 
erty for the purpose of achieving a political objective within ...a foreign state”. 


The Committee was satisfied that the Service had a valid case against the complainant, 
and it recommended that he be deported. 


The complainant has challenged the Committee’s procedures and its decision before the 
Federal Court. 


Human Rights Complaints 


9. In a complaint lodged with the Canadian Human Rights Commission, the complainant 
alleged that he was denied employment by the Department of National Defence (DND) 
because of his national or ethnic origin, contrary to the Canadian Human Rights Act. As 
permitted by law, the Commission referred the complaint to SIRC for a determination 
whether security considerations cited by the Minister of Defence justified the denial of 
employment. 


DND explained that the complainant could not be employed in the position he sought 
because it was impossible to complete the necessary Level II security assessment. Under 
the Government Security Policy, information normally has to be verified back 10 years or 
to age 16, whichever period is shorter. It would have been necessary to obtain information 
from the complainant’s country of birth, but information from this country was not reli- 
able. 


However, after the initial human rights complaint was made, DND offered the complai- 
nant alternative employment that did not require security clearance. 
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The complainant did not avail himself of the opportunity to present evidence to the Com- 
mittee. 


The Committee found that DND applied procedures too mechanically in that it did not 
even consider using its discretion to waive the 10-year rule. DND did not have any evi- 
dence that the complainant might be a security risk, and it made no attempt to find 
sources of information outside the complainant’s country of origin. 


The Committee agreed that there was reason to block the human rights investigation on 
security grounds. But it went on to recommend that security assessment policy be applied 
in a flexible and humane manner founded on its intent—protection of national interests— 
rather than on its procedures. 


10. Except that the country of origin is different and the complainant is a landed immi- 
grant rather than a Canadian citizen, this case is identical in substance with No. 9, above, 
and so were the Committee’s finding and recommendation. 


Section 41 


Note: In addition to the cases reviewed here, there were 36 complaints under section 41 
that were clearly beyond the Committee’s jurisdiction or in which preliminary investiga- 
tion showed that there was an insufficient factual basis to justify any further inquiry by 
the Committee. The cases described here are those on which investigations were conducted 
and reports made. 


11. Because of security concerns raised by CSIS, the then Minister of Employment and 
Immigration cancelled the permit on which the complainant was teaching and conducting 
research in Canada. The effect was to interrupt the complainant’s application for landed 
immigrant status, and he was ordered to leave the country within two weeks. 


The Committee upheld the complaint because the Service’s letter to the Minister con- 
tained a number of material inaccuracies. There were also a number of material omissions. 
Together with the tone of the letter, they may have prejudiced the outcome of the Minis- 
ter’s exercise of his discretion. 


12. The complainant, a research scientist, was the subject of investigation by CSIS both 
before and after his application for Canadian citizenship. Among other things, the com- 
plainant alleges that the security check for his citizenship application was unnecessarily 
delayed because he refused to act as a CSIS agent. 


CSIS showed that a lengthy investigation was required as it sought clarification of a num- 
ber of matters, including the complainant’s admitted conveyance of documents to his 
country of origin, which is thought to spy on Canada. 


The Committee was satisfied that CSIS acted within its legal mandate and that its con- 
duct in this matter was at all times proper and professional. In particular, CSIS could not 
be faulted for any delay in processing the complainant’s application for citizenship. 


C. Vancouver Seminar 


Taking advantage of a regular meeting in Vancouver, we invited a number of knowledge- 
able people from British Columbia to join us on September 7, 1989, for a seminar on our 
proposals for amendment of the CS/S Act. Participants are listed here. They gave us the 
benefit of their insights without fee, and we are grateful to them. 


Phillip Bryden 

Faculty of Law 

University of British Columbia 
Vancouver 


E. Robert A. Edwards, Q.C. 
Assistant Deputy Minister 
Ministry of the Attorney General 
Victoria 


Brenda Gaertner 
Barrister and Solicitor 
Vancouver 


David Gibbons 
Barrister and Solicitor 
Vancouver 


Georges A. Goyer 
Barrister and Solicitor 
Vancouver 


Gordon Hillicker 
Barrister and Solicitor 
Vancouver 


Art Lee 
Barrister and Solicitor 
Vancouver 


Craig Paterson 
Barrister and Solicitor 
Vancouver 


Val Pattee 

Assistant Deputy Minister 
Police Services 

Ministry of the Solicitor General 
Victoria 


Murray Rankin 
Faculty of Law 
University of Victoria 
Victoria 


Mary Saunders 
Barrister and Solicitor 
Vancouver 


Patrick Smith 

Chair, Department of 
Political Science 

Simon Fraser University 

Burnaby, B.C. 


Don Stewart 
President, Omni Canada 
Vancouver 


James D. Taylor, Q.C. 
Office of Crown Counsel 
Nanaimo, B.C. 
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D. SIRC Staff Directory 


Following is a directory of the SIRC staff as of August 31, 1990, when this report went to 
the printers. 
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September 30, 1991 


The Honourable Doug Lewis, P.C., M.P. 
Solicitor General of Canada 

House of Commons 

Ottawa, Ontario 

K1A 0A6 


Dear Mr. Lewis: 


As required by section 53 of the Canadian Security Intelligence Service Act, we 
hereby transmit to you the Annual Report of the Security Intelligence Review 
Committee for the fiscal year 1990-91, for submission to Parliament. 


Yours sincerely, 


John W.H. Bassett, P.C., O.C., O.Ont. 
Chairman 


Jean Jacques Blais, P.C., Q.C. Saul M. Cherniack, P.C., Q.C. 
Paule Gauthier, P.C., O.C., Q.C. Stewart D. McInnes, P.C., Q.C. 


ill 


ais : Ü Il ‘y : 1 


Lu tr leg 


\LODEN TT TR 
à À \ ei ' : 
Fou r ; F ff 2 
ea | i a 
A = , 
KW 
1 ; ih 
È 
i i 


Rial ys RIRES A Ah Paar | OL 
i Ab ere ere Aa mo hérité etek whens TEL L 
"ad one My #1 UE a) ist L Pere 7) ort ey : 
#: : bi À Le 4 ral i CET it 4 WA tirs RL 
1 CE . 


4 | 
i t 2 Mur 
| i ade.) Paks 2) 
: | | : tian 
ic ee eR CU) 
4 L (0 a 
+, di, 
re \ 
K 1 LL" LA 
"à ‘Se a j 
Bat a 
. EUR 
J AUS OT NT ii TA 
} shout 
¢ | 
as +, - one Le 
“4 MEL eas 
Pa 
J (TR j [2 1 
‘ : . 
me, |) | 
; L V 4 
4 à 1 le 
er ip À 4 
tt ls … tr Æ 1 : Liu 
/7 5 
| i 
: 
4 
¢ 
Saale D yl a ee ee 
7 Ly 
où I me 


The Security Intelligence Review Committee at a Glance 


The Security Intelligence Review Committee (called “SIRC” or “the Committee”’ 
in this report) acts as the eyes of the public and Parliament on the Canadian Secu- 
rity Intelligence Service. 


The Canadian Security Intelligence Service (CSIS) is a federal government 
agency created in 1984 by the Canadian Security Intelligence Service Act. CSIS 
investigates terrorists, spies and others whose activities may be a “threat to the 
security of Canada”. CSIS must operate primarily in secret. This makes it dif- 
ficult for politicians and the Canadian public to ensure that CSIS operations are 
effective and that at the same time CSIS respects the rights and freedoms of 
Canadians. To remedy these problems, the same law that created CSIS created 
SIRC. 


The Committee is independent of the Government. The Canadian Security Intel- 
ligence Service Act provides that its five members be appointed by the Governor in 
Council after consultation among the leaders of all parties having more than 
twelve members in the House of Commons. Individuals may be appointed to the 
Committee only if they are already Privy Councillors or are appointed to the Privy 
Council for that purpose by the Governor General. 


To the extent that national security permits, the Committee reports to Parliament 
through its annual reports. Annual reports are available to the public. They consti- 
tute a “report card” on CSIS operations that would otherwise not be allowed to 
come under public scrutiny because of national security considerations. 


The Committee also has the power to investigate complaints relating to CSIS. 
First, it can investigate complaints by a person about “any act or thing” done by 
CSIS. It is not necessary that the person complaining be personally affected by 
what CSIS did. Second, the Committee can review certain denials of security 
clearances affecting federal government employees or job applicants or persons 
who seek to sell goods or services to the federal government under contract. In a 
related vein, it can also review adverse security findings that would affect a per- 
son’s right to immigrate to Canada or obtain Canadian citizenship. If the Com- 
mittee finds a complaint justified, it recommends a remedy. 
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Glossary 


ANC - 
ARAACP - 
CAUT - 

CI - 
COCOM - 
CRNC - 
CSE -— 

CSIS — 

CT - 
DIRECTOR - 
DND - 

FBI — 

GSP - 

10 - 

IPC— 
MINISTER - 
NSID - 
RAP — 
SERVICE - 
SIRC — 
SIU — 
TAPP.— 
TARC - 


Association of New Canadians 

Airport Restricted Area Access Clearance Program 
Canadian Association of University Teachers 
Counter-Intelligence 

Co-ordinating Committee for Multilateral Export Controls 
Criminal Records Name Check 

Communications Security Establishment 

Canadian Security Intelligence Service 
Counter-Terrorism 

the Director of the Canadian Security Intelligence Service 
Department of National Defence 

Federal Bureau of Investigation 

Government Security Policy 

Intelligence Officer 

Intelligence Production Committee 

the Solicitor General of Canada, unless otherwise stated 
National Security Investigations Directorate 

Analysis and Production Branch 

Canadian Security Intelligence Service (CSIS) 

Security Intelligence Review Committee 

Special Investigation Unit 

Technical Aids Policies and Procedures 


Targeting Approval and Review Committee 
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1. Introduction 


The Five Year Review Brings Little Change 


The 1990-91 fiscal year represented a watershed for the CSZS Act; it received its 
five year “report card”. The drafters of the Act had inserted a requirement that its 
provisions and operation be comprehensively reviewed five years after the Act 
came into force. In September, 1990, a special parliamentary committee chaired 
by Blaine Thacker, M.P. completed this review. 


We (the Security Intelligence Review Committee, or “SIRC’’) had submitted 31 
recommendations to the Thacker Committee. We then published a report, 
Amending the CSIS Act, containing these recommendations and the reasoning 
behind them. The Thacker report, Jn Flux But Not in Crisis, adopted about two 
thirds of our recommendations. In total, Thacker made 117 recommendations 
aimed at improving the CS/S Act, its implementation and the Canadian “security 
and intelligence system” as a whole. 


In February, 1991, the Government responded to the Thacker report with its own 
report, On Course. The Government accepted Thacker’s recommendation that 
SIRC continue to carry out the role specified for it in the CSZS Act. The Govern- 
ment’s main response to the other recommendations of the Thacker report, how- 
ever, was that there would be no change in the Act and only modest changes in the 
functioning of Canada’s security intelligence system. 


Significantly, however, the Standing Committee on Justice and the Solicitor Gen- 
eral has created a Sub-committee on National Security, as the Thacker report 
recommended. Mr. Thacker will chair the Sub-committee. It will begin work on 
September 18, 1991, and will have two functions: 


to undertake a review and consider the budgets and functions of CSIS, 
the RCMP’s National Security Investigations Directorate (NSID) and 
their relationships with all agencies with which they have a Memoran- 
dum of Understanding or other working arrangements; and 


to consider SIRC’s annual report, all SIRC reports made under section 
54 of the CSIS Act, the annual statement by the Solicitor General about 
national security and the public annual report from the Director of 
CSIS: 


The Future 


How will this conclusion to the five year review of the CSZS Act affect us? Our 
major role is to review all CSIS activities. We seek to ensure an appropriate bal- 
ance between an effective Service and a responsible Service. By effective, we mean 
that the Service should give timely warning of threats to our national security. By 


responsible, we mean that the Service must go to great lengths, not only to stay 
within the law, but also to use its powers with restraint and with a proper sen- 
sitivity to the rights of individuals. 


Our job is to determine in each case we examine whether CSIS is acting wholly 
within the law or going beyond it. Our decisions depend to some extent on the 
clarity of the law governing CSIS. The CSZS Act was the product of much time 
and hard work. We do not underestimate the difficulty its designers and drafters 
faced. However, with the benefit of five years of experience, it is clear to us, as it 
was to the Thacker Committee, that the Act is deficient in some respects. We 
made representations to Thacker about these deficiencies. We hold to those 
representations. 


The Structure of this Report 


Chapter 2 of this report reviews what we consider “general matters” relating to 
protecting Canada against threats to its security. Chapter 3 examines specific 
CSIS operations. In addition, we have singled out several topics for a more thor- 
ough reporting: CSIS activities regarding native Canadians (Chapter 4), security 
screening (Chapter 5) and domestic terrorism (Chapter 6). Chapter 7 presents 
three case studies of CSIS operations. Chapter 8 examines the complaints process 
— how persons complain about the activities of CSIS or about being denied a 
security clearance. Chapters 9 and 10 report on certain internal workings of CSIS 
and this Committee respectively. 


In this report we do not go into great detail about the precise steps we take in 
reviewing CSIS activities. This does not mean that our reviews are not thorough. 
In general, our review activities may include the following: interviews with com- 
plainants, CSIS employees at Headquarters and in regional offices, examination 
of files, court testimony and decisions, surveys and in-depth research. Our goal in 
each case is to ensure that our investigations are sufficiently detailed to warrant 
the trust placed in the Committee. 


Impact of the Gulf War on this Report 


The fear of increased terrorism flowing from the Gulf War led CSIS to move 
many intelligence officers temporarily from their normal work to counter-terror- 
ism desks. This meant that the Committee had to accept a somewhat slower 
response to our questions to CSIS. We also had to accept much longer than nor- 
mal delays before being able to interview CSIS experts about the areas of review 
we had planned for this year. We have since regained most of this lost ground. 


2. Review of General Matters 


One of our major functions is to review CSIS activities. The results of this year’s 
review are reported in subsequent chapters. In this chapter, we review several top- 
ics that are not strictly subsumed under the rubric “CSIS activities”, but that have 
an important impact on how CSIS performs its duties. 


Ministerial Direction 


Under subparagraph 38(a)(ii) of the CSIS Act, SIRC is required to examine the 
Minister’s written directions to the Service. In fiscal year 1990-91, the Minister 
gave CSIS only one direction. We welcomed this direction because the Act’s core, 
section 2 — the definition of “threats to the security of Canada” — lacks suffi- 
cient precision, and the Government response to Thacker made it clear that the 
definition would not be amended. The direction makes up for this deficiency by 
offering CSIS a detailed interpretation of sections 2 and 12. It defines several cru- 
cial terms such as “espionage and sabotage” and “foreign influenced activities” 
more precisely than does section 2. The Solicitor General informed the Chairman 
that he intends to make the direction public in his statement to the House of Com- 
mons later this year. 


Ministerial directions typically cover the most sensitive types of investigations, 
such as campus investigations or joint operations with allies in Canada. A number 
of the directions require the Service to seek the specific authority of the Solicitor 
General to undertake certain types of operations. 


Part of the Committee’s mandate is to collect statistics on CSIS operations. One 
statistic we collect is a count of all authorizations given by the Minister under the 
terms of Ministerial directions, by type and date. The Committee is then able to 
address any significant trends in sensitive operations. 


We also review CSIS decisions made pursuant to Ministerial directions. Some- 
times we do this through special studies. Thus, for example, we have audited deci- 
sions made under the Ministerial direction on security investigations on university 
campuses. We also do this as part of a periodic review process. In our regional 
audits, we review all authorizations for investigations in that region. 


One direction, made public by the Minister, requires his personal approval of any 
intrusive investigations under paragraph 2(d) of the CSIS Act. Paragraph 2(d) 
has been termed the “subversion” aspect of the definition of “threats to the secu- 
rity of Canada”. Our research showed that there were no investigations during the 
1990-91 fiscal year under paragraph 2(d). We are further informed by the Service 
that the Minister authorized no such investigations in the 1990-91 fiscal year. 


Operational Manual 


This year, CSIS made four minor changes and one major change to its Opera- 
tional Manual. The minor changes related to the following topics: 


e help given to Employment and Immigration Canada “in support of the deten- 
tion of a person on security grounds in order to contain a potential threat”; 


e procedures for the Service to provide reports supporting subsection 40.1(1) 
certificates under the Immigration Act. With such a certificate, the Govern- 
ment can halt all immigration inquiry actions and subject a person to 
immediate deportation. An example of the application of this procedure is 
provided in our report on the two Iraqi nationals detained during the Gulf 
War (see Chapter 3); 


e caveats to be placed on documents conveying information to domestic and 
foreign agencies. These caveats prevent further dissemination without obtain- 
ing the approval of CSIS; and 


e the mandate and structure of the Operations and Analysis Policy Committee. 
This committee guides the development of Service policy. 


The one major change to the Manual has been the revision by the Service of the 
human sources section. The revision puts into operation a 1989-90 Ministerial 
direction. We have examined these minor and major changes closely, and com- 
mend the Service for its efforts. In the human sources section, however, we found 
one variance between the direction and the Manual. 


Each year we ask the Service to detail its progress in updating those instructions in 
the Operational Manual which were written before the CSZS Act came into force. 
We can report that most sections of the Manual have now been updated. Several 
sections (for example, targeting policy) have been revised more than once. 


We cannot say the same for the Technical Aids Policies and Procedures (TAPP) 
Manual. This manual governed the use of warrant powers. It consisted almost 
completely of instructions pre-dating the CSZS Act. The manual as such no longer 
exists. Most of its chapters have been replaced by other policy instruments. At 
present, officers follow a patchwork of instructions, some in the form of 
“Bulletins” found in the CSIS Operational Manual. We think the Service needs 
comprehensive guidelines on the use of its most intrusive powers. 


Disclosures in the Public Interest 


There were no public interest disclosures under section 19 of the CSZS Act. 


Report of the Director and Certificate of the Inspector General 


Under subparagraph 38(a)(i) of the CSZS Act, the Committee is to review the 
report of the CSIS Director and the Certificate of the Inspector General. This 
constitutes part of the Committee’s general review of the performance of CSIS. 


As we went to press, we received a copy of the CSIS annual report for the fiscal 
year 1990-91. The Director sends this report to the Solicitor General, as subsec- 
tion 33(1) of the CSZS Act requires. The 1990-91 report gives a useful overview of 
the national and international environment in which CSIS works. The report con- 
tains more detailed information than before on recent developments in counter- 
terrorism. 


In his 1989-90 certificate, the Inspector General indicated that he was generally 
satisfied with the CSIS annual report. He particularly commended the CSIS sum- 
maries and analysis of international events. 


Nonetheless, he was disappointed that the Director had chosen not to comment on 
several issues, such as the public and media perception of CSIS, the relationship 
between the Service and its client departments and agencies, and the work of the 
Thacker Committee. We concur with the Inspector General’s comments. 


The certificate identified three areas of non-compliance with the CSZS Act or 
Ministerial direction. These involved warrant conditions, the collection and reten- 
tion of information, and the Ministerial direction on campus operations. The 
Inspector General also noted that, since his last certificate in November, 1989, the 
Director had submitted two reports to the Minister about possible unlawful activi- 
ties by CSIS employees in performing their duties and functions. The Inspector 
General expressed concern about Service delays in submitting such reports to the 
Minister. We concur with these concerns. 


Inspector General’s Reports and Studies 


The Inspector General conducts reviews of CSIS activities at the Committee’s 
request pursuant to paragraph 40(a) of the CSZS Act. The Inspector General also 
consults with us at the beginning of each year to ensure that there is no duplica- 
tion in our respective review programs. 


(i) Warrants and File Destruction 


In 1990-91, the Committee received one study by the Inspector General on war- 
rants and one on file destruction. 


The warrant study examined the processing of intelligence collected under war- 
rants for the interception of oral communications and telecommunications. The 


Inspector General noted that CSIS is now paying well-deserved attention to this 
area. He reported a generally high quality of processing and reporting, and found 
no serious compliance problems. 


We report on the Inspector General’s study on file review and destruction activi- 
ties in Chapter 3. 


(ii) CSIS and the Communications Security Establishment (CSE) 


CSIS exchanges information with many foreign and domestic agencies. One of the 
domestic agencies that we knew least about was the Communications Security 
Establishment (CSE). CSE, Canada’s signals intelligence agency, is shrouded in 
secrecy due to the nature of its work.' Although our mandate does not extend to 
CSE, the involvement of CSIS in information exchanges with CSE makes the 
relationship between the two bodies relevant to us. We wanted to learn more about 
the relationship to ensure that information exchanges did not compromise 
individual rights. 


During a review last year, we took a preliminary look at one aspect (which we can- 
not disclose for security reasons) of the relationship between CSIS and CSE. Dur- 
ing fiscal year 1990-91, we used our authority under section 40 of the CSZS Act to 
ask the Inspector General to review information exchanges between CSIS and 
CSE and the policy framework in which they occur. We asked that he pay particu- 
lar attention to a series of issues. These included the nature of the cooperation and 
the arrangements in place between the two agencies, the impact on CSIS opera- 
tions, and whether the procedures involved any unreasonable or unnecessary exer- 
cise of powers by CSIS. 


We have not yet received the final report, but the Inspector General was able to 
answer all our questions in a preliminary briefing. The Inspector General con- 
sidered whether the information and intelligence exchanges complied with’ the 
CSIS Act (sections 12, 17 and 19 in particular) and Service policies and proce- 
dures. He found that those technical and operational exchanges between the agen- 
cies that he reviewed complied with the CSZS Act and with existing cooperation 
agreements. The cooperation agreements provide, among other matters, for the 
protection of information about Canadians. 


Our key questions pertained to the role of CSIS in collecting information about 
Canadians. We wanted to know what was collected, by whom, and how it was 
used. The Inspector General’s conclusions indicate that current CSIS policies and 


' This Committee and the Thacker Committee had both expressed concern about the absence of 
external review mechanisms covering most of the Canadian intelligence community, including 
CSE. 


procedures safeguard the interests of Canadians by limiting the information 
obtained from CSE to that which CSIS has the mandate and authority to collect. 


More generally, the Inspector General found no evidence of any unreasonable or 
unnecessary use of powers by CSIS in exchanging information and intelligence 
with CSE. The review indicated that CSIS clearly recognizes the sensitivity of the 
relationship with CSE. 


The Inspector General did identify a need for CSIS to develop and document 
operational policy about its relations and exchanges with CSE. Cooperation agree- 
ments recently concluded between the agencies now permit CSIS to accomplish 
this. We will monitor CSIS exchanges in this area. 


The newly-implemented tracking procedures for domestic and foreign information 
exchanges, described in Chapter 3, will allow us to sample CSIS/CSE exchanges 
appropriately in the future. We will begin regular reviews and report our findings 
in our next annual report. 


We caution that the review carried out by the Inspector General at our request 
assessed the propriety of the actions of CSIS, not those of CSE. It should not 
therefore be mistaken for an external review of CSE operations. 


(iii) The CSIS Threat Assessment Program 


In our 1987-88 Annual Report,* we reviewed the operations of the Counter-Ter- 
rorism (CT) Branch. We concluded that the principal consumers of CT intelli- 
gence were generally satisfied with the quality of intelligence they received about 
terrorist threats. They were satisfied with their access to CT personnel to discuss 
issues and problems. The analyses describing the level of danger to particular 
interests from terrorist groups were also well-received. This latter function — 
analysis of dangers from terrorist groups — forms the core of the CSIS Threat 
Assessment Program. 


The Threat Assessment Program in the Service relies largely on the Counter-Ter- 
rorism Branch for its information. The program functions as an early warning sys- 
tem to the federal government about imminent threats to Canadians and other 
groups here and abroad. As such, it serves as a crucial front line defence against 
terrorism. We wanted to update our knowledge about how this important system 
was working. In short, we wanted to know how well it contributed to protecting 
Canadians. 


During the 1990-91 fiscal year, we again used our authority under section 40 of 
the CSIS Act to ask the Inspector General to conduct a review. The study revealed 
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a well-coordinated and effectively operating program. It successfully adapted to 
different situations, whether the visit of a head of state, the Economic Summit or 
the Gulf War. The study concluded that the program provided useful intelligence 
to the Government in all these situations. 


As we had found in 1987-88, CSIS staff working on threat assessment issues were 
accessible to client departments and agencies. The departments and agencies con- 
sulted frequently with CSIS staff to ensure the quality of the intelligence product. 
The program was also linked to the various interdepartmental committees and 
international bodies concerned with terrorism, threat assessment, and security and 
intelligence matters. 


The Inspector General surveyed the usefulness of the assessments to the major cli- 
ents. The result was a unanimously favourable response. Assessments were con- 
sidered timely and comprehensive. The Inspector General found no evidence that 
CSIS was involved in any unreasonable or unnecessary exercise of its powers. In 
short, Canadians appear to be well-served by the Threat Assessment Program. 


Special Reports 


Under section 54 of the CSZS Act, we can make special reports to the Solicitor 
General on any matter relating to the performance and functions of the Service. In 
1990-91, we submitted four studies to the Minister under section 54:° 


(a) Release of Information to Foreign Agencies; 

(b) Domestic Exchanges of Information; 

(c) Security Investigations on University Campuses; and 
(d) CSIS Activities Regarding Native Canadians. 


We also advised the Minister that eight other SIRC studies were available to him 
on request. A list of SIRC studies is attached as Appendix A to this report. 


SIRC Consultations and Inquiries 


Formal Inquiries: In our review function, not counting inquiries arising out of 
complaints, we directed 122 formal inquiries to the Service in the 1990-91 fiscal: 
year. Although it is difficult to be precise, the average time CSIS took to answer a 
formal inquiry was about two months. 


Briefings: We met twice with the Director during the fiscal year — April 8 and 
November 14, 1990. We visited regional offices of the Service when our regular 
meetings took us out of Ottawa. We were briefed on regional operations in Halifax 


3 In addition, early in the 1991-92 fiscal year, we sent to the Solicitor General a review of the entry 
into Canada of Mohammed AI Mashat, the former Iraqi ambassador to the United States. 


on July 18, 1990, in Montreal on January 9, 1991, in Vancouver on February 13, 
1991, and in Toronto on June 12, 1991. 


Beyond CSIS: We met with officials from the Department of National Defence on 
June 13, 1990, and were briefed about the changes that occurred as a consequence 
of the Marin Report, External Review of the Canadian Forces Special Investiga- 
tion Unit. On November 14, 1990, we met with a delegation from the Canadian 
Association of University Teachers (CAUT). The Chairman and Executive Direc- 
tor travelled to Washington in March, 1991 to meet the Director of the FBI and 
other officials. In April, 1991 the Committee (except Paule Gauthier) travelled to 
London, Bonn and Brussels to meet with ministers, parliamentarians and govern- 
ment officials. 


Unlawful Acts by CSIS Employees 


During 1990-91, the Minister informed us of two instances where he had notified 
the Attorney General of alleged unlawful acts committed by CSIS employees in 
_ the performance of their duties and functions. Subsection 20(4) of the CSIS Act 
requires the Minister to notify the Committee when reporting unlawful conduct to 
the Attorney General. 


In one case, a CSIS employee allegedly disclosed the identity of a confidential 
source. By so doing, the employee may have violated subsection 19(2) and, poss- 
ibly, paragraph 18(1)(a) of the CSIS Act. The disclosure was to the RCMP and 
does not appear to have had serious consequences. 


In the second case, an employee allegedly provided biographical information about 
an individual to a private investigator working for a provincial government agency. 
The information was obtained from the CSIS computer system. The Service was 
able to locate and expunge all the information obtained by the private investigator. 
Providing such information could contravene subsection 19(1) of the CSIS Act 
and also violate other federal laws. The disclosure was allegedly made without 
obtaining proper authorization from CSIS. 
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3. CSIS Operations 


The CSIS Act gives us a broad mandate to review generally the performance by 
the Service of its “duties and functions”. The present chapter covers a broad range 
of CSIS programs and activities. Detailed studies of specific aspects of CSIS oper- 
ations are contained in Chapters 4 to 7. 


Arrangements with Other Governments 


Subsection 17(1) of the CSZS Act allows the Service, with ministerial approval, to 
enter into arrangements with provincial governments, provincial and local police 
forces, foreign governments, their agencies and international bodies. 


(i) Foreign Arrangements 


In 1990-91, the Service concluded limited arrangements with three foreign gov- 
ernments. The Committee, the Service and the Government are aware of human 
rights violations in all three countries. When the agreements were approved, the 
security agencies of these countries were apparently not involved in major human 
rights violations. The record of some agencies may have changed recently. Few 
information exchanges have taken place since late last year. 


We continue to be concerned about relations with states having an undesirable 
human rights record. Still, we recognize the desirability of maintaining limited 
agreements to ensure that CSIS receives information about emerging threats to 
Canada’s security. 


(ii) Domestic Arrangements 


This fiscal year, CSIS concluded four domestic arrangements. One was signed 
with the Secretary of State. Two agreements were signed with the Communica- 
tions Security Establishment and one was signed with a provincial government. 


Exchanges of Information with Foreign and Domestic Agencies 


In previous annual reports, we observed that the computerized management infor- 
mation system in CSIS did not permit us to learn how much information and 
intelligence CSIS exchanges with domestic and foreign agencies. More important, 
we were sometimes unable to identify or trace to other agencies or government 
departments the information which CSIS released. CSIS Headquarters and the 
regions used different logging methods, as did the Counter-Intelligence and Coun- 
ter-Terrorism Branches. This gave us many difficulties in trying to monitor the 
exchanges. 


Late in 1990, the CSIS Director informed the Chairman that the Service would 
implement new procedures to apply to the computerized management information 
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system. By April, 1991, CSIS had implemented the procedures for all exchanges 
of information between CSIS and domestic or foreign agencies. The system seeks 
to simplify and standardize the coding of information exchanges throughout CSIS. 


CSIS personnel are still learning how to use the system. We therefore cannot 
evaluate to what extent it will help us monitor exchanges. The procedures have the 
potential to enhance the SIRC review function by permitting information 
exchanges to be traced. Our next annual report will describe our first reviews of 
the new system. 


Warrant Statistics 


Under section 21 of the CSIS Act, the Service requires warrants from the Federal 
Court of Canada for most of its intrusive activities. Each year we publish statistics 
provided by CSIS on warrant use. 


This year, as usual, CSIS gave us access to all warrant files. Table 1 gives figures 
for the last three years. As we explain below, however, these statistics really say 
little. Our staff will be establishing a statistical collection system that better meets 
Committee needs. 


Table 1. New and Renewed Warrants, 1988-89 to 1990-91 


1988-89 1989-90 1990-91 


New warrants granted 00 34 27 


Warrants renewed AS 50 51 
Total 90 84 78 


For the last two years, Committee members have argued that warrant statistics 
currently provided to the public are inadequate. A single warrant can involve one 
or many powers, and from one to any number of individuals. Thus, the number of 
warrants is a poor indicator of the number of individuals subject to investigation 
and the extent to which intrusive devices are being used. 


This year we have decided to give an indication of the scale of the intrusion into 
the privacy of Canadians' directly attributable to the use by CSIS of warrants 
authorized by the Federal Court. We believe that many Canadians have a highly 
exaggerated view of the extent of the intrusive activities of CSIS using Federal 
Court warrants. 


' Meaning Canadian citizens and landed immigrants. 
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We have thoroughly analyzed warrant affidavits and warrants approved by the 
Federal Court. We have decided to make public the fact that Canadians who may 
be directly affected by intrusive activity by CSIS under Federal Court warrants 
number in the hundreds, not in the thousands. 


Multiple Target Authorizations not Directly Authorized by the Targeting 
Approval and Review Committee (TARC) 


Last year, we expressed concern about the use by CSIS of authorizations covering 
groups of unnamed persons. These authorizations were for lower level investiga- 
tions, and had been approved by operational Directors General only, not directly 
by the Targeting Approval and Review Committee chaired by the Director. We 
undertook to examine other such “multiple target” authorizations — authoriza- 
tions covering more than one person. 


This year, we assessed all multiple target authorizations that had been authorized 
other than by TARC and that remained in force in September, 1990. There were 
six non-TARC authorizations in all. Five involved potentially serious violence, and 
one involved foreign influence. We found in all cases that the authorizations did 
not involve an excessive or unnecessary use of powers. Even so, we recommended 
that the Service “tighten the screws” in defining who would be subject to investi- 
gation. To this end, we proposed that targeting documents list specific individuals 
where possible, or use narrower definitions of the activities that could be investi- 
gated. 


Counter-Terrorism (CT) Program 


(a) Counter-Terrorism Branch Activities in General 


Program Changes: We sought to learn how the Counter-Terrorism (CT) Branch 
had changed since our last annual report. CSIS replied that due to the Gulf War 
and developments on the domestic scene, CT Branch has been given an increase in 
resources. 


Direction from the Solicitor General provides a basis for the Branch to plan its 
operations. To comply with the direction, the CT Branch undertook several initia- 
tives in the 1990-91 fiscal year. These included strategic intelligence assessments 
relating to foreign influence and other issues. 


Threat Assessments: The Branch produces assessments advising the Government 
of threats to national security. During fiscal year 1990-91, the Branch produced 
more than 1,100 threat assessments. This was higher than last year’s total largely 
because of the Gulf War. 
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Post-Mortem: We noted in our last review of the CT Program that 1988 was an 
unusual year because of major international events being held in Canada — the 
Toronto Economic Summit, for example. During the 1990-91 fiscal year we 
received the CSIS “post-mortem” report on CSIS activities during the Economic 
Summit. While we were generally satisfied with the document, we were concerned 
about how long the Service took to prepare it. 


In addition, one important aspect of CSIS operations — liaison with foreign agen- 
cies — was not discussed in the post-mortem. At an international event such as an 
Economic Summit, the host country is responsible for security. Cooperation and 
coordination with foreign security agencies are essential to avoid incidents. How- 
ever, when we asked the Service for details about foreign liaison for the Economic 
Summit, the questions were answered to our satisfaction. 


Just as we went to press, we received information about a post-mortem on the 
Open Skies Conference that was held in Ottawa from February 12 to 28, 1990. 
We have begun our analysis and we will report on this post-mortem in our next 
annual report. 


Latin American Group: In our 1987-88 Annual Report, we discussed the investi- 
gations carried out by the CT Branch. We were troubled by one case, an investiga- 
tion of a Latin American group. 


CSIS collects information to detect emerging threats to Canada. The Service may 
collect information on persons in Canada when certain conditions are met. The 
Service is interested in groups in Canada that are affiliated with and endorse the 
purposes and the violent methods of overseas organizations. In particular, the Ser- 
vice has a mandate to investigate groups in Canada that give concrete support to 
perpetrators of violence at home or abroad. 


We noted in our 1987-88 Annual Report that the Service must ensure it does not 
investigate “lawful advocacy, protest or dissent” except where it relates to terrorist 
threats. Furthermore, the Service must be able to recognize when threats dimin- 
ish, to avoid unduly prolonging investigations of groups in Canada. 


We believed that the CSIS investigation of the Latin American group, while legal, 
was slow to recognize that the group’s contribution to the conflict abroad was 
dwindling. After our review, the Service narrowed the scope of its targeting. Dur- 
ing the 1990-91 fiscal year, we learned that the CSIS investigation was reduced 
further and is now limited to the least intrusive investigative procedures. 
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(b) CSIS Activities During the Gulf War 


Much of the world expected terrorist attacks following threats made by Saddam 
Hussein before and during the Gulf War. This caused a large increase in the coun- 
ter-terrorism workload of CSIS. In turn, the President of the Canadian Arab Fed- 
eration alleged harassment of Arab-Canadians by CSIS. 


We are now conducting a final review of CSIS activities immediately before and 
during the Gulf War. In early January, 1991, we began a preliminary review. We 
sought information on the number of targets and the levels of investigation under 
which the targeting took place. 


To place CSIS activities in context, we are reviewing directives that the Service 
issued in relation to the Gulf crisis. We are assessing in detail whether the Service 
took unnecessary or inappropriate actions. 


(i) Allegations of CSIS Harassment of Arab-Canadians 


During the Gulf War, the Canadian Arab Federation complained in the media 
about CSIS activities directed towards Arab-Canadians. We responded quickly to 
these allegations. The Chairman received a personal briefing from the Director of 
CSIS. At the same time, the Committee forwarded a detailed questionnaire to 
CSIS and asked for access to all relevant files. A short time later the Chairman 
offered to appear on an open-line radio program with the President of the 
Canadian Arab Federation. The President did not appear. 


Late in March, 1991, our Executive Director and Director of Research (Counter- 
Terrorism) met with the President of the Canadian Arab Federation, his legal 
adviser and the Federation Executive Director. We initiated the meeting to give 
the Federation a chance to express its concerns to us. We had not at that time 
received any complaints about CSIS community interviews. 


The President told us of his concern about CSIS techniques used to monitor Arab- 
Canadians and their impact on the Arab community in Canada. The Federation 
estimated that CSIS had interviewed between 200 and 500 Arab-Canadians. The 
President noted the “intimidating” effect of the interviews, especially if conducted 
without advance notice. We were told that this was especially disconcerting to 
those Arab-Canadians who could not distinguish between the mandate and tactics 
of CSIS and the operations of security intelligence agencies in Arab states. We 
were also told of the distrust among many Arab-Canadians of government agen- 
cies, including SIRC. Their perception was that this attitude also arose in part 
from their experiences in other countries; governments in Canada, they assumed, 
would be no different. Federation representatives explained that some members 
agreed to interviews with CSIS largely out of fear. 


Federation representatives also criticized the Director’s statement to the Standing 
Committee that CSIS is entitled to be present when approved targets participate 
in demonstrations. The Federation explained this criticism by saying that the com- 
munity believed that the presence of CSIS at demonstrations constituted surveil- 
lance of Arab-Canadians exercising their democratic rights. The Federation’s 
legal adviser said that this had a chilling effect on the Arab-Canadian community. 


The Federation President did not know whether formal complaints about alleged 
CSIS activities would be submitted to the Committee. To the first week of July, 
1991, we have received no formal complaints by members of the Arab community 
in Canada about CSIS activities before, during or after the Gulf War. 


We hope that our meeting with the Federation allayed many of its concerns. The 
Federation representatives explained that the chief fear of the community was that 
a complaint to this Committee was in effect a complaint to the Government and 
might have serious consequences for the complainants. Members of our staff were 
told, for example, that many Canadians of Arab descent questioned the effective- 
ness of the Committee, and feared that a complaint to SIRC would result in artifi- 
cial delays in immigration procedures for their relatives. 


The Committee now better understands the fears of Arab-Canadians. We would 
wish to reassure all Canadians that our investigations are conducted in strictest 
confidence and that we operate at arm’s length from Government, protected by 
statute. We hope that we were able to persuade the Federation that security intel- 
ligence operations in Canada receive extraordinarily close external scrutiny. We 
certainly made it clear that complaints to SIRC will not result in vengeful actions 
by immigration or other Government officials. 


(ii) Allegations about the University of Calgary 


During the meeting with the Canadian Arab Federation, its President also com- 
plained about alleged CSIS activities in relation to the University of Calgary. He 
said that CSIS had interviewed a University of Calgary student during the Gulf 
crisis and asked him for a list of Arab student activists on campus. The President 
said that he would seek the student’s permission to release his name. To date, we 
have not received that information. 


The Committee reviewed this allegation in detail. In our investigation in Alberta, 
we reviewed all relevant documents and interviewed CSIS employees. We found 
that CSIS community interviews with members of the Arab community did take 
place in Calgary and elsewhere in Alberta, as they did in the rest of the country. 
But CSIS did not conduct any interviews or investigations concerning the Univer- 
sity of Calgary. We found no evidence that CSIS officials knowingly interviewed 
Arab students from the university during the period in question. CSIS made no 
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presentations to student groups or to clubs at the university. We also found no evi- 
dence that the Service photographed demonstrations in Calgary related to the 
Gulf crisis. No photographs of any kind, including those of demonstrations or 
vigils, were shown to persons who were interviewed. We similarly found no evi- 
dence that CSIS interviewers asked about campus activists or requested student 
lists. 


Our findings relate solely to CSIS activities in Calgary. We do not yet know if 
they apply to other universities in Canada. 


(ii) Detained Iraqis 


On January 9, 1991, two Iraqi nationals, identified publicly only as Joseph and 
Sarah Smith, landed at Pearson International Airport, carrying counterfeit Saudi 
passports. They applied for refugee status. The husband carried a notebook with a 
list of military weapons. He was an Iraqi national and had fought on Iran’s side 
during the Iran-Iraq war. He was also a member of the Al Dawa party, a group 
suspected of terrorist acts. Both persons were detained. 


Because CSIS was a key player in the case, we reviewed its role. We concluded 
that the CSIS investigation and the information collected fell within its mandate. 
We noted too that the Service did not make excessive or unnecessary use of its 
powers. 


We believe that CSIS investigators seriously considered the explanations of the 
couple and made reasonable efforts to verify their statements. Although the Fed- 
eral Court did not agree to continue the detention, we concluded that CSIS had 
acted in a fair and even-handed manner. The Iraqi nationals remain in Canada. 


(c) Air India 


Several developments have taken place during the past year in relation to the Air 
India and Narita Airport incidents. Six years ago, on June 23, 1985, a bomb 
exploded at Tokyo’s Narita Airport, killing two baggage handlers. The Air India 
tragedy took place the same day. The flight containing the Narita bomb and the 
Air India flight both originated in Canada. 


In December, 1988, we decided to undertake an inquiry into CSIS actions or lack 
of action before and after the Air India and Narita incidents. We made our deci- 
sion in response to questions about whether CSIS could have done more to prevent 
these disasters and whether it helped the subsequent police investigation suf- 
ficiently. We established terms of reference for a limited but thorough inquiry.’ 


? See the 1988-89 Annual Report at pp. 19-20. 
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The inquiry did not proceed because the RCMP, the Deputy Solicitor General and 
the Deputy Attorney General said a SIRC inquiry could hinder the police investi- 
gation and the course of justice. The Deputy Attorney General asked us not to 
proceed at that time. After considerable deliberation, we placed the inquiry on 
hold. 


Inderjit Singh Reyat was tried for the Narita bombing. On May 10, 1991, he was 
convicted of manslaughter for making the bomb or helping others to make it. 
Reyat has appealed his conviction. 


In the wake of the Reyat conviction, we once again considered the possibility of 
convening an inquiry. We are discussing all aspects of this matter with the Solici- 
tor General and the Minister of Justice. We would like their cooperation to con- 
duct a thorough and rigorous investigation. These discussions are still under way. 
We expect to be in a position to make a final decision shortly after the tabling of 
this annual report in early October. 


Counter-Intelligence Program 


This year, we conducted a study of CSIS investigative activities involving East 
Bloc? targets. We also examined the adequacy of Service activities in one case 
about alleged transfers of military technology. 


(a) East Bloc Investigations 


In 1989, the East Bloc was beset with political changes, and a number of govern- 
ments fell. The Committee followed the CSIS analysis of these changes. In par- 
ticular, we were very interested in how these changes affected security threats 
against Canada. 


In late 1990, the Committee decided to examine the CSIS response to the political 
changes in the East Bloc. We did so because we perceived a discrepancy between 
what the Service was saying to Government and the public about the ongoing 
intelligence activities of East Bloc nations and what these nations were in fact 
doing. We found that, whatever CSIS had said on the subject, it had made appro- 
priate adjustments. We found no case where political changes had resulted in a 
CSIS investigation becoming unjustifiable, although we differed with CSIS about 
various aspects of some investigations — for example, their duration. 


The Service believes that the threat of theft of scientific and technological assets 
continues to be significant. Its concern with the former East Bloc now extends 


> Former Eastern European Soviet satellite states. 
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beyond protecting Canadian and allied military technology through COCOM:. 
Increasingly, the Service seeks to protect the Canadian economy and commercial 
assets. East Bloc nations, however, do not pose a significant economic challenge to 
Canada. Their trade with Canada is very limited, and their weakened economies 
have limited capacities to integrate modern technologies. The trading strength of 
many other countries poses a far greater risk to the Canadian economy. 


We cannot say that all former East Bloc nations no longer represent a threat. 
Indeed, there seems to be some evidence of limited ongoing intelligence activity. 
The need for the East Bloc to engage in intelligence activity in Canada, however, 
is decreasing. With the easing of COCOM restrictions, East Bloc countries have 
less need to steal technology. The demise of hard-line communist regimes has 
meant that East Bloc countries have less and less reason to covertly manipulate 
ethnic communities or émigrés in Canada. 


(b) Michel Bull, Space Research Corporation and Iraq 


In November, 1990, a Canadian journalist,* citing a letter from External Affairs 
to CSIS, alleged that CSIS had been “tipped off” about possible activities linking 
Michel Bull and Space Research Corporation to military technology transfers to 
Iraq. The late Gerald Bull, his father, was involved in developing the Iraqi super- 
gun and Iraqi long range artillery. The journalist also claimed that the case 
“raised doubts” about the capacity of CSIS to detect and investigate transfers of 
military technology. 


Several agencies in Canada are involved in preventing illicit transfers of tech- 
nology. By illicit transfers we mean transfers of restricted technology. Technology 
transfers are controlled in Canada by the Export and Import Permits Act and 
internationally by COCOM. Much of this restricted technology has military 
applications. Some involves state-of-the-art developments, such as missile guid- 
ance systems. Some is linked to conventional weapons — guns, explosives and 
chemical and biological agents. The agencies involved include External Affairs, 
the RCMP, Revenue Canada, the Department of National Defence and CSIS. 
CSIS provides intelligence on illicit transfers as part of its duties under sections 2 
and 12 of the CSIS Act. 


We found no evidence that CSIS was negligent in its investigations. Nor did we 
find any indication that CSIS was unable to carry out its intelligence function 
with respect to technology transfers. 


* Co-ordinating Committee for Multilateral Export Controls. This international body limits the 
flow of military and “dual use” technology to Soviet Bloc and other states. 
> Dave Todd, The Ottawa Citizen, November 21, 1990, p. Al. 


Analysis and Production Branch (RAP) 


In our previous annual reports, we noted that the Analysis and Production Branch 
(RAP) had not yet received a full complement of staff. In 1990-91, all positions 
were filled and overall intelligence production increased by approximately 30 per 
cent. 


(a) Strategic Analysis 


In previous years we criticized CSIS for not putting enough emphasis on strategic 
analysis. In fiscal year 1990-91, the Service introduced a new format of reporting 
intelligence: CSIS Studies. CSIS Studies are longer, more in-depth and longer 
term analyses than the CSIS Reports. CSIS Reports are the primary means of 
disseminating advice to Government from the Analysis and Production Branch 
(RAP). In general, CSIS Studies represent the work of senior strategic specialists 
in RAP who, during their research, have amassed considerable knowledge about 
the Middle East, the Soviet Union and the former East Bloc countries. This new 
format represents a valuable addition to the efforts of the Service to provide long- 
range, strategic analysis. 


The Branch has produced two classified studies dealing with changes in the Soviet 
Union. The reader will not find in these studies the operational information usu- 
ally distributed by the Service. The product is similar to what one finds in special- 
ized open literature such as International Security and Foreign Affairs. 


The Analysis and Production Branch also published eight issues of Commentary 
during the fiscal year. This unclassified publication addresses broad concepts and 
strategic situations. We commend RAP for these publications and hope they will 
receive wide distribution. The topics covered in Commentary are: 


1. Gorbachev’s Manifesto; 

. KGB Glasnost: Soviet Press Interviews with KGB Officials; 

. Mikhail Gorbachev: Reformer, Revolutionary or Reactionary?; 
. Future of ex-Eastern Bloc Intelligence Personnel; 

. De Klerk and “Law and Order” in South Africa; 

. Historical and Cultural Dimensions to the Gulf Crisis of 1990; 
. Variants of Violence in South Africa; and 

. Post-war Iraq, Gulf Security and a “New World Order”. 
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(b) Gulf Crisis 


RAP contributed to Service efforts during the Gulf crisis by issuing several intelli- 
gence summaries. These addressed the crisis from different perspectives: evalua- 
tions of terrorist activities in Canada and abroad, intelligence activities, and the 
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geostrategic situation. We were pleased to note the timely production of these 
summaries. 


(c) Science and Technology 


In the 1989-90 fiscal year, the majority of RAP’s consumers asked for more infor- 
mation on science and technology. This year, RAP increased its production of 
CSIS Reports on science and technology by 40 per cent. In our opinion, the intelli- 
gence products have increased in their relevance and their depth of analysis. 


(d) East Bloc 


We took RAP to task last year for the delay we perceived in the intelligence prod- 
ucts of the Branch in assessing the rapid and unexpected political developments in 
Eastern Europe. The CSJS Reports did catch up to the remarkable changes in the 
East Bloc. 


(e) Executive Intelligence Production Committee 


Two years ago we expressed serious concern that the Executive Intelligence Pro- 
duction Committee (Executive IPC) rarely met. The Executive IPC is responsible 
for providing overall direction to RAP. During the 1990-91 fiscal year, the Execu- 
tive IPC met six times, a substantial improvement. 


(f) Clients and Operational Branches 


We take a special interest in the requests RAP receives from clients for special 
reports. Most of these requests are channelled through the Interdepartmental 
Intelligence Advisory Committee or through senior management in the Service. 
Issues such as domestic terrorism, Middle East developments and conflicts in Cen- 
tral Asia represent a cross-section of the requests received by RAP. We will report 
on a forthcoming client survey in our next annual report. 


Cooperation between RAP and its sister operational branches in the Service is cru- 
cial for maintaining the quality of intelligence products and advice to Government. 
We note that an arrangement was completed between RAP and the Counter-Ter- 
rorism Branch to expedite the approval process for intelligence reports. 


Campus Operations 


Last November, the Committee met with representatives of the Canadian Asso- 
ciation of University Teachers (CAUT). SIRC members at the meeting explained 
that the Committee shared many CAUT concerns and had already conducted 
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studies on some of the issues CAUT raised. Committee members noted, for exam- 
ple, that in 1989-90 the Committee did three studies touching on campus opera- 
tions. 


This fiscal year, the Committee studied a potential blind spot in its earlier studies 
— investigations, not necessarily occurring on campus, but involving academic 
employees. ; 


One goal of the study was to determine if CSIS was conducting intrusive investi- 
gations on campus that were not permitted by the Ministerial direction, “Security 
Investigations on University Campuses”. We found that the Service was not. In 
general, CSIS investigations on campuses were not numerous. Where investiga- 
tions did occur, CSIS took care to avoid reporting on academic activities. 


Another goal of our study was to examine any effect of CSIS activities on the free 
exchange of ideas. We found no evidence of any direct effect. However, in one 
case we concluded that the focus of investigations pertaining to paragraph 2(b) 
targets might have strayed from “foreign influence” to legitimate political activi- 
ties. We understand that CSIS has taken measures to focus more precisely on the 
foreign influenced activities of targets. 


We briefly examined less intrusive investigative activities — in particular, inter- 
views by CSIS officers on campus. There is at present no means of identifying all 
such interviews (we have recommended a logging system for such visits). Those 
interviews we reviewed, however, were not part of broader investigations, and all 
“investigations” were brief, often involving only a single interview. 


Our study reassured us. Investigations on campus are limited. There is no indica- 
tion of general surveillance. We will continue to keep a close eye on campus opera- 
tions approved under Ministerial direction and on any campus activity we encoun- 
ter elsewhere. We also hope to begin an annual audit of on-campus interviews. 


Files 


(a) File Management 


In fiscal year 1990-91, CSIS reviewed 271,914 files, destroyed over 200,000 of 
them and has sent several thousand files of historical value to the National 
Archives of Canada. Access to 24,612 files is restricted while they await review. 
Special procedures are in place to ensure that senior management approval is 
obtained before intelligence officers are permitted to review the restricted 
material. 
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In 1990-91, CSIS opened nearly 130,000 new files. The vast majority are screen- 
ing files. These pertain to immigration, citizenship, Government checks, and 
checks for foreign agencies. 


(b) The Special Case of Files Inherited from the RCMP Security Service 


In 1984, CSIS inherited 510,000 files from the RCMP. CSIS established a unit to 
review the files and destroy information not meeting the requirements of sections 2 
and 12 of the CSZS Act. To date, slightly more than half of the 510,000 files have 
been reviewed. Of these, 93 per cent have been destroyed, almost five per cent 
transferred to National Archives and less than two per cent retained. 


In his report on the management by CSIS of information inherited from the 
RCMP Security Service, the Inspector General revealed several deficiencies in 
policies and procedures. These included the absence of documented standards 
which would lead to consistency in identifying and disposing of information about 
matters that did not fall within the mandate of CSIS. As well, at the time of the 
Inspector General’s review, a substantial number of unreviewed files were access- 
ible to CSIS personnel, even though the files may have contained information 
which could not have been collected lawfully under the Act. Though some controls 
existed on the use of inherited hard copy files, they were weak. For computer files, 
no specific controls existed. 


Despite concerns about some aspects of the management of inherited files, the 
Inspector General was generally satisfied with the progress made by CSIS in 
reviewing and disposing of the files. As well, he was generally satisfied with the 
review and disposal process itself. He concluded that controls over the storage, 
handling and incineration of files destined for destruction were sound. This conclu- 
sion was consistent with our findings in our previous reports. 


(c) The Counter-Subversion Residue: An Update 


In last year’s annual report, we recommended that CSIS continue to reduce the 
number of active files in the counter-subversion residue. The residue consists of 
files on the investigations of groups and individuals under section 12 and para- 
graph 2(d) of the CSIS Act. 


Most of these investigations were first conducted by the RCMP Security Service. 
They were also investigated by the former Counter-Subversion Branch of CSIS. A 
special passive level of investigation was developed for these targets. The Analysis 
and Production Branch (RAP) was given the responsibility to monitor the residue 
at that low level of investigation. RAP would also alert the operational branches of 
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the Service if the threat to national security arising from these targets increased 
and thus fell within their respective mandates. 


Our review showed that the special passive level of investigation did not work. We 
recommended that the files representing suspected threats that were properly 
documented be given to the CI and CT Branches. The recommendation sought to 
end “targeting by category”. 


At a press conference following the tabling of our annual report last year, the 
Director of CSIS announced that the Service was reviewing the residue files (there 
were 1,416 of them®). Months later, the number in the residue had been reduced 
to 562. The other 854 files of the 1,416 total were disposed of according to CSIS 
and National Archives requirements. 


We have learned that a special task force in Records Management evaluated the 
remaining 562 files. The task force review followed new criteria set by the opera- 
tional branches of the Service and by RAP itself. All 562 files were ultimately 
selected for disposal. 


If selected for disposal, files are returned to Records Management for reclassifica- 
tion to other file categories, transferred to the National Archives or destroyed. 
When destruction is chosen, hard copies are physically destroyed and computer 
copies are erased from the computer data base. 


We will continue to monitor the residue program. 


Internal Security 


In May, 1991, the Solicitor General confirmed that an ex-RCMP officer was 
investigated in the 1980s as a suspected Soviet agent. The Committee reviewed 
this case almost a year ago. Both the investigation by the Solicitor General and 
our own investigation were inconclusive. Too much time had passed, and the 
individual in question had died. The Committee has decided to examine CSIS 
internal security measures further. 


6 Last year we used the CSIS estimate of 1,400 files. 
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4. Review of CSIS Activities Regarding 
Native Canadians 


Introduction 


In October, 1990, the Committee reviewed the activities of CSIS in relation to 
native Canadians. The review covered the period from March, 1989 to July, 1990, 
when the violence began at Oka. The review followed an earlier Committee review 
of the “native extremism” investigation undertaken by the Service in late 1988 
and early 1989. We report the conclusions of our reviews here. 


SIRC Review of the CSIS “Native Extremism” Investigation (December, 1988 to 
March, 1989) 


One-and-a-half years before the Oka incidents, on December 14, 1988, the Service 
approved a nation-wide investigation into “native extremism”. The investigation 
was non-intrusive. The object was to prepare a detailed assessment of any poten- 
tial threat to the federal government. CSIS stated that it would immediately end 
the investigation if it found no threat. 


The targeting authorization in this case allowed the regions to interview persons 
who may have had pertinent information. However, CSIS Headquarters did not 
allow the field to use intrusive methods of investigation. 


CSIS interviewed police and Government officials. It did not use its most intrusive 
powers, nor did it conduct community interviews. Service analysts reviewed news- 
paper articles and selected documents from Government agencies. 


During this national investigation, CSIS requested little information from the 
RCMP through the primary liaison channel established for that purpose. We were 
told that, in large part, the RCMP viewed the incidents as criminal and not 
related to security. Our review of Headquarters and regional documents con- 
firmed that this was the RCMP position. 


However, some information was provided to the Service both at the regional and 
Headquarters levels. Our review revealed that the Service sought details about 
events which may have been related to national security. Under its mandate con- 
tained in paragraph 2(b) of the CSIS Act, the Service also examined possible for- 
eign involvement. 


The Service gave the Government its assessment of radical native activities. The 
advice dealt with issues such as the potential for violence. 


The Committee’s review of CSIS activities concluded that the inquiry was non- 
intrusive. We did not detect any Service improprieties. Our review of documents 
from this period revealed no evidence of political violence posing a threat to 
national security. Specifically, the Committee report on the CSIS “native extrem- 
ism” investigation stated that: 
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1. the targeting decision was in compliance with CSIS policy; 

2. there was a basis for investigation under paragraph 2(c) of the CSIS Act; 
3. the investigation was broadly-based, even though the violent and criminal 
activities were confined to a few reserves; 

4. the investigation was non-intrusive — a “fact finding” exercise; 

5. gaps in the intelligence available to the Service resulted in a general rather 
than a focused targeting authorization; and 

6. even though the Director was aware of this broad investigation, CSIS 
should have sought approval from the targeting committee chaired by the 
Director. 


Second SIRC Review (March, 1989 to July, 1990) 


Violence and threatened violence in native communities characterized the period 
between March, 1989 and July, 1990 — the period immediately following the 
CSIS “native extremism” investigation. Also evident was violence (though largely 
threatened) towards non-native society. These incidents occurred mostly on a few 
reserves in Ontario and Quebec. 


The Committee authorized its research staff to examine CSIS activities during 
this period. The review focused on three broad questions: 


1. Did the Service receive information which showed a serious or potentially 
serious threat to national security from extremist elements in native com- 
munities? 

2. Were CSIS activities within the law and were they based on reasonable 
grounds about the potential threat posed by extremist elements in native com- 
munities? 

3. Based on the available information and intelligence, did the Government of 
Canada receive notification of any potential threat from extremist elements in 
native communities? 


The Committee found no evidence of information collection or the use of intrusive 
measures. Interviews and documents revealed that CSIS senior management con- 
sidered the violent events involving native Canadians during 1989 and prior to the 
1990 Oka confrontation to be outside the mandate of the Service. 


We noted one case where a CSIS regional office requested Headquarters permis- 
sion to forward intelligence data collected during the 1988-89 CSIS “native 
extremism” investigation to a unit in the RCMP. However, we concluded that 
both CSIS and the RCMP generally viewed native incidents during the review 
period as criminal activities that were not related to threats to the security of 
Canada. 
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The documents the Committee examined during its second review revealed mini- 
mal interaction about native activities between CSIS and other Government 
departments and agencies. However, we were told that there was considerable 
interaction between the police and certain other Government agencies. A mass of 
information was exchanged among Government departments and agencies, but 
CSIS was not a party to these exchanges; they did not pertain to threats to the 
security of Canada. 


CSIS advice to Government was largely based on the “native extremism” investi- 
gation. The Service focused on whether native actions presented a security threat 
to Canada. It is worth noting that the CSIS analysis was a general overview. It 
contained few, if any, details which would interest a law enforcement agency. 


CSIS did not seek targeting authorization because it suspected no threat to 
national security. The Committee was told that the Government received a contin- 
uous flow of information on native activities. Indeed, departments received a sur- 
feit of material from the agencies on the scene. CSIS was generally not a contribu- 
tor to this information flow. 


Committee Comments and Conclusions about the “Native Extremism” Investiga- 
tion and Subsequent CSIS Activities 


(i) General Conclusions 


The Committee believes that the Service conducted a restrained and appropriate 
investigation between December, 1988 and March, 1989 — the “native extrem- 
ism” investigation — into the possibility of threats to national security arising 
from native Canadian grievances. 


After the Service presented its conclusions to the Government in mid-1989, a ser- 
ies of violent events occurred. The Government viewed this violence as criminal in 
nature. CSIS does not have a mandate to investigate or concern itself with crimi- 
nal activities, even when those activities give rise to widespread violence. 


(ii) Specific Conclusions 


1. Between March, 1989 and July, 1990, the Service was not in receipt of reli- 
able information that there were reasonable grounds to suspect a serious or 
potentially serious threat to national security from extremist elements in 
native communities; 

2. CSIS activities were within the law, Ministerial direction and CSIS policy; 
3. In 1989, the Government received information from CSIS about the poten- 
tial threat from extremist elements in native communities. The information 
was derived largely from the “native extremism” investigation. 
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5. Security Screening 


The Security Screening Branch of CSIS is responsible for carrying out investiga- 
tions and responding to Government requests for screening for security clearances, 
immigration and citizenship. For two years, beginning in 1989, the Security 
Screening Branch was given the highest priority for receiving developmental 
resources. By the fall of 1991, the Service will have upgraded its automated infor- 
mation system, which is dedicated solely to security screening. 


Role of the Service in Security Screening 


The Service provides a security screening service to Government institutions under 
the Government Security Policy (GSP). Clearances may be needed for public sec- 
tor employees or for private sector contractors. CSIS performs this function for all 
departments and Government institutions except the RCMP and the Department 
of National Defence. 


Many Government employees require only a “reliability assessment”. Some, how- 
ever, may also require a security clearance. If so, the employee’s department or 
agency must perform a basic or enhanced reliability assessment before requesting 
a security assessment from CSIS. As soon as the person is “administratively” 
granted basic or enhanced reliability status, the departmental security officer 
sends CSIS the request for a security assessment. 


Security Clearances 


The CSIS security assessment consists of an assessment of a person’s loyalty to 
Canada and his or her reliability as it relates to loyalty. CSIS then recommends 
granting or denying a specific level of security clearance. 


In performing security assessments, CSIS is not concerned about reliability in the 
sense of an individual’s good or bad work habits. Section 2 of the CSZS Act defines 
a security assessment in part as an appraisal of /Joyalty to Canada. Section 2 there- 
fore envisages an appraisal of the reliability of a person only as that reliability 
relates to loyalty. 


Distinguishing between reliability that is relevant to loyalty and that which is not 
can be exceedingly difficult. Financial pressures, for example, may affect a 
person’s reliability. However, this is not always so. If they do affect reliability, the 
Service must in turn judge whether this will have an impact on his or her loyalty. 
It must judge whether certain features of character may make an individual vul- 
nerable to coercion to act to Canada’s detriment. Also, the Service tries to deter- 
mine whether the individual will engage in activities representing a threat to the 
security of Canada. 


The different types and levels of screening and the levels of access they permit are 
shown in Table 2. 


Table 2. Types of Personnel Screening 


Screening Type Level Information or Asset Access 


Reliability Check Basic Non classified or non designated 
Enhanced Designated 


Security Assessment Level I Confidential 


Site Access (Airports, Restricted 
Work Site or Facilities Programs) 


Level II Secret 


Level III Top Secret (10 year history) 
Special Access (20 year history) 


A special simplified Level I (Confidential) clearance was introduced as part of the 
Airport Restricted Area Access Clearance Program (ARAACP) implemented in 
1987. The Service performed checks on the subject and spouse only, looked back 
only 5 years and did no out-of-country checks. In each of the three years of the 
program’s operation, CSIS received about 30,000 requests for ARAACP clear- 
ances. 


On February 9, 1990, the Federal Court ruled the ARAACP program illegal after 
a union challenged its validity. Madame Justice Reed ruled that the Minister of 
Transport did not have sufficient delegated authority under the Aeronautics Act 
to implement the program. 


CSIS immediately halted all activity on the ARAACP. On February 15, 1990, 
Cabinet, by Governor-in-Council decision, authorized resumption of the program. 
The necessary legislative changes to the Aeronautics Act followed. 


Section 42 of the CSIS Act gives public servants and those contracting directly 
with the Government a recourse to SIRC if they are denied a security clearance. 
Persons employed by contracting companies, such as those under the ARAACP 
program, have no such right. The lack of a right to complain to SIRC for non-gov- 
ernmental employees (and candidates) and persons not in a direct contractual 
relationship with the Government constitutes a great injustice. (See chapter 8 for 
a more detailed discussion of this problem.) 
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Delays 


CSIS turnaround time for security screening requests has improved noticeably. 
Significantly greater automation has been one reason. In addition, Government 
institutions are now required to perform some duties, such as processing finger- 
print checks through the RCMP, before sending requests to CSIS. Also, since 
Level I and II clearances now remain in effect for ten years, not five, renewal 
requests have been halved. CSIS believes that it will meet its goals in fiscal year 
1991-92. 


Table 3. Mean Turnaround Time (calendar days) 1989-1991 


1989-1990 1990-1991 CSIS Goals 
Level I 110 25 30 
Level II 110 65 30 
Level III 200 198 120 


During fiscal year 1990-91, the Service received approximately 65,000 requests 
for Levels I, II and III security assessments. For Levels I and II, where no traces 
of negative information are uncovered from an indices check, the Service issues a 
standard form indicating the Service’s recommendation to grant a clearance at the 
level requested, and lists the checks on which the assessment is based. 


Since September, 1990 and January, 1991 respectively, the Service has issued only 
a recommendation for Level III clearances involving 10-year background checks 
and Level III clearances involving 20-year background checks. In the past, it had 
routinely provided information briefs. The Service defines information briefs as 
detailed security assessments sent to a department or federal institution and which 
contain information deemed to have a potential impact on the security status of an 
individual. Information briefs are recommendations that a security clearance be 
granted. Rejection briefs are recommendations that a person not be granted the 
level of security clearance requested. The information contained in information 
briefs addresses loyalty to Canada and, as it relates thereto, the reliability of an 
individual, or any relevant matter uncovered during verifications and investiga- 
tions. 


This new regime of recommendations instead of information briefs does not apply, 
however, to requests from External Affairs, the Communications Security Estab- 
lishment and CSIS. For these institutions, any trace of potentially negative infor- 
mation continues to be reported in an information brief. 


Sil 


CSIS issued 703 information briefs in the 1990-91 fiscal year. Of these, 229 were 
Levels I, IJ or III briefs containing adverse information. CSIS issued only one 
rejection brief during the period. 


We. examined the information and rejection briefs issued to institutions accounting 
together for about 95 per cent of the screening requests handled by CSIS. We 
reviewed all briefs sent to the following institutions between April, 1989 and 
December, 1990: 


External Affairs 

Public Works 

Employment and Immigration 
CSIS 

Finance/Treasury Board 
Justice 

Communications 
Revenue/Taxation 
Revenue/Customs and Excise 
Privy Council Office. 


We found that departments remain reluctant to provide CSIS with information 
about certain reliability issues that need to be addressed when determining basic 
or enhanced reliability status, even though the Government Security Policy (GSP) 
clearly sets out the obligation to do so. Government institutions must transmit a 
record of decision about any reliability issues that have been decided in favour of 
the individual. CSIS therefore often rediscovers negative information already 
known to department officials because the departments have not provided this 
information to CSIS in the first place. This causes unnecessary delays. In such 
instances, the Service puts the investigation on hold. It advises the department of 
the reliability issues uncovered and requests a decision from the department. 


If the department, while fully aware of these reliability concerns, still wants to 
proceed with the security clearance, CSIS will proceed with its assessment. How- 
ever, it will place less emphasis on the reliability issues that it discussed with the 
department. The security assessment will be affected if, and only if, this negative 
information can be linked to loyalty to Canada and the reliability of the individual 
as it relates to loyalty. 


One concern we raise about this process is that negative information uncovered by 
CSIS could be used by departments to circumvent the complaint process provided 
by section 42 of the CSIS Act. However, the GSP should prevent this from hap- 
pening. The GSP states that “if an individual has been granted basic or enhanced 
reliability status and adverse information is uncovered as a result of a check not 
authorized for reliability the decision on reliability status is not to be reversed”. 
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Table 4 contains a slightly modified version of the relevant GSP document show- 
ing the responsibilities of CSIS and the departments requesting security assess- 
ments. 


The security assessments we reviewed normally contained a CSIS recommenda- 
tion about granting or denying a security clearance. The briefs appeared to con- 
tain objective and fair assessments. They also identified adequate grounds for 
drawing certain conclusions. Finally, the briefs highlighted the subtleties of decid- 
ing whether adverse characteristics affecting reliability also relate to the person’s 
loyalty to Canada. 


Most evident to us was that the Service adopts an extremely strict interpretation 
of the criteria that it must apply when doing security assessments. We believe that 
this strict interpretation is a response to a Ministerial direction of June 28, 1989. 
The direction requires the Director to approve all recommendations to deny a 
security clearance. Advice from CSIS Legal Services might also have had an 
impact. 
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Immigration Screening 


Sections 14 and 15 of the CSJS Act authorize CSIS to investigate and provide 
advice to the Minister of Employment and Immigration about prospective immi- 
grants. The advice given by the Service relates to the security rejection criteria 
contained in paragraphs 19(1)(e), (f) and (g) of the Immigration Act. On average, 
CSIS takes 90 calendar days to perform the security screening of an immigrant. 


External Affairs, Employment and Immigration, the RCMP, and CSIS conducted 
a pilot project to streamline immigration processing outside Canada (“profiling”). 
The experiment was successful, and the profiling program has been in operation in 
all posts abroad since June 1, 1991. 


All the departments involved understand that “profiling” is an exercise in risk 
management. They accept it as offering the best balance between satisfying secu- 
rity screening interests and meeting immigration goals quickly and efficiently. 


The new program entails a shift to visa officers of responsibilities previously 
shared by CSIS and the RCMP. Visa officers (Social Affairs Officers) are 
employed by External Affairs. Their duties include issuing visas and selecting 
immigrants under the Immigration Act. CSIS and the RCMP are providing them 
with profiles and interview guidelines. We will closely monitor the progress of the 
project. 


With the implementation of the profiling program, visa officers now have the pri- 


mary responsibility for initial security and criminality screening. This should per- 
mit CSIS to concentrate on higher risk cases. 
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6. Domestic Terrorism 


Background 


The Committee examined Service operations conducted under section 12 and 
paragraphs 2(b) and (c) of the CSZS Act against persons engaged in politically 
motivated violence within Canada. We specifically reviewed the CSIS investiga- 
tions of national security threats from racist extremists and single issue political 
violence. 


Racist extremists are committed to using violence to achieve their political objec- 
tives. In single issue political violence, persons or groups focus on a single, highly 
controversial issue. They are prepared to engage in serious political violence to 
attain their goals. The Service labels the activities of racist extremists and those of 
groups involved in single issue political violence as “domestic terrorism”. 


The Domestic Terrorism Program 


Since 1984, many aspects of CSIS domestic terrorism operations have changed. 
Until 1988, the Counter-Terrorism and Counter-Subversion Branches shared 
responsibility for domestic terrorism investigations. In 1988, the Counter-Subver- 
sion Branch was disbanded. All domestic terrorism cases were transferred to the 
Counter-Terrorism Branch. 


In counter-terrorism activities, targets can change frequently in response to new 
developments at home and abroad. In domestic terrorism, however, targets have 
remained somewhat static until recently. 


Our Review of CSIS Investigations 


We reviewed current and recent CSIS investigations, focusing on racist extremists 
and single issue political violence. 


(a) Racist Extremists 


Racist extremist groups in Canada have not always been highly organized. How- 
ever, they share a common philosophy which involves an irrational fear or hatred 
of minority groups. To further their cause, they capitalize on a range of the 
public’s fears about immigration, constitutional issues, native land claims and the 
stagnating economy. 


We looked at whether the federal government should consider the investigation of 
these groups as solely a criminal matter. This is admittedly a “grey” area for an 
intelligence agency. The efforts of police and the Service may overlap and they 
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may sometimes have the potential to jeopardize each other’s operations. We con- 
cluded that there is a limited role for CSIS, but that its role must be circum- 
scribed by well-defined criteria. 


CSIS efforts in the past have enabled it to advise the Government about the 
threats posed by such extremist groups in this country. Our review showed that the 
Service has engaged in an effective investigation of racist extremists. The Service 
has shifted its attention from people who exhibit little propensity for violence and 
has instead concentrated on the most potentially violent groups. 


We have concerns about the length of three investigations. These three represent a 
small minority of the cases we examined. In two of the three cases, the Service 
started investigating individuals who had previously been targeted by the RCMP 
Security Service. Our review of the files from recent years did not substantiate the 
continuation of targeting. During our review, the Counter-Terrorism Branch 
dropped two of the three investigations we were concerned about and reduced the 
intensity of its investigation of the third target. 


(b) Single Issue Political Violence 


Towards the end of the 1980’s, a series of acts of violence and mischief occurred. 
These were related to political objectives. To evaluate the extent of the threat of 
domestic terrorism and to determine the relationship between certain acts of vio- 
lence and possible political objectives of the perpetrators, the Service conducted 
several non-intrusive investigations. The investigators were limited to the collec- 
tion of open source information and liaison with several police forces. In two inves- 
tigations, both recently terminated, CSIS monitored the activities of potentially 
violent figures. 


We also reviewed a case where the Service targeted a person who had engaged in 
political violence decades ago. The Service justified its decision by stating that the 
individual still advocated violence to achieve a political objective. CSIS targeted 
the individual at the highest level of investigation for several years. 


The files showed, after two years of investigation, that the individual had become 
isolated from the milieu which he sought to mobilize for violent action, and had 
lost all credibility there. The investigation then continued for two more years. 
Although we had reservations about the length of the investigation, we believe on 
balance that the Service acted reasonably at the time. 


In view of the concerns we identified in these single issue political violence investi- 
gations, we were pleased to see that the Service had ended them all by early 1991. 
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Conclusion 


The interpretation by CSIS of the “threat or use of acts of serious violence against 
persons or property” for political purposes (paragraph 2(c)) sometimes did not 
seem to correspond to the nature of the information which the Service collected. 
We concluded that the Service did not operate beyond its mandate, but we also 
found that a few investigations may have been unduly lengthy in that they con- 
tinued in the absence of discernible threats to national security. Again, these cases 
did not represent the majority. 


We are satisfied that CSIS is now more focused and selective than in the past in 
deciding on domestic terrorism targets. 
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7. Three Case Studies 


The Association of New Canadians 


On December 18, 1990, The Fifth Estate aired a program on Bulgarian refugees 
in Newfoundland. The program reported that the then Executive Director of the 
Association of New Canadians (ANC), a refugee settlement group, had provided 
CSIS with information. The reporter alleged that the Executive Director had 
breached the trust of the refugees by helping CSIS. 


The ANC was formed in 1979 to deal with Vietnamese “boat people”. It is a pri- 
vate concern, a non-governmental organization, but is largely funded by the fed- 
eral and provincial governments. The ANC looks after most needs of refugees 
landing in Newfoundland. At one point in 1990, the ANC was dealing with 2,600 
persons. Everyone was scrambling, including refugee lawyers and CSIS, to deal 
with this extraordinary influx. 


We found that ANC employees had given CSIS the current addresses of refugees 
— probably about 80 to 100. In a few instances, employees had provided informa- 
tion that they felt had national security implications. In some instances, they had 
also phoned CSIS at the behest of fearful refugee clients. We do not know in all 
cases what information was exchanged, because CSIS did not document all 
exchanges. 


Some ANC employees felt that, because they were funded by the Government, 
they were obliged to provide information to CSIS. Others in the community, how- 
ever, felt that the ANC’s sole obligation was to its clientele. 


Our review did not determine whether a breach of trust had occurred. We did say 
that CSIS was party to a perceived breach of trust. A climate of distrust had been 
created, and rumours were circulating. To the extent possible, we investigated the 
rumours and any possible inappropriate acts by the Service. We found no impro- 
prieties by CSIS. We also found that CSIS and ANC employees had acted with- 
out malice. 


The Committee believes that there is nothing improper about the Service accept- 
ing volunteered information. Nor is it improper for Canadians to volunteer infor- 
mation. To be accepted and retained, however, the information must meet the 
tests of sections 2 and 12 of the CSIS Act. 


We explored the issue of CSIS using information that has been obtained in actual 
or possible situations of trust. The Committee believes that CSIS cannot be 
expected to investigate the origins of all information. When the information comes 
from a confidential source, however, the Service has additional obligations flowing 
from its relationship with the source. In principle, information that may have been 
obtained in trust is not sacrosanct. Still, the Service should carefully weigh the 
threat it is investigating against the potential detriment caused by accepting confi- 
dential information. 
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Victor Ostrovsky 


During September 1990, headlines appeared when Canadian-born author Victor 
Ostrovsky told the media that he had been visited at his home near Ottawa by 
agents of Israel’s foreign intelligence agency, the Mossad. Mr. Ostrovsky stated 
that Mossad officers demanded he stop the release of his book, By Way of Decep- 
tion, which allegedly reveals the activities of the Israeli agency.' We reviewed the 
affair, and now consider the matter closed. 


Mohammed Al Mashat 


The immigration to Canada of Iraq’s ex-ambassador to the United States, 
Mohammed Al Mashat, gave rise to much public speculation about the role of 
CSIS. We investigated and sent a complete report of our findings to the Solicitor 
General under section 54 of the CSIS Act. 


We found that on February 28, 1991, CSIS attended a Defectors Committee 
meeting chaired by External Affairs. CSIS was asked if Al Mashat would be of 
any intelligence value to Canada. CSIS contacted allied agencies and conducted 
its own evaluation. The next day, March 1, 1991, CSIS told the Committee that 
Al Mashat was of no intelligence value to Canada. The Defectors Committee 
decided that Al Mashat probably did not qualify as a defector. 


On March 4, 1991, Al Mashat contacted the Canadian Embassy in Vienna to ask 
for an immigrant visa to Canada. CSIS then conducted the security check that is 
used for certain categories of potential immigrants. CSIS contacted several allied 
agencies and conducted a further evaluation of Al Mashat’s history and activities. 
CSIS also arranged for a CSIS officer to interview Al Mashat in Vienna on 
March 5, 1991. 


On March 13, 1991, CSIS informed the immigration officer in Vienna that CSIS 
had no evidence on which to base a recommendation under paragraphs 19(1)(e), 
(f) or (g) of the Immigration Act for rejecting Al Mashat as an immigrant. On 
March 28, 1991, the Canadian Embassy in Vienna issued visas to Al Mashat and 
his wife. 


When CSIS is asked by Employment and Immigration Canada to conduct a secu- 
rity check on a potential immigrant, it usually takes about 90 days to complete the 
task. Al Mashat’s check took much less time. There are good reasons for this. 
First, Al Mashat was well-known. It took no time in Canada or abroad to verify 
his identity. Also, rumours about his possible defection, though not specifically to 
Canada, had been circulating in European capitals for some time. This consider- 
ably speeded responses to CSIS queries. Finally, because of the Gulf War and 


' The Ottawa Citizen, September 8, 1990. 
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related threats of terrorism, CSIS was completely up to date on the status of Iraqi 
expatriates. In fact, Canada had only recently expelled several Iraqi diplomats. 


Although the security check was completed more quickly than usual, we believe 
that CSIS acted responsibly and professionally. CSIS made no deals with foreign 
agencies or governments, and it had no interest of its own in ensuring Al Mashat’s 
speedy entry into Canada. The speed of the security check was not the result of 
using special or unusual methods. It was the understandable consequence of 
unusually rapid responses from allied agencies and the up-to-date knowledge of 
CSIS itself. 
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8. Complaints 


Complaints in 1990-91 


During the 1990-91 fiscal year, we received 35 new complaints, five fewer than the 
year before. As Table 5 shows, most (32) were made under section 41 of the CSIS 
Act — complaints about “any act or thing done by the Service”. The Committee 
has not yet resolved four of the complaints; they have been carried over to 1991- 
92. 


Table 5. Complaints Record, April 1, 1990 to March 31, 1991 


New Carried Closed Carried 
Complaints over in over 
from 1990-91 to 
1989-90 1991-92 
Security 
Clearances 3 6 5 0 
CSIS 1 0 1 0 
DND 2 6 8 0 
Citizenship 0 0 0 0 
Immigration 0 0 0 0 
Human rights 0 0 0 0 
Section 41 32 0 28 4 
Total 35 6 a7 4 


There has been a significant drop in complaints from persons refused a security 
clearance by the Department of National Defence (DND). In fiscal year 1989-90, 
we received ten complaints; in 1990-91, we received only two. Furthermore, our 
preliminary investigation showed that DND did not deny any security clearances 
in 1990-91. The two complainants had been refused contract extensions because 
administrative reorganization and technological change had resulted in their posi- 
tions being abolished. 


We have in the past strongly criticized DND’s tendency to confuse concerns about 
reliability with concerns about national security. We have also criticized its will- 
ingness to base conclusions on inadequate evidence and to place undue emphasis 
on sexual orientation. Accordingly, we could not ignore the reduction of com- 
plaints involving DND. A number of factors could have contributed to a reduction 
in complaints to us: 


e low attrition rates and force reductions leading to a low intake of new recruits 
into the Canadian Forces; 


+ the implementation of the reliability screening process within the Department 
(this process is also discussed in Chapter 5); 
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e changes in departmental personnel policies; and 


e the impact of the recommendations of the Honourable René Marin in his 
report, External Review of the Canadian Forces Special Investigation Unit. 
The recommendations of Judge Marin undoubtedly provided considerable 
assistance in instituting more effective checks and balances in the security 
screening process. 


A working group consisting of representatives from DND and other investigative 
bodies (CSIS and RCMP), in conjunction with Treasury Board, is still working on 
the establishment of clear standards with respect to investigation and related deci- 
sions. We understand that the working group has not yet presented its findings 
and recommendations to the Department of National Defence. 


Only one new security clearance complaint involved CSIS. A preliminary investi- 
gation showed that no decision about granting a security clearance had yet been 
made. The delay in granting the clearance was caused by delays within Govern- 
ment, and not through any action or inaction by CSIS. 


Accordingly, the three complaints about security clearances proved without foun- 
dation. Chapter 5 offers a more in-depth look at the role of CSIS in departmental 
decisions to grant or refuse security clearances. 


As with the last two fiscal years, we received no complaints in 1990-91 about 
refusals of citizenship or rejections of persons as inadmissible under the Immigra- 
tion Act. 


De eee ee eee 


Table 6. Cases Reviewed by the Committee, All Categories, 1984-1991 


EU —_—_ 


Recommendation Recommendation 


Not Accepted by Not Accepted 
Categories Received Supported Supported* Departments by Departments 
a ee 2 8 ee i a ee 
Section 41 179 2 177 2 0 
Section 42 102 2 79 19 AS 
Immigration 10 l 9 1 0 
Citizenship 12 6 6 6 0 
Human Rights** 3 0 3 0 0 
Total 306 32 274 28 4 


eee 


* “Not Supported” includes all cases which fell outside the Committee's jurisdiction. 
** Referrals from the Canadian Human Rights Commission. 
*** All are still before the courts on appeal. 
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Redress for Denial of Security Clearance 


Section 42 of the CSIS Act allows some Canadians or landed immigrants who are 
denied a security clearance to complain about the denial to us. Others have no 
right to complain to the Committee.' For example, persons working on the “air 
side” of Canadian airports require a security clearance. Yet they have no right of 
complaint to us under the CSJS Act if they are denied a security clearance and 
lose employment opportunities. 


This differential treatment is unwarranted and unfair. The denial of a security 
clearance greatly reduces employment opportunities, both in the public and pri- 
vate sectors — hence, the importance of a complaints mechanism for all such deni- 
als. 


In our submission to the Thacker Committee, we argued that no category of 
Canadians or landed immigrants should lack the right to complain to SIRC about 
the denial of a security clearance. Unfortunately, the Government has decided not 
to amend the Act to correct this deficiency. 


To reduce the unfairness of the present provisions of the Act, Cabinet should 
instruct all departments and agencies to treat any denial of a security clearance 
fairly and equitably. Each person should be informed of a denial of security clear- 
ance within ten days of the denial. The person should also be informed that he or 
she has the right to complain to SIRC. Such a policy would give anyone denied a 
security clearance the right to have a third party — this Committee — fully inves- 
tigate the denial. 


' For a more complete description of this situation, see Security Intelligence Review Committee, 
Amending the CSIS Act: Proposals for the Special Committee of the House of Commons 1989 
(1989) at pp. 10-12. 


47 


9. Inside CSIS 


Polygraph Testing 


CSIS polygraph examinations fall into two general categories — recruit screening 
and operations. 


Since our 1985-86 Annual Report, we have inveighed against the use of the poly- 
graph by CSIS to screen potential employees and test the loyalty of serving 
employees. We have noted the absence of generally accepted scientific studies 
establishing the validity of polygraph examinations in mass employment and secu- 
rity screening programs. We have pointed out that many defenders of the device 
admit an error rate of ten per cent or more. 


We observed the lack of confidence in the use of the polygraph in security screen- 
ing of the British Psychological Association and the American Psychological Asso- 
ciation. Most courts in Canada have ruled against admitting polygraph evidence. 
The United Kingdom decided not to introduce the polygraph due to problems of 
inaccuracy and unreliability. The Government of Ontario prohibits such tests in 
personnel screening. 


We acknowledge that CSIS has reduced the scope of its polygraph program. Par- 
ticipation is voluntary. The polygraph is used only to assess loyalty, not lifestyle 
issues. For those who wish to join CSIS, however, the polygraph is a mandatory 
part of the screening process. 


The Service states that the polygraph examination is only one of a series of assess- 
ment procedures and is never the determining factor. Our position remains that 
CSIS is likely to give polygraph results more weight than they deserve. Based on 
the test results for recruit screening, however, we are unable to draw firm conclu- 
sions about the importance actually attributed by the Service to polygraph data. 


Last year we were told that the Service had hired an external consultant to evalu- 
ate the CSIS polygraph program. We thought this an excellent idea. The Service 
had tested employees for some years, and a considerable data base existed for 
evaluation. 


Late in fiscal year 1990-91 we received the consultant’s report. The report sur- 
prised us. If the consultant evaluated the test data, the results were not described 
in the classified report we received. The report acknowledged the absence of stand- 
ards or criteria covering the use of the polygraph on applicants. Much of the 
report centred on a Department of Justice review of issues pertaining to the 
Canadian Charter of Rights and Freedoms. The report then proposed standards 
for polygraph administration to meet the legal requirements. 


The consultant’s report offered no evaluation as such of polygraph examinations 
as part of the security screening process. There was no evaluation of the polygraph 
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test results collected by the Service. Alternatives to polygraph testing were not dis- 
cussed. We can only conclude that the terms of reference prevented a rigorous 
evaluation of the use of the polygraph as a general employment screening mech- 
anism. 


SIRC has for six years stressed that CSIS should abandon polygraph testing. We 
believe that the polygraph should no longer be used for general screening pur- 
poses. SIRC will continue to press this view publicly. Neither CSIS nor the Solici- 
tor General have advanced any compelling arguments refuting our position on the 
abolition.of polygraph screening. 


Finances 


One issue raised in Parliament and by the media is the growth in CSIS funding. 
The total of Main Estimates and Supplementary Estimates, approved by Parlia- 
ment, look like this: 


Total Estimates (in thousands) 


1985-86 $115,908 
1986-87 $132,844 
1987-88 $136,861 
1988-89 SIS7852 
1989-90 $165,417 
1990-91 $205,325 
1991-92 $213,951 (Main Estimates only) 


Funding requirements for 1990-91 and 1991-92 have grown significantly over the 
1989-90 funding level — about 25 per cent. A large portion of this growth, over 
$15 million per year, is attributable to capital construction — facilities to house 
the Service, including its computers. There are certain other reasons for the 
increases that we cannot discuss, except to say that they do not represent higher 
operational costs and are not linked to an increase in the level of CSIS investiga- 
tions. 


Fiscal year 1985-86 was a transition year. From 1986-87 to 1991-92, funding 
jumped by over $80 million. Some of this increase (estimated conservatively at 
$25 million) is related to inflation. Some relates to the recommendations of the 
independent Advisory Team (the Osbaldeston Committee), and some to Govern- 
ment-wide initiatives, such as increased airport security. 
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10. Inside SIRC 


Staying in Touch 


On February 14, 1991, we held a seminar in Vancouver. We invited academics, 
lawyers and other experts to exchange views on “CSIS After the Thacker Com- 
mittee Report: Where to From Here?”. We are grateful to those who spent the 
day with us to discuss this issue. Their names are listed in Appendix C. 


On January 23, 1991, the Chairman, Mr. John Bassett, spoke in Toronto to the 
Institute of Corporate Directors in Canada. Ms. Paule Gauthier addressed the 
New Brunswick Branch of the Canadian Bar Association on February 2, 1991, 
and Mr. Saul Cherniack spoke to a meeting of Saskatchewan Provincial Judges on 
May 30, 1991. 


Accounting to Parliament 


We appeared before the House of Commons Standing Committee on Justice and 
Solicitor General on June 4, 1991, to answer questions on a variety of issues. We 
were asked specifically about relations between CSIS and other domestic and for- 
eign agencies and whether CSIS has “tasked” any agency with which it does not 
have a memorandum of understanding. Concern was expressed in particular about 
information passing from CSE, an agency with no statutory mandate, to CSIS. 
We explained that we were awaiting a report from the Inspector General on the 
relationship between CSIS and CSE (We reported the Inspector General’s find- 
ings in Chapter 2.). 


Spending 


Our 1990-91 budget is set out in Table 7. At $1,505,000, it represents an increase 
of 7.6 per cent from actual spending of $1,399,000 in 1989-90. The increase was 
largely due to the addition of research positions. Our 1991-92 estimate of 
$1,568,000 represents an increase of 4.2 per cent over the 1990-91 budget. 


During the 1990-91 fiscal year, our budget was reduced by $25,000 as a contribu- 
tion to the financing of the Gulf War. In addition, we handed back $43,000 to the 
Government due to a surplus. Accordingly, of our planned 1990-91 budget of 
$1,505,000, we returned a total of $68,000 to the Government. 


a 


Table 7. SIRC Budget 1990-91 


Personnel $728,000 
Salaries and wages $630,000 
Contributions to employee benefit plans $98,000 
Goods and services $768,000 
Professional and special services $611,000 
Other $157,000 
Total operating expenditures $1,496,000 
Capital expenditures $9,000 
Total $1,505,000 


Source: 1991-92 Estimates, Part III, figure 7 


Personnel 


The Committee has a staff of fourteen: the Executive Director handles the day-to- 
day operations of the office; the Senior Complaints Officer handles complaints 
and ministerial reports; the Director of Research (Counter-Terrorism), the Direc- 
tor of Research (Counter-Intelligence) and four Research Officers; an Executive 
Assistant co-ordinates activities on behalf of the Chairman, conducts all media 
liaison, co-ordinates the production of the annual report, and undertakes research 
projects; an administrative officer who is also the Committee registrar for hear- 
ings; and an administrative support staff of four. 


At its monthly meetings the Committee decides the research and other activities it 
wishes to pursue and sets priorities for the staff. 
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A. SIRC Reports and Studies since 1984 


(Section 54 reports — special reports the Committee makes to the Minister — are 
indicated with an asterisk) 


Eighteen Months after Separation: An Assessment of CSIS’ Approach to Staff- 
ing Training and Related Issues, April 1986 (139 pages/SECRET) * 


Report on a Review of Security Screening for Applicants and Employees of the 
Federal Public Service, May 1986 (SECRET) * 


Ottawa Airport Security Alert, March 1987 (SECRET) * 


The Security and Intelligence Network in the Government of Canada: A Descrip- 
tion, January 1987 (61 pages/SECRET) * 


Report to the Solicitor General of Canada Concerning CSIS’ Performance of its 
Functions, May 1987 (SECRET) * 


Closing the Gaps: Official Languages and Staff Relations in the CSIS, June 1987 
(60 pages/UNCLASSIFIED) * 


Counter- Subversion: SIRC Staff Report, August 1987 (350 pages/SECRET) 
SIRC Report on Immigration Screening, January 1988 (32 pages/SECRET) * 


Report to the Solicitor General of Canada on CSIS’ Use of Its Investigative Pow- 
ers with Respect to the Labour Movement, March 1988 (18 pages/PUBLIC VER- 
SION) * 


The Intelligence Assessment Branch: A SIRC Review of the Production Process, 
September 1988 (80+ pages/SECRET) * 


SIRC Review of the Counter-Terrorism Program in the CSIS, November 1988 
(300+ pages/TOP SECRET) * 


Report to the Solicitor General of Canada on Protecting Scientific and 
Technological Assets in Canada: The Role of CSIS, April 1989 (35-40 
pages/SECRET) * 


SIRC Report on CSIS Activities Regarding the Canadian Peace Movement, June 
1989 (540 pages/SECRET) * 


A Review of CSIS Policy and Practices Relating to Unauthorized Disclosures of 
Classified Information, August 1989 (SECRET) * 


Report to the Solicitor General of Canada on Citizenship/Third Party Informa- 
tion, September 1989 (SECRET) * 


Amending the CSIS Act: Proposals for the Special Committee of the House of 
Commons, September 1989 (UNCLASSIFIED) 
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Supplement to SIRC Report on Immigration Screening (January 1988), Novem- 
ber 1989 (SECRET) * 


A Review of the Counter-Intelligence Program in the CSIS, November 1989 (700 
pages/TOP SECRET) * 


SIRC Report on the Innu Interview and the Native Extremism Investigation, 
November 1989 (SECRET) * 


Section 2(d) Targets — A SIRC Study of the Counter-Subversion Branch Resi- 
due, September 1990 (SECRET) 


Domestic Exchanges of Information, September 1990 (SECRET) * 


Regional Studies (six studies relating to one region), October 1990 (TOP 
SECRET) 


Investigations, Source Tasking and Information Reporting on 2(b) Targets, 
November 1990 (TOP SECRET) 


Security investigations on University Campuses, February 1991 (TOP 
SECRET) * 


Release of Information to Foreign Agencies, January 1991 (TOP SECRET) * 


CSIS Activities Regarding Native Canadians — A SIRC Review, January 1991 
(SECRET) i 


Report on Multiple Targeting, February 1991 (SECRET) 


Review of the Investigation of Bull, Space Research Corporation and Iraq, May 
1991 (SECRET) 


Report on Al Mashat’s Immigration to Canada, May 1991 (SECRET) * 
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B. Complaints Case Histories 


Following are brief outlines of complaints on which SIRC reached decisions in 
1990-91. Complaints that were withdrawn or resolved before the Committee com- 
pleted its investigations, or that were beyond the Committee’s jurisdiction, are not 
reviewed here. 


Department of National Defence (DND) — Case 1 


The individual complained about the Department’s denial of any level of security 
clearance. In March, 1987, the complainant had graduated first in the class and 
was promoted to the rank of Second Lieutenant. In May 1987, the complainant 
received a Level III security clearance. From November, 1987 to May, 1988, the 
complainant was enrolled in Basic Security Officer Training, and again graduated 
first in the class. 


The complainant was to be promoted on graduation from security training in 
May, 1988. In June, 1988, the complainant was assigned to the Central Detach- 
ment of the Special Investigation Unit (SIU) of the Military Police. When the 
complainant received the promotion message, she was the subject of an SIU inves- 
tigation initiated in May, 1988. The promotion was consequently held in abey- 
ance. 


The SIU was investigating allegations that the complainant was engaged in a 
homosexual liaison. The decision to deny any level of security clearance was made 
in April, 1989. The complainant submitted her complaint to the Committee in 
August, 1989. 


The Department challenged the Committee’s jurisdiction to hear the case. DND 
counsel argued that the Committee could investigate complaints as long as the loss 
of a security clearance was the only reason for any action taken, such as dismissal, 
demotion or transfer. The Department argued that the complainant’s homosexual- 
ity brought her within the “Canadian Forces Interim Policy CFAO 19-20”, which 
permits administrative release. 


An “administrative release” requires either an acknowledgment that a member is 
a homosexual, or that DND considers the member to be a homosexual; and that 
the member desires to be released, or the member does not object to being released 
according to the Regulations. If the member does not agree to be released, the 
member will be retained with career restrictions (no promotion, no career 
courses). 


On October 24, 1989, the Chairman of the Committee rendered a decision that 
the Committee had jurisdiction to investigate. DND applied to the Trial Division 
of the Federal Court to prevent the Committee from investigating the complaint. 
On March 30, 1990, Mr. Justice Cullen dismissed DND’s application and decided 
that the Committee had jurisdiction to investigate: 
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What is quite clear however is that a decision was made to transfer [the 
complainant] from a sensitive post calling for a high security clearance 
to one where a lesser degree of security clearance was required. I agree 
with counsel for the respondent . . . that Section 42(1) of the Canadian 
Security Intelligence Service Act, has only 2 requirements, namely a 
decision be made to dismiss or transfer, and by reason only of a denial of 
a security clearance. The document — Change of Circumstances leaves 
no room for doubt that security clearance was the basis for the transfer 
to another job. 


Also SIRC, following the procedures outlined in the Act determined it 
had jurisdiction. I cannot find any error in law, or that the decision was 
so patently unreasonable that gives the Court authority to sign an Order 
prohibiting the review. 


The Committee accordingly investigated. The Committee rendered a report 
recommending that the complainant be granted a Top Secret security clearance 
retroactive to April 17, 1989, and that her employment be reinstated. 


Not believing that the Committee had the mandate or the authority to decide the 
constitutional validity of departmental policies bearing on the security clearance 
cases coming before the Committee, the presiding member commented that, in the 
Committee’s opinion, such a policy was inconsistent with the Constitution Act, 
1982, as it violated subsection 15(1) of the Charter. 


On August 24, 1990, the Minister of National Defence asked the Federal Court to 
review the Committee’s report. The case has not yet been heard. 


Department of National Defence — Case 2 


The complainant had allegedly been involved in a theft. As a result, the Depart- 
ment reduced the complainant’s security clearance from Level III (Top Secret) to 
Level II (Secret). The complainant contended that the reduction in his security 
clearance had resulted in his being denied a transfer in that he could not attend a 
year-long career course in the United States. 


The Department argued that the change in security clearance level had not caused 
the complainant to be “dismissed, demoted or denied a promotion”, as would be 
required before he could complain under section 42 of the CSIS Act. In fact, only 
three months after the downgrading in security clearance, the individual was pro- 
moted. However, the reduction in security clearance level meant the complainant 
was not qualified for approximately 80 per cent of the positions available at his 
rank. 


The Committee concluded that it could not offer appropriate redress for persons 
denied a security clearance if it interpreted the word “transfer” in section 42 as 
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did DND. The presiding Committee member took into consideration Blacks Law 
Dictionary, the American Heritage Dictionary of the English Language and the 
Shorter Oxford English Dictionary. The member also considered the rules for 
interpreting statutes, the object and purpose of the review mechanism of the CSIS 
Act and the effect of the change in the complainant’s security clearance level. The 
presiding member concluded that the Committee had jurisdiction to investigate 
the complaint. 


The presiding member further concluded that it was not the Committee’s role to 
decide whether the complainant was guilty of a charge for which he had received a 
court discharge. The important issue was to assess whether the complainant was a 
security risk. 


The Committee concluded that DND could not have been convinced that the com- 
plainant was truly a security risk. The downgrading of the individual’s security 
clearance from Level III (Top Secret) to Level II (Secret) with a provision that 
the individual would soon have his Level III clearance restored was accompanied 
by a promotion, three months after the downgrading. The presiding member con- 
cluded that the downgrading constituted more of a slap on the wrist than a true 
response to concerns about national security. A recommendation that the Level III 
security clearance be restored to the complainant was issued. 


DND accepted our recommendation. 


Department of National Defence — Case 3 


DND notified the complainant that his Level II (Secret) security clearance for 
employment with the Canadian Forces was being denied and that a review would 
not be conducted until 24 months had passed. The Department felt that the com- 
plainant was not reliable because he used drugs and was dishonest in not admitting 
this. 


The Committee investigated and found that the complainant’s late admission to 
using drugs, and the extent of the use, clearly indicated some dishonesty. This 
raised questions of reliability as it related to loyalty. 


The complainant accepted that the Department’s decision to deny a Level II secu- 
rity clearance was correct at the time. He maintained that a review of that deci- 
sion was nonetheless warranted because he had changed for the better. 

The Committee saw clear indications of a change in lifestyle. Accordingly, it 
recommended reducing the length of time that must pass before a review of the 
denial of the clearance. 


DND accepted our recommendation. 
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C. Vancouver Seminar (February 14, 1991) 


On February 14, 1991, the lawyers and scholars listed here accepted the Commit- 
tee’s invitation to attend a seminar on “CSIS After the Thacker Committee 
Report: Where to From Here?”. They did so without fee. The Committee is grate- 
ful to them for their contribution to its thinking on the topics discussed. 


Professor Phillip Bryden 
Faculty of Law 

University of British Columbia 
Vancouver 


Michael De Rosenroll 
Assistant Inspector General 
Ottawa 


Robert A. Edwards, Q.C. 
Assistant Deputy Minister 
Ministry of the Attorney General 
Victoria 


George Gould 
Barrister and Solicitor 
Vancouver 


Mark Hillford 
Barrister and Solicitor 
Vancouver 


Art Lee 
Barrister and Solicitor 
Vancouver 


Professor Murray Rankin 
Faculty of Law 
University of Victoria 
Victoria 


Don Stewart 
MacLeod’s Books 
Vancouver 


Maurice Tugwell 
President 
Mackenzie Institute 
Toronto 


Karen Busby 

Assistant Professor 
Faculty of Law 
University of Manitoba 
Winnipeg 


Stuart Farson 
Ganges 
BG: 


Georges A. Goyer 
Barrister and Solicitor 
Vancouver 


Ted Hughes 
B.C. Police Commission 
Victoria 


Craig Patterson 
Barrister and Solicitor 
Vancouver 


Professor Patrick Smith 
Department of Political Science 
Simon Fraser University 
Burnaby 


James D. Taylor, Q.C. 
Office of the Crown Counsel 
Nanaimo 


John Westwood 
B.C. Civil Liberties Association 
Vancouver 
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D. SIRC Counsel 


Because investigating and hearing complaints inevitably calls for the examination 
of much classified information, Committee counsel need security clearance. To 
permit immediate action on complaints, the Committee has a panel of lawyers, 
listed here, with Level III (Top Secret) clearance, from which it selects its counsel. 


Gina S. Brannan, Toronto 
Pierre-C. Gagnon, Quebec City 
Gordon Hilliker, Vancouver 
Robert E. Houston, Q.C., Ottawa 
Jack R. London, Q.C., Winnipeg 


Robert W. MacQuarrie, Q.C., 
Ottawa 


Mel Myers, Q.C., Winnipeg 
Christopher J. Roper, Toronto 

Perry W. Schulman, Q.C., Winnipeg 
Jacques Shore, Ottawa 

Leslie Vandor, Ottawa 

Grant Kenneth Weaver, Vancouver 


David L. Zifkin, Toronto 


George T.H. Cooper, Q.C., Halifax 
Edward L. Gladu, Q.C., Ottawa 
William G. Horton, Toronto 

John B. Laskin, Toronto 

Allan Lutfy, Q.C., Ottawa 


Eva E. Marszewski, Toronto 


Simon Noel, Hull 

Mary E. Saunders, Vancouver 
Graham W.S. Scott, Q.C., Toronto 
John M. Sibley, Toronto 

J. Peter Vice, Q.C., Ottawa 

Alan Whiteley, Toronto 
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E. SIRC Staff Directory 


Following is a directory of the SIRC staff as of August 31, 1991, when this report 
went to the printers. 


Maurice Archdeacon, Executive Director... (613)990-6839 
ici Cuter RENIÉT SCCLCLATY ames eu. Weal aoe ape eon, 990-8442 
Maurice M. Klein, Director of Research 
RG OU DLC CEEORISI) esr eo cre eet eer sk 990-8445 
IAB Cau City I es CAC OCT PR wines wena ih ones 990-8051 
Joan Keane, Research Officer .......... RY ARAN RTE RA Rta, Me nee 990-8443 
John M. Smith, Director of Research 
MGC OUITter=IntcligenCe ke mis ase cen are ee, 991-9111 
Piicnelbaquetmescareh Olnicer sc ccs0n3. sees tenet o eens 990-8051 
Elaine Grant, Research Officer ..................... Fie ATOR em eee ae 991-9112 
Byivia MacKenzie, senior Complaints Officer 2.0 e 993-4263 
einircuviaione, Executive Assistant 11.4.4 ccc oss ies aden cesses 990-6319 
Madeleine DeCarufel, Administration Officer & Registrar............. 990-8052 
DONEC ALON CCOLGS: Oli ICO hawt gene elt eee. 990-6838 
oscimvViacDow Records leks) ee eve tee sn ee eee 998-5258 
Di TICMROUSSCL SSCOTCUALY «ie Geo OU ewan hy tie aera Res, on. 990-8441 
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Tableau 4. Processus du filtrage de sécurité du personnel 


Responsabilités de l'institution Responsabilités du SCRS 
a __  _——_— ———__ eee eee eee 
Premier contrôle Premier contrôle et mise à jour 
RE ne, 
Renseignements Études et Vérification Vérification Vérification Vérification Vérification Vérification Vérification Entrevue 
personnels expériences des données du nomet des de la de l'attitude des fichiers des 10 dernières du sujet 
professionnelles d'emploi et du casier empreintes solvabilité de la personne du SCRS années ou 
de références judiciaire digitales jusqu'à l'âge 

de 16 ans 

(selon la 

première 

de ses éventua- 
lités) 

Fiabilité 
de base X xX X x! x? 
approfondie X X X X x2.34,5 xe 
Cote de 
sécurité 
Niveau | 7 7 7 x x23,5 x Avec motif x Avec motif Projet pilote 
Niveau 2 if 7 7 XS X Avec motif x Avec motif Projet pilote 
Niveau 3* fl 7 7 x) X x8 X xe Projet pilote 


' Optionnelle, sauf s’il s’agit d’une condition préalable à l’attribution d’une habilitation de sécurité. 

Peut être requise si la vérification nominale du dossier révèle l’existence possible d’un dossier judiciaire. 

? Optionnelle. 

Pour les “fonctionnaires en poste”, peut être remplacée, à la discrétion de l’administrateur général, par la 

vérification nominale du dossier judiciaire. 

> Dans le cas d’une mise à jour, la vérification initiale des empreintes peut être remplacée par la vérification 
nominale du dossier judiciaire. 

$_ Seulement lorsque les fonctions ou les tâches à remplir l’exigent. 

La cote de fiabilité de base ou approfondie doit être attribuée avant qu’on puisse demander une cote de sécu- 

rité. 

Obligatoire s’il s’agit du premier contrôle de sécurité; nécessite un motif dans le cas d’une mise à jour. 

L'enquête devrait porter sur les 10 dernières années au moins, avant d’attribuer une cote de niveau III, et les 

20 dernières années ou jusqu’à l’âge de 16 ans (selon la première de ces éventualités) si la personne doit avoir 

accès à un matériel spécial en vertu d’ententes internationales. 
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The Security Intelligence Review Committee at a Glance 


The Security Intelligence Review Committee (called ‘‘SIRC’’ or ‘‘the Committee’’ in this 
report) acts as the eyes of the public and Parliament on the Canadian Security Intelligence 
Service. 


The Canadian Security Intelligence Service (CSIS) is a federal government agency created 
in 1984 by the Canadian Security Intelligence Service Act (the CSIS Act). CSIS 
investigates terrorists, agents of hostile intelligence services and others whose activities 
may be a ‘‘threat to the security of Canada’’. CSIS must protect its sources and methods. 
Much of its work must therefore remain secret. This makes it difficult for politicians and 
the Canadian public to ensure that CSIS operations are effective and that at the same time 
CSIS respects the rights and freedoms of Canadians. To remedy these problems, the same 
law that created CSIS created SIRC. 


The Committee is independent of the Government. The Canadian Security Intelligence 
Service Act provides that its five members are appointed by the Governor in Council after 
consultation among the leaders of all parties having more than twelve members in the 
House of Commons. Individuals may be appointed to the Committee only if they are 
already Privy Councillors or are appointed to the Privy Council for that purpose by the 
Governor General. 


To the extent that national security permits, the Committee reports to Parliament through 
its annual reports. These are available to the public. They constitute a ‘report card’’ on 
CSIS operations that would otherwise not be allowed to come under public scrutiny 
because of national security considerations. 


The Committee also has the power to investigate complaints relating to CSIS. First, it can 
investigate complaints by a person about ‘‘any act or thing’? done by CSIS. It is not 
necessary that the person complaining be personally affected by what CSIS did. Second, 
the Committee can review certain denials of security clearances affecting federal 
government employees or job applicants or persons who seek to sell goods or services to 
the federal government under contract. In a related vein, it can also review adverse 
security findings that would affect a person’s right to immigrate to Canada or obtain 
Canadian citizenship. If the Committee finds a complaint justified, it recommends a 
remedy. 


1. Introduction 


The SIRC Mandate 


_ At approximately the same time as this report is being made public, the Review Committee 


will be coming to the end of its eighth year as the ‘‘watchdog’’ of CSIS. We think it would 
be appropriate, therefore, to review progress over the last few years and to publicly explain 
our interpretation of our mandate and our philosophy in carrying it out. 


We can define our role in one pithy if somewhat ungrammatical sentence: 
To ensure that CSIS does things right and does the right things. 


In the early years of this Committee’s mandate, CSIS acted to a great extent as if it were 
simply a continuation of the RCMP Security Service. Despite public assertions to the 
contrary, SIRC found that most CSIS targets, policies, and procedures were virtually 
unchanged from those of the Security Service, and that CSIS’ preferred source of recruits 
was still the RCMP. It took over three years for this state of affairs to change significantly. 


Those who have followed the progress of CSIS with interest have seen our Annual Reports 
change from being compendiums of direct and implied criticism, in the early years, to 
being much more supportive accounts of CSIS’ activities in recent years. 


This progressive but clear-cut change in the tone and substance of our Annual Reports 
simply reflects the fact that CSIS is now virtually a new organization, hardly recognizable 
any more as the direct descendant of the Security Service of the RCMP. 


The number and type of CSIS targets, the rigorous justification required before anyone or 
any group is designated as a target, the lucidity, logic, and balance of warrant affidavits 
submitted to the Federal Court, and the tone and content of reports by Intelligence Officers 
on targets’ files have all changed significantly for the better. 


Security considerations sometimes make it difficult for us to provide enough details of 
CSIS activities in our Annual Reports. We have the same difficulty as the Rt. Hon. Lord 
Justice Lloyd, the Commissioner who reviews MI-5 in England. He expresses our problem 
exactly when he says in his annual report: 


The task of reassuring the public would have been easier if I could publish 
everything. . . . I could then give chapter and verse. But for obvious reasons I 
cannot do that. I can only attempt to reassure in general terms. 


As last year’s report, and this one, demonstrate, we still have criticisms to make. Some we 
make publicly. Others, because of the nature of CSIS’ work, we make privately to the 
Director and the Minister. But our criticisms are no longer based upon strong and 
fundamental disagreements with the CSIS view of the world. They are far more the results 


of differences of opinion regarding the day-to-day implementation of CSIS policies than, 
as in the past, our opposition to those policies themselves. 


CSIS might have moved in the right direction even if SIRC had never been created, but 
we believe that the Committee’s public (and strong private) criticism of CSIS policies and 
procedures from 1984 to 1988 led to many of the most substantive changes in the Service’s 
policies and practices. 


We believe that CSIS management intends to work strictly within the letter and the spirit 
of the CSIS Act and Ministerial direction. However, the very fact that SIRC exists and that 
it reviews the activities of CSIS incessantly has an added salutary effect on the way the 
Service views each and every operation it undertakes. We have found, as we conduct our 
audit and review function from year to year, that our questions often lead to changes in 
CSIS activities even before we complete our final reports. 


We believe that if SIRC and CSIS management have fulfilled their respective roles in a 
reasonably competent fashion over the last eight years, then it follows that the Service 
should, by now, be operating in a legal, ethical, and appropriate manner. And, generally, 
we find this to be the case; though, as mentioned earlier, we still have criticisms to make 
and improvements to suggest. 


Continued vigilance by management, however, as Well as the continued presence of SIRC 
(or some other similar body) is essential if Canadians wish to be sure that CSIS never 
again reverts to the habits that seem to plague, time and time again, every secret agency 
that does not have an effective external review process. 


Complaints 


The second principal role of this Committee is to deal with complaints from Canadians or | 
legal residents, and to respond to reports from Ministers in immigration and citizenship | 
cases involving security or criminal concerns. 


Complaints about the denial of security clearances have declined from a flood in 1985 to 
a tiny trickle this year. We hope that this has something to do with Parliament’s 
establishment of SIRC as an avenue for the appeal of such denials, but, whatever the 
reason, the change is welcome. Far fewer Canadians now find their careers arrested and 
their lives disrupted by the denial of a security clearance. 


The attention given the Supreme Court decision in Thomson (see Chapter 6 for details) put 
this improvement in some jeopardy. As Mr. Justice Cory stated for the majority: 


The Committee’s recommendation constitutes a report put forward as something 
worthy of acceptance. It serves to ensure the accuracy of the information on which 
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the Deputy Minister makes the decision, and it gives the Deputy Minister a second 
opinion to consider. 


This means that potential complainants have to consider the fact that the emotional and 
financial costs of an appeal to SIRC could prove to be valueless even if the Committee 
came down strongly on the side of the complainant; the final decision being in the hands 
of the person who had decided to deny the complainant a security clearance in the first 
place. 


Because we were very concerned that the ‘‘appeal’’ mechanism established by Parliament 
could now be seen as less worthwhile by persons denied a security clearance, we made a 
proposal to the Solicitor General of Canada which would have improved the situation 
without recourse to the best solution of all: an amendment to the Act. Our proposal is 
included as Appendix F to this report. 


The Solicitor General’s response to our proposal and the Chairman’s acknowledgement are 
attached as Appendix G to this report. Clearly, the Minister’s response does not go very 
far in providing the remedy we proposed. We acknowledge the Minister’ s proposal, and 
we certainly hope that the consultation process, and the requirement to inform us of the 
final decision, will be implemented with the full intention by all parties to provide the 
fairest possible result to the individuals concerned. In particular, we trust that the Deputy 
Minister’s advice to us will include the basis for the decision not to accept our recommen- 
dation. 


The End of the Cold War 


Finally, one of our priorities over the next few years will be to ensure, on behalf of 
Parliament and the Canadian people, that CSIS is ‘‘doing the right things”. 


The end of the Cold War has removed much of the enormous threat that has hung over us 
_ for forty years. The threat of conventional or nuclear war with the Warsaw Pact has now 
almost entirely disappeared. Bureaucracies in such circumstances tend to seek other goals. 
We do not assert that CSIS is doing this now and, in any case, there is still a dangerous 
terrorist threat to guard against in the modern world. In March 1992, the Director 
established a task force to conduct a fundamental review of the mandate of CSIS (see 
Chapter 9 for details). We have been asking questions of CSIS for the past 18 months and 
we will carefully examine its conclusions about its revised role in a changed world. 


2. Air india 


At 07:14 am. GMT on June 23, 1985 Air India flight 182 from Montreal to London 
crashed into the sea off the coast of Ireland with the loss of all 329 persons on board, most 
of whom were Canadians. On October 4, 1991, the Committee announced that with the 
agreement and support of the Minister of Justice and the Solicitor General, we would 
proceed with our own review into CSIS activities before and after the crash. This study has 
been ongoing since that time and we will shortly submit a detailed section 54 report to the 
Solicitor General. 


Our report is a long one and much of its content must remain classified. This chapter sets 
out, to the extent possible, our principal findings and conclusions. 


(a) The Objectives and Our Methods 


Despite the failure to date, to find any physical or other evidence to confirm the exact 
cause of the disaster, we undertook our study on the assumption that the aircraft was 
destroyed by an explosive device placed on board the aircraft at some time while it was 
in Canada. On the basis of the information we have seen, we believe that our assumption 
is reasonable; as is our other assumption that the disaster was a consequence of the ongoing 
dispute between Sikh extremists and the Government of India over the establishment of an 
independent Sikh country in what is now the Indian State of Punjab. 


Our objective was to learn what information CSIS possessed about any threats of terrorist 
action against Air India or other Indian interests in or relating to Canada prior to June 23, 
1985, and whether it fulfilled its mandate to investigate such threats and to advise the 
appropriate government and law-enforcement agencies in a timely and comprehensive way. 


We also wished to learn whether CSIS assisted government and law enforcement agencies 
by providing, to the extent possible under its mandate as an intelligence gathering 
organization, all information and intelligence in its possession relevant to the criminal 
investigation of the disaster. As an adjunct to our primary objectives, we wanted to 
determine whether CSIS complied with all policies relating to the collection and retention 
or erasure of audiotapes. Also, we reviewed whether CSIS policies or prevailing practices 
governing the collection and processing of those audiotapes ensured that all information 
relevant to the disaster was evaluated for its intelligence value or its significance for any 
criminal activity and that no valuable information was lost. 


As a final objective, we sought to determine if CSIS had any information or intelligence 
pointing to the involvement of any agency or representative of a foreign government being 
implicated in the destruction of the aircraft. 


We reviewed many thousands of CSIS documents as part of this inquiry. We also 
conducted interviews of numerous personnel who were involved in the CSIS activities 
relating to the investigation of Sikh extremism before and after the disaster. We met with 
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representatives of the families of the victims and officials of the World Sikh Organization 
and we invited them to make any presentation they wished regarding the disaster and its 
investigation. 


Our inquiry was naturally restricted to the activities of CSIS in the matter, as we are not 
permitted under our mandate to pursue inquiries into the activities of other agencies 
responsible for the protection of civil aviation in this country or with the investigation of 
the disaster after the fact. The fact that this review is directed only at CSIS, therefore, 
should not be given any other interpretation. 


Notwithstanding that our mandate is restricted to CSIS, the Commissioner of the RCMP 
kindly responded in a full and frank way to our request for a briefing on a number of 
issues relating to our inquiry. Our requests to the Force for information have similarly been 
acted upon. We have had to be particularly careful in this chapter to avoid any reference 
to matters the disclosure of which could jeopardize the still active RCMP investigation of , 
the disaster. The eet of Justice also provided us with a useful briefing in response 
to our questions. 


(b) CSIS Investigation Prior to the Disaster 


Prior to June 1984, isolated acts of violence associated with Sikh protests against perceived 
injustices by the Indian Government caused little real concern to the police and security 
agencies here and the investigation of any threat from Sikh extremism was given a low 
priority. In June 1984, however, the Indian Government’s occupation of the Sikh Golden 
Temple at Amritsar aroused fears of a major violent reaction from the Sikh community in — 
Canada. These initial fears were allayed when it became apparent that the vast majority of 
Sikhs, while shocked and outraged, limited themselves to lawful demonstrations. 


Small groups of hard-core Sikh militants were emerging in Canada and elsewhere, and the 
threat of violent acts by them was one of the first concerns to be faced by CSIS when it 
was established in July of 1984. Compared to some other, more recently active and 
dangerous terrorist groups at the time, the threat was not a major one and we found that 
the resources applied by CSIS to Sikh extremism were very limited and the priority for 
investigation remained low. CSIS investigators had not acquired a comprehensive 
understanding of Sikh extremism and its objectives. 


By the Fall of 1984, CSIS had identified several of these extremist groups in Canada. 
These organizations had small followings in British Columbia and in southwestern Ontario, 
as well as elsewhere in Canada. Targeting authority was issued and principal members of 
the organizations were identified and actively investigated. Up until the time of the disaster, 
CSIS issued numerous threat assessments to the RCMP and other government agencies 
indicating a high level of threat from Sikh extremists. These assessments, while accurately 
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reflecting the information in the possession of CSIS, provided little intelligence on the 
nature and form that any threat activity might take. 


Following the assassination of Indian Prime Minister Indira Gandhi at the end of October 
1984, CSIS was further concerned that serious violence would erupt between the Hindu and 
Sikh communities in Canada, but this never materialized. 


With the approach of the first anniversary of the assault on the Golden Temple and the 
planned visit of Rajiv Gandhi to the United States in early June 1985, CSIS intensified its 
investigative efforts, although no significant additional resources were applied to the 
targets. A plot to assassinate Rajiv Gandhi was uncovered in the United States just prior 
to his visit there and the persons arrested were linked to members of one of the Sikh 
extremist groups in Canada. 


. Despite initial fears, however, both the anniversary of the Golden Temple assault and the 
visit of Rajiv Gandhi passed without significant incident. Although CSIS still considered 
the threat to Indian interests in Canada from Sikh extremists to be high, some of the serious 
concerns of the previous month were lessened when Rajiv Gandhi safely departed from the 
United States. Just seven days later, Air India Flight 182 was destroyed. 


(c) What Happened? 


At 6:19 a.m. GMT on June 23, 1985, a piece of luggage being transferred from CP Flight 
003 to an Air India flight at Narita Airport in Japan exploded in a baggage cart, killing two 
baggage handlers. Less than one hour later, Air India Flight 182 crashed into the sea off 
the coast of Ireland. 


In the subsequent criminal investigation, attention centred on information pointing to the 
fact that on June 22, 1985, baggage had been deposited at Vancouver International Airport 
_for two persons, both identified as M. Singh and L. Singh. One of these was to travel to 
Narita Airport in Tokyo by CP Air Flight 003, while the other was to travel to Toronto via 
CP Air Flight 060 where he would transfer to the Air India Flight 182. Investigation 
revealed that neither passenger occupied the seat allocated to him and there is no record 
that either boarded his flight. The unaccompanied baggage of these two individuals was 
loaded onto the flights, however, and it is assumed that the bag bound for Toronto was 
transferred to the Air India aircraft. 


(d) What Did CSIS Know? 


_We examined all of the information CSIS had in its possession prior to the disaster that 
related to the investigation of possible Sikh extremist violence, particularly in the British 


Columbia Region, and we also interviewed investigators and supervisors directly involved 
in the investigation. 


The principal concern in the weeks preceding the disaster was for the safety of Rajiv 
Gandhi in the United States and the safety of Indian diplomats and missions in Canada. 
What information there was relating to threats to Air India seemed to focus on the 
possibility of hijacking or direct assault rather than bombing. 


At the beginning of June 1985, CSIS placed a leader of a Sikh extremist group, who was 
later to become one of the principal suspects in the case, under physical surveillance. The 
Service continued to monitor his movements until June 17, 1985. The Prime Minister of 
India had departed from the United States on the day before. 


The intelligence that CSIS possessed about the Sikh extremists prior to the disaster 
consisted mostly of information derived from the technical (discussed below) and physical , 
surveillance of this one target; reports from friendly intelligence agencies; and warnings 
from the Indian Government. CSIS knew quite a lot about the identities and movements 
of the extremist groups and their members but to that time, little about their intentions or 
their potential for terrorist activity in Canada. | 


We could find no information that specifically pointed to an attack being planned against 
the Air India operations other than in some warnings originating from the Government of 
India (discussed below). We did, however, see CSIS reports emanating from some sources 
in early June 1985 that something big or spectacular was about to happen. CSIS used these 
reports to prepare a general threat assessment on June 18, 1985 which was comprehensive 
and which included information on several disturbing developments in Sikh extremist 
activity. Perhaps reflecting the dearth of intelligence in the area, however, the assessment 
provided little intelligence on the strength and capability for terrorist action of the hardcore 
extremists, or on the range of their possible targets. 


One event that subsequently added a significant perspective to these reports occurred on 
June 4, 1985. Physical surveillance of the principal Sikh extremist target, revealed that he | 
travelled from the B.C. mainland to Vancouver Island and met with Inderjit Singh Reyat, 
later to be convicted of offences related to the bomb explosion at Narita Airport. The two, 
accompanied by another person, then drove to a remote area and conducted what was at 
first believed by the surveillant to have been a one-shot discharge of a rifle. 


CSIS investigators advised the RCMP of the event on the following day. It was only after 
the disaster, however, that a careful search of the area by the RCMP revealed evidence of 
an apparent test detonation of an explosive device having occurred at the site. We saw no 
document indicating that CSIS had conducted any immediate and comprehensive analysis 
of this and other information in an attempt to assess the capabilities and intentions of the 
two individuals. 


. Several other pieces of information possibly touching on the intentions of the principal 

. target and his group were not to become available until after the disaster. These originated 

» in the Punjabi content of the recorded telephone conversations of the target which occurred 

in the days and weeks prior to June 23, 1985, and which were not translated and available 
to investigators until weeks and even months after that date. 


(e) Government of India Warnings 


There has been much speculation about warnings issued by the Government of India that 
should have alerted CSIS to the fact that the aircraft was going to be attacked. We 
examined very closely the warnings that CSIS received in this regard in the first half of 
1985. We found that without exception, these warnings were initially presented to the 
Department of External Affairs or to the RCMP and not directly to CSIS. These were the 

_ appropriate channels at the time. While several warnings were specific as to the threat, i.e. 

_ hijacking, and to the flight number and date, none referred to the flight that was destroyed 
and none of these particular threats materialized. 


The Government of India did formally request, however, that additional security be 
provided to their aircraft and operations during the month of June 1985. CSIS was asked 
by the RCMP to provide a threat assessment on the basis of this warning and the RCMP 
was advised on June 6, 1985 that the threat to Indian interests in Canada, including Air 
India, was high but that CSIS had no information indicating any specific threat to the 
airline. 


_ We were unable to find anything in any of the many warnings we saw issued by the 
Government of India, either specifically referring to Air India or to other more general 
threats, that would have provided an intelligence lead enabling CSIS to predict the attack 
on the doomed aircraft. 


. (f) Events After the Disaster 


Understandably, CSIS was not immediately in a position to respond to the intelligence 
demands following the disaster since few investigators except those already directly 
involved in the investigation of Sikh extremism were in any way knowledgeable about the 
principal targets or about Sikhism and its dispute with the Government of India. The 
» dramatic increase in personnel assigned to the investigation of Sikh extremism created 
» initial problems of familiarization. We found, however, that there was immediate and full 
_ cooperation with the RCMP and a free exchange of information took place between the two 
agencies. Liaison arrangements were established at HQ and at regional offices. 


| We looked for any evidence of conflict or lack of cooperation between the RCMP and 
CSIS and found that while there were personality differences that arose from time to time, 


these did not have any serious consequences. Also, we noted that some activities of both 
CSIS investigators and members of the RCMP were seen as encroaching upon the 
responsibilities of the other agency, again, with no serious consequences. 


We noted one serious dispute that did occur after the disaster which involved an 
acrimonious exchange between two senior officers of the agencies that included an RCMP 
allegation that CSIS was acting in an area that was within the criminal investigation 
responsibilities of the RCMP. It appeared to be an isolated clash based to some extent on 
a misunderstanding and had no long term effect on the ongoing cooperation between the 
two agencies. 


In seeking a cause for these problems we found that despite early concerns when CSIS was 
established that responsibilities regarding terrorism might overlap, CSIS policies detailing 
its relationship with the RCMP on cases involving security offences had not been 


developed. Early instructions issued from CSIS HQ to the regional offices failed to rectify , 


this shortcoming. We noted as a consequence, indications that even the mandated role of 
CSIS in respect to the investigation was not clear to all personnel. One former senior 


officer told us that while the role was well understood by senior personnel, he was … 


concerned that some CSIS investigators would conduct their inquiries as though they were 
criminal investigators and would compete with the RCMP to solve the case. 


Other former senior officers, including the first Director of CSIS, did not share this 


concern. In the event, we saw no early instructions from CSIS HQ that attempted to clarify © 
the CSIS mandate vis-à-vis the RCMP criminal investigation or which set out CSIS policy — 


regarding the sharing of information and intelligence with the RCMP. We consider this to 
have been an unfortunate oversight on the part of senior management. 


As the investigation progressed, RCMP officials felt it necessary to examine CSIS files on 
certain Sikh extremist targets in more detail. CSIS, whose mandate it is to collect 
intelligence and not evidence, was at first reluctant to expose its files, and by extension its 
methods and sources, for any evidentiary use by the RCMP. Lengthy negotiations took 
place between the two agencies, but eventually the RCMP investigators were allowed 
access to the files subject to some mutually agreed conditions on the subsequent use of the 
information. 


Overall, we found no evidence that access to available CSIS information relevant to the 
RCMP investigation of the disaster was unreasonably denied to the Force. 


A serious issue later arose, however, over the fact that in accordance with its established 
policies, CSIS had already erased three-quarters of the 200 or so audiotapes of the principal 


target’s conversations recorded before the disaster and so these were not available to the 


RCMP for their requested examination. 


10 


(g) The Erased Audiotapes Issue 


_ We found that in the Spring of 1985, as part of its investigation into Sikh extremism in the 
. British Columbia Region, CSIS obtained a warrant to intercept the private communications 
of the leader of one of the Sikh extremist groups, who was later to become one of the 
principal suspects in the case. We looked into the erasure of certain audiotapes collected 
by CSIS between March and July 1985 as the product of the warrant. Central to the issue 
were concerns that important information might have been lost through these erasures. 


CSIS affirmed that the tapes were erased in accordance with their policies and the 
Government’s intention that such material should not be retained unnecessarily. We 
examined the CSIS policies to assess their appropriateness and the level of compliance. 


CSIS Policies in 1985. Our review showed that CSIS had not yet developed its own 
policies in 1985 relating to the handling and processing of telephone intercepts recorded 
on audiotape. CSIS employees relied on different sets of policy and instructions governing 
retention or erasure which were developed and used earlier by the RCMP Security Service. 
The criteria for the retention of tapes were based on outdated terms having no defined 
meaning under the CSIS Act. This appears to have created confusion among the CSIS 
personnel who knew of the policies. Most employees involved with the collection and 
analysis of taped intercepts, however, were found to have had little or no understanding of 
the policies or even to have known of their existence. Importantly, few appeared to have 
been aware of the criteria and procedures for retaining a particular audiotape. 


To compensate, the CSIS investigators and their technical colleagues relied on oral 
instructions or accepted practices from the past. These practices contained flaws that were 
not uncovered until the Air India tragedy prompted a closer examination. 


From our review of the chronology of events and issues relating to the handling and 
processing of the Sikh extremist audiotapes, we found that the CSIS policies and 
procedures governing the retention and erasure of audiotapes existing at the time of the Air 
India disaster were seriously deficient in relation to accounting records and responsibility 
for decisions. 


We believe two instructions were important in relation to the erasure of the Sikh leader’s 
tapes. Three months before CSIS came into being, an instruction was issued which 
removed from Service facilities the capacity to collect and preserve criminal evidence 
tapes. This instruction was consistent with the provisions of the CSIS Act establishing the 
Service as an intelligence agency with no police powers or responsibilities. 


The second document, from a less senior manager, instructed the CSIS Regions to retain 


tapes containing incriminating passages for one year to assist in the preparation of 
affidavits to renew warrants where this was considered necessary. The Regions, for reasons 
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which are not clear, chose to ignore the instruction. While this instruction would have 
lowered the existing criteria for retention, compliance, at the very least, might have 
enhanced investigator awareness of the option to retain tapes. 


Chronology of Events. The telephone wiretap on the Sikh extremist leader was activated 
in March 1985, before the CSIS office in Vancouver was able to obtain the services of a 
Punjabi speaking translator. As the Service had difficulty finding a suitable translator, 
arrangements were made as a temporary measure to have the tapes translated in Ottawa. 
These arrangements soon broke down and by the time an on-site translator was obtained 
in early June, the B.C. Region investigators had been able to review only the tapes 
recorded to the beginning of April 1985, and a backlog of about 100 unprocessed tapes in 
which only the English language portions had been transcribed, had built up just prior to 
the disaster. We noted in this regard, that there was an apparent lack of serious concern by 
CSIS management over the long delays in the processing of these tapes. 


A residual backlog of more than 80 tapes, which were recorded in April and early May, 
was not eliminated until late September and early October of 1985. Of these, only 50 tapes, 
which were translated by an RCMP official and thus deemed by CSIS not to have been 
assessed for intelligence purposes, were not subsequently erased in accordance with 
existing policy. Four others, retained for technical purposes, also survived. 


On November 13, 1985 the RCMP asked CSIS for an accounting of all the tapes to that 
time related to Sikh extremists. The B.C. Region stated that almost all of their tape 
holdings prior to November 4, 1985 had been erased in accordance with CSIS policy. On 
February 7, 1986 the Department of Justice asked CSIS to retain all tape intercepts related 
to Air India. By this time, all tapes recorded since March 27, 1985, except for the 54 
mentioned above, had already been erased. A claim by the RCMP that CSIS had been 
requested, in late June 1985, to retain all of the tapes from that date could not be 
substantiated. 


The survival of fifty four of the 200 or so tapes recorded before the disaster was important 
in that it allowed the RCMP to analyze their content and determine that they contained no 
significant criminal information. The guarded way in which the recorded conversations 
were conducted also tended to reinforce the CSIS position that the other tapes already 
erased contained nothing significant. 


In 1985 there were no clear guidelines for accountability. Discrepancies in the documenta- 
tion make it impossible to obtain a definitive number of the tapes recorded by the Service 


from March to July 1985. The CSIS estimate is that there were 210 tapes recorded during 


this critical period. 
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We looked to see if it was likely that this lack of an accounting system resulted in any 
audiotapes being erased before being processed. As the accounting records for the 


_ processing of the Sikh extremist leader’s tapes are fragmentary, it is now impossible to say 


with certainty that no unprocessed tapes were erased. 


In conclusion, we found there was an absence of appropriate policy and clear guidelines 
as to who should decide whether an audiotape was to be retained or erased. There was 
confusion in CSIS’ ranks on this issue and on the meaning of the retention criteria. In the 
case of the Sikh extremist leader’s conversations, investigative personnel considered that 
there was no significant tape content and therefore they were not required to make any 
decision or to provide any direction on the retention or erasure of the reviewed tapes. 
Consequently, the disposition of these audiotapes was not subject to any formal and 
attributable erase/do not erase decision process but was an automatic erasure procedure left 
to those persons lowest in the responsibility hierarchy. 


A brief review of one other similar case in the year following the disaster suggests that 
several of the problems we noted above were not unique to this investigatio". 


(h) Foreign Government Involvement 


Allegations of wrong-doing in Canada by the Indian government, which long concerned 
the Sikh community, reached new heights in the wake of the Air India crash. Statements 
by leaders of the Sikh community and media articles produced a storm of controversy. The 
publication of the book, ‘‘Soft Target’’ in 1989 synthesized the allegations and accused the 
Government of India (GOI) in general and its foreign intelligence agency, the Research and 
Analysis Wing (RAW) in particular, of complicity in the crash. The conspiracy theories 
became widely known and still endure years after the tragedy. 


We reviewed these allegations and others pertaining to any foreign government 
involvement in the crash. For each allegation, however, we either learned of credible 
explanations for the activity or, more often, the information we saw did not constitute 
trustworthy evidence in support of a conspiracy theory. That said, on one issue that we 
examined, the Service did not pursue its investigation in the years after the crash to the 
extent that we would have expected. The information that the Service did collect in this 
case was passed to the RCMP to review in the context of their criminal investigation. 


The RCMP, which is conducting the criminal investigation of the Air India crash, has twice 
responded to questions about the involvement of the GOI. In November 1985, the RCMP 
publicly stated that such allegations were ‘‘without substance or foundation’’. In a briefing 
the RCMP provided to us in February 1992, the Force again stated that it does not have 
evidence to support this theory. 


13 


(i) Conclusions 


On the basis of our findings, we conclude that prior to the disaster, CSIS was investigating 
potential threats posed by Sikh extremists in accordance with its mandate and in a manner 
consistent with the then perceived level of threat. We further believe that CSIS fulfilled its 
mandate to investigate the possible terrorist threats and that it advised the appropriate 
government and law enforcement agencies of the information it had in a timely and 
comprehensive way. 


Based on our review of the information that CSIS possessed prior to the crash, the Service 
was not in a position to predict that the Air India flight was to be the target of a terrorist 
bomb. 


In the absence of clear Service-wide policies to deal with a terrorist incident of this 
magnitude, we conclude that CSIS senior management did not provide the direction we 
would have expected concerning the Service’s mandate and role in relation to the RCMP 
criminal investigation. 


We also conclude that in the period following the disaster, all information in CSIS’ 
possession that was relevant to the investigation was provided to the RCMP. Delays caused 
by incomplete or inadequate policies, however, did occur. 


Disputes and difficulties over cooperation and the conduct of the investigation occurred | 
between members of CSIS and the RCMP but these tended to be isolated and on a personal 
level, and we believe that they had no serious detrimental effect on the respective 
investigations. | 


We noted that the CSIS policies in relation to the collection, retention and erasure of 
surveillance audiotapes were seriously deficient as well as being generally inaccessible to. 
investigators and that the informal procedures developed to compensate for these problems 
were also inadequate. Nevertheless, it is unlikely that the prevailing practices resulted in 


the loss of important information relevant to the disaster and the subsequent investigation. 


We reviewed the CSIS information to assess whether an agency or representative of a: 
foreign government was involved in the destruction of the aircraft. Based on the material, 
we examined, the information collected by CSIS does not support the theory of complicity 
by a foreign government in the crash of Air India flight 182. 
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3. Case Studies 


Attack on the Iranian Embassy in Ottawa 
(a) Introduction 


At about 12:18 p.m. on April 5, 1992, some 40 individuals armed with crowbars, sledge- 
hammers and a ladder attacked the Iranian embassy in Ottawa. Most were members of the 


_ Mujahedin-E-Khalq (MEK) and were protesting an Iranian air attack on the MEK base 


inside Iraq earlier that day. 


The Ottawa attack began three hours after an attack on the Iranian embassy in Bonn, 
Germany. It was also preceded by at least seven other attacks in Europe. 


Under the Vienna Convention on Diplomatic Relations, the host nation must protect 


_ embassies and diplomats. In Canada, their protection is the specific responsibility of the 
RCMP, with advice from External Affairs. CSIS has no protective functions, and its 


officials have no peace officer powers. Specifically, they are not authorized to carry 
weapons. 


CSIS does perform some functions concerning embassies. For example, it provides 
intelligence concerning threats by issuing periodic threat assessments. It also advises the 
RCMP and local police of any specific threats against embassies that come to its attention. 
CSIS can, and often does, distribute relevant information from foreign intelligence services. 


(b) Warning of the Embassy Attack 
In March, 1991, CSIS provided an updated embassy ‘‘threat assessment’’. It indicated an 
ongoing, moderate threat. The recent move of the Iranian embassy from a high-rise to a 


detached, four storey building may have made it more vulnerable to attack. 


Reportedly, on September 19, 1991, someone threw a crude firebomb at the wall of the 


_ Iranian embassy. Damage was minor. There was no link between the firebomb and the 


April 1992 attack. Following the firebomb incident, the RCMP offered additional 
protection, which was refused. 


Before April 5, 1992, no allied intelligence service, including CSIS, had predicted or 
forewarned of a possible imminent attack against Iranian diplomatic establishments. Indeed, 
there were signs of lessening tensions. The trend, despite a number of incidents, was away 
from violent attacks. 
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(c) The Day of the Attack 


CSIS maintains a Crisis Management Centre (CMC) at Headquarters. The Duty Officer in. 
the Centre monitors commercial wire services and radio and television news broadcasts 
around the clock. The Duty Officer has a range of tasks and follows a standard routine in 
reading reports from the printers and performing other duties. 


Beginning at 7:12 a.m. on April 5, the CMC received a series of wire service stories about 
the bombing of the MEK base in Iraq. Some discussed the reaction of the MEK, but none 
referred to possible attacks on Iranian interests. Starting at 11:21 a.m., the CMC received 
three stories of disturbances in Europe. 


Table 1. Information Received by Headquarters 
Crisis Management Centre 


Wire Service Reports Time stamp Cleared by 
on report* Duty Officer 

Bombing of MEK base in Iran TEN OS ANGIE 7:30 a.m. 

(first of several) 

Attack on Iranian embassy in Paris P12 1am. IV:30caim: 

Attack on Iranian embassy in Bonn 12:02¢ p.m: L2:15*p:ma' 

Attack on embassy at TheHague 12:052p:m° 12215); 


" All times are Ottawa times. 


No specific warnings came from allied intelligence services. The intelligence services and 
the media, it appears, thought the disturbances to be police matters and of strictly local 
interest. CNN, the news network, did not cover the story until approximately 4:30 p.m. 
Ottawa time — four hours after the attack on the Ottawa embassy. No specific warnings 
came from or through CSIS Security Liaison Officers (SLOs) in Europe. This is 
understandable, because there are few SLOs, and they have no specific responsibility for. 
‘‘real-time’’ monitoring of the media. 


CSIS did receive information that the Iranian air attack was in fact significant and might 
cause problems. However, no specific problems were identified. This information did not 
reach CSIS Headquarters before the embassy attack because it was given, in error, to the 
Ottawa Regional Office. That office did not learn of events in Europe until after the Ottawa 
attack because wire service reports are not usually received at CSIS Regional Offices. 


Headquarters had the wire service reports about European events, and the Regional Office 
had information about possible problems, but neither had the complete story. 


| (d) CSIS Presence near the Embassy on the Day of the Attack 


. According to RCMP records, an RCMP vehicle conducted a routine check on the embassy 
at 12:12 p.m. The officer saw nothing unusual. When the attack occurred, CSIS was in the 
vicinity of the embassy for other reasons. 


The attack on the embassy began at about 12:18 p.m.. Ottawa City Police received the first 
call about the attack from a private citizen at 12:19:31. Slightly later, CSIS Ottawa 
Region received a call from a CSIS employee, and the supervisor tried to telephone the 
RCMP. The telephone failed, causing a delay of about 30 seconds before another telephone 
was used. The RCMP received the CSIS call at precisely 12:21 p.m. 


Press reports indicated that CSIS employees videotaped the attack. This is correct. CSIS 
personnel in the area of the embassy had been practising using a video recorder 

before the attack. The camera was subsequently turned on to events at the embassy. The 
videotape begins with the words, ‘‘call the RCMP’’, followed by ‘‘Roger, Roger, I’m on 
the phone’’, the words of the Supervisor in Ottawa Region. Clearly, CSIS called the police 
before starting to record. 


(e) CSIS-RCMP Cooperation 


Claims have been made about allegedly poor cooperation between CSIS and the RCMP 

during the embassy attack. We asked the RCMP, Ottawa City Police and a host of 

individuals in the Service if there were such problems. Not a single person could cite any 

problem either in general or relating specifically to the embassy attack. A copy of the CSIS 
videotape was delivered to the RCMP within three hours of the attack for use in criminal 
‘investigations. 


(f) Conclusion 


. The Service provided the Canadian government and the RCMP with an assessment 
indicating an ongoing, moderate threat. However, neither CSIS nor any other western 
police or intelligence agency had any specific warnings of attacks on Iranian embassies. 
There is ultimately no evidence pointing to a planned attack in Canada. 


1! We attributed the delay to the position of the CSIS personnel, who could not see the first activities of 
the attack. 


ki. 


On the day of the attack, CSIS activities were hampered because a telephone call meant 
for CSIS Headquarters was mistakenly rerouted to Ottawa Region. No one at Ottawa 


Region was aware of the error. Headquarters was thus denied significant information. The | 


way CSIS handled information before the attack, therefore, was flawed. Intelligence was 
not collected and assessed at one location. The analysts at Headquarters, who are the 
ultimate experts, were not informed until after the attack. Still, would this information, if 
examined as a whole by the experts at Headquarters, have led a reasonable person to issue 
a warning to the police? We suspect not. 


CSIS was in the vicinity of the Iranian embassy for other reasons when the attack began. 


Its presence was not in anticipation of the attack. A video recording was made. However, 
CSIS first called the police before starting the recording. 


The ‘‘Illegal”? 


In 1988, the Service began a two-year investigation after a suspected foreign intelligence | 
officer and an individual from a developing country were observed meeting. The Service 


used surveillance, inquiries with allied intelligence services, interviews and other 
investigative tools. 


It appeared that the intelligence officer was actively recruiting the individual, who showed 
signs of accepting. He obtained unclassified materials for the intelligence officer, agreed 
to covert meets and other security arrangements, and accepted small amounts of money. 
It seemed that his recruitment was nearly complete and that the intelligence officer was 
preparing him for ‘‘bigger and better’’ things. 


The Service investigated vigorously. Through searches of records, CSIS identified the 
individual. CSIS officers had initially thought that he might have a false identity and might 
therefore be an “‘illegal’’.’ CSIS carefully monitored his movements and meetings with 
the intelligence officer. The intelligence officer later left Canada. Overall, CSIS effectively 
defused a potentially dangerous spy operation. 


The individual may have eventually represented a serious threat to the security of Canada. 
He was at one time accorded the highest level of targeting authorization — level 3 — 
which permits the use of all investigative powers. CSIS subjected him to fairly extensive 
investigation. This was appropriate in this case. 


nN 


An “illegal” enters a foreign country using stolen or forged documents. Once there, the illegal 
generally uses a different identity and nationality supported by a second or third set of documents. 


Illegals eventually try to acquire genuine documentation from the host country that supports their | 


assumed identity. R.W. Corson and R.T. Crowley, The New KGB (New York: William & Morrow 
Company Inc., 1985) at 66. 
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_ The conduct of the investigation, however, involved discreet inquiries through a third party 
| to a nation that has a history of human rights violations. Ministerial direction requires 
caution in any dealings with officials of such states. Given the parties involved and the 
“Ministerial caution, our report suggested that there should have been consultation with the 
Minister. 


There is no record on file to indicate that proper procedures were followed in obtaining 
some specific sensitive personal information. Furthermore, CSIS gave information 
identifying the individual to External Affairs. Section 19 of the CSIS Act requires a 
justification for such disclosures. In this case there was none, because CSIS had already 
defused the threat before the disclosure. 


The investigation was pursued with appropriate tenacity and zeal. Later findings were to 
confirm that the investigators’ instincts in this case were correct. 
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4. Activities During the Gulf Conflict — 
Community Interviews 


In 1991-92, the Committee analyzed in depth the CSIS community interviews program that 
operated during the Gulf conflict. Our study sought to respond to the concerns expressed 
by the Canadian Arab Federation (CAF) in its special executive report: The Canadian 
Security Intelligence Service (CSIS) and the Arab Canadian Community. We were also 
responding to concerns that the British Columbia Civil Liberties Association (BCCLA) 
raised in a section 41 complaint to the Committee. 


Specifically, we attempted to determine whether: 


* the interviews program complied with legislation, Ministerial direction and 
CSIS policy and procedures; 


* the interviews program was ‘‘strictly necessary’’ to advise the Government of 
Canada about threats to national security; 


¢ the information collected from the interviews and retained on files was relevant 
to the activities being investigated; and 


¢ the way CSIS investigators conducted the interviews was unnecessarily 
intimidating, coercive, or public. 


Our investigators identified community interview reports in CSIS files. We examined CSIS 
Headquarters instructions to regions about interviews. We interviewed CSIS managers. We 
met with ten Arab Canadians who had been interviewed by CSIS. We told them that they 
would not be subject to retaliation in any event, but also assured them that their names 
would not be provided to CSIS or to any other department. 


Specific Findings 


We may never know the exact number of individuals contacted by CSIS during the Gulf 
conflict. This is because no specific code was used for the entry of the interview reports 
‘in the CSIS database. However, we are satisfied that there were about 187 interview 
‘reports. There may be more contacts that were not reported by CSIS investigators. 


The Canadian Arab Federation Concerns: The CAF report expressed numerous 
concerns. We attempted to answer the following specific CAF allegations: 


M That CSIS exchanged information with foreign agencies, specifically with the Israeli 


Secret Intelligence Service (Mossad).* 


À CAF Executive Report, page 2. 
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Our finding: We could not find any evidence that CSIS communicated any information 
or intelligence generated by the community interviews to any foreign agency. 


2. ‘‘CSIS activities were intended, at least in part, to have a chilling effect on the Arab 
Canadian community.’”* 


Our finding: We found no evidence that the Service actually intended to have a chilling 
effect on the community. Due to the stress caused by this intense international crisis, the 
uncertain immigration status of some persons interviewed and the poor reputation of 
security services in the Middle East, it is quite likely that some interviews did have a 
chilling effect. 


3. The interviews with Arab Canadians were inherently abusive in that the primary criterion 
in selecting the individuals was their Arab origin. CSIS’ administration of a loyalty test 
through the question ‘‘What do you think of the war in the Gulf?’’ was insulting and, 
demeaning to Arab Canadians. 


Our finding: It was not ‘‘inherently abusive’’ to meet members of these communities to 
determine whether threats to the security of Canada might emanate from the Gulf crisis. 
Nor can it be inferred that CSIS was questioning the loyalty of Arab Canadians simply by. 
seeking the views and intentions of some elements of the community. 


4. *‘A large portion of the Arab Canadian community has a very different experience with | 
secret police forces in other parts of the world. Indeed, the psychological impact of a CSIS. 
visit, especially when done without prior notification, was often massive. The line of 
questions CSIS officers asked Arab community members was often irrelevant and 
demeaning. Specifically, some questions related to religious beliefs, and technical! 
information, such as that regarding citizenship.”’ 


Our finding: We believe the fears expressed by some individuals contacted by CSIS and 
found them understandable. It is worth noting that there have been two other community 
interviews programs since the Gulf crisis, and that there have not been any complaints, 
arising from either of them. 


The Canadian Arab Federation Case Studies: The CAF report described five cases 
where CSIS had allegedly acted improperly. We met the three individuals mentioned in 


three case studies. For the other two cases, we sent formal questions to CSIS and reviewed 
files. 


* CAF Executive Report, page 8. 
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1. Arab Canadians placed under surveillance: The CAF alleged that some Arab Canadians 


_ were placed under special surveillance. For example, it was alleged that CSIS paid a 
_ surprise visit to a man’s home and asked questions about his religion, attendance at a 
_ mosque, and the political affiliations of his family members. 


Our Finding: This case illustrates the difficulty we faced because of the generality of 
some allegations. A member of the Committee met with the individual concerned. The 
individual expressed concerns about the surprise nature of the visit, the fact that he was 
being consulted not as a Canadian citizen, but rather as an Iraqi, that simplistic conclusions 
would be reached from his answers on his religious beliefs, and that answering questions 
about his family’s political affiliations could prevent them from being accepted as landed 
immigrants. We recognize that a knock on the door or a telephone call by a representative 
of a secret service can be quite a surprise for ordinary citizens. However, we believe that, 
when conducted properly, a direct approach is the best procedure for a community 


. interviews program. We also found that the Service did not reach simplistic conclusions 


‘on the individual’s religious beliefs, and that no exchanges of information with the 


_ Department of Employment and Immigration or other domestic agencies occurred in this 


Case. 


2. CSIS surveillance in violation of its mandate: Last year we reported on allegations that 
CSIS had conducted inquiries or interviews at the University of Calgary. 


Our Finding: We examined the allegations further and confirmed that the Service had 


_ conducted no inquiries or interviews there. 


3. Enticement — CSIS offer of protection for information: The CAF report alleged that 
CSIS offered protection to a man in return for information about the Iraqi community. He 
apparently refused. 


. Our Finding: Our staff met the man and found that the offer for protection was more 


evident to the CAF than to the individual. There was no evidence of direct enticement. 


4. CSIS photography of Arab Canadians: The CAF alleged that an Arab Canadian was 
shown several photographs of ordinary Canadian citizens of Iraqi origin. 


- Our Finding: We questioned the Service about the photographs. The Service replied that, 


with one exception, all the photographs were of foreign nationals with no status in Canada. 


_ We have learned that the exception fell within the mandate of the Service. 


The CAF also claimed that the Service had met three times with the individual. CSIS 


allegedly visited him at his apartment and took him to a meeting which lasted more than 


five hours in a six-by-ten foot room with no windows or clock. 


Our Finding: We reviewed the accounts of those interviews. According to CSIS, this 
individual had been met only twice, both times at CSIS offices. We also met the individual. 
He stated that he met only twice with CSIS. Both meetings were held at CSIS offices. 


5. CSIS monitoring of Arab Canadian telephone traffic and visit by CSIS: We asked the 
Service to produce all the information it held about one individual. We reviewed all 
relevant CSIS documentation. We also contacted the individual. 


Our Finding: We found nothing to confirm the tapping of the phone line or the CSIS visit. 
We confirmed that CSIS did nothing inappropriate or illegal. 


The British Columbia Civil Liberties Association Concerns: In a letter dated April 15, — 


1991, the BCCLA complained to the Director of CSIS about CSIS interviews of Arab 
Canadian community members. The Association had received reports from the Canadian 


Arab Federation that visits by CSIS agents were unannounced and had been informed that | 
interviews were sometimes unnecessarily public and coercive. The BCCLA was also — 


informed that several interviews involved inappropriate questions. 


On May 27, 1991, the Director wrote to the President of the BCCLA saying that the … 


Service had met with fewer than 200 individuals across Canada. CSIS believed that these 
individuals could help CSIS. The Director said he was always concerned by allegations that 
CSIS employees may have acted illegally or inappropriately. The Director’s letter continued 
that, short of seeing the details of a specific case, he could say with confidence that ‘‘CSIS 
employees acted responsibly, within the law and policy and in accordance with the 
expectations of Canadians that the Service would be on guard in the face of the very 
explicit threats of terrorism that had been made’’. 


The BCCLA was not satisfied with this response. On June 20, 1991, the BCCLA President 
submitted a formal complaint to us. Our Executive Director and Senior Complaints Officer 
met the President and the Vice-President of the BCCLA to discuss their concerns. Because 
there was no specific complaint by Arab Canadians, it was agreed that a general review of 
CSIS activities would be the best approach for the Committee to take. 


The BCCLA request covered three topics. The requests, and our responses, follow: 


(a) SIRC should review the reports of CSIS officers who visited citizens and 
residents of Arab and Iraqi descent during late 1990 and early 1991 to 
determine, if possible, whether the visits were unnecessarily coercive or 
public. 


Our response: It was difficult to establish precisely whether the approaches were 
in fact coercive. However, the visits were sometimes perceived as coercive. This 
is primarily because the persons interviewed were rarely told that the interview 
was optional. We know of only four cases where CSIS made it clear that the 
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interview was optional. In some other cases, the individuals were clearly reluctant 
to meet, but eventually agreed. In a few instances, the Service sought information 
about Arab Canadians from other people or organizations. 


(b) SIRC should seek out the views of members of these ethnic communities on 
the nature and result of the visits to their members by CSIS officers. 


Our response: The CAF report states that ‘‘to the frustration of the Canadian 
Arab Federation, Arab Canadians who reported their cases to it are concerned 
about retaliation and now prefer to forget the incidents rather than file official 
complaints . . .’’. We have experienced the same frustration. We depended on the 
President of the CAF to facilitate access to the community. Finally, we met with 
ten persons. We exhorted them to encourage others to meet with us, but to no 
avail. 


(c) If SIRC determines that the scope of the visits or the manner of the approach 
was inappropriate, given the sensitivities of members of these communities, 
SIRC should make a report to the Solicitor General of Canada containing its 
findings, and provide recommendations to CSIS for addressing any areas of 
concern. 


Our response: We found that the community interviews program was appropriate 
and strictly necessary to advise the government about threats to national security. 


General Conclusions and Recommendations 


Compliance with legislation, Ministerial direction, and CSIS policy and procedures: 
The interviews program complied with the law. It was a duly authorized investigative 
activity. 


The community interviews program is designed to evaluate the presence and magnitude of 
a suspected threat to the security of Canada. CSIS is not, therefore, investigating the 
individuals it wishes to interview. It need only establish their identity. However, because 
the community interviews program requires a TARC level 2 authorization to proceed, CSIS 
investigators have more authority than is necessary to conduct a simple identity check. 


Recommendation: 


The Committee recommends that, in the normal course of events, a community 
interviews program be authorized at a special TARC level 1, with full authority to 
collect any information strictly necessary to establish the identity of prospective 
interviewees. This special level 1 authorization would require the approval of the 
Director or Deputy Director Operations at CSIS Headquarters. 
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Retention of Information about Persons Interviewed: Even a program to obtain strictly 
limited information about a prospective interviewee can result in a considerable amount of 
information accumulating in CSIS files. Since the individuals concerned are being asked 
to assist CSIS in identifying a possible threat to the security of Canada and are not targets 
themselves, it would be wrong for more than a minimum amount of personal information 
about them to be kept in CSIS files. 


Recommendation: 


The Committee recommends that within a reasonable period following the completion 
of a community interviews program, the information held by CSIS on individuals 
interviewed be reduced to the absolute minimum required to record the person’s 
identity and the fact that an interview was conducted. 


Was the Community Interviews Program Necessary?: During the Gulf conflict, various : 


regimes called for terrorist actions against Iraq’s opponents. Canada was among those 
Opponents and was not immune to acts of terrorism. It was the responsibility of CSIS to 
enhance its understanding of the environment from which threats might arise. The 


interviews program was strictly necessary to advise the Government of Canada about . 


threats to national security. 


Relevance of the information to the activities being investigated: There is often a strong 
sociological relationship between the state and religion in Middle Eastern countries. We 
believe the Service would have been negligent if it had not taken this into account during 
the community interviews program. 


The way CSIS conducted interviews: We recognize the danger in making a global 
assessment. It might not sufficiently reflect specific circumstances and events that came 
into play in individual interviews. With this caveat in mind, we conclude that CSIS 
conducted the interviews in a professional manner. The ten individuals we met stated as 
much. We have found nothing to confirm the allegations of harassment. If there was any 
‘‘sense of intimidation’’ arising from the interviews as described by the CAF (and we are 
not disputing that some of the other 177 individuals approached by CSIS may have felt 
intimidated), we believe it may well have been due to the intense international crisis, the 
uncertain immigration status of certain persons interviewed, and the reputations of security 
services in certain areas of the world for unscrupulous conduct. 


We did find that, in a few cases, the way CSIS approached individuals was quite forceful. 


For example, some individuals resisted the proposal for an interview when CSIS telephoned 
them, but CSIS later interviewed them nonetheless. 
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5. Other CSIS Operations 


Arrangements with Other Governments 


| Q 
(a) Foreign Arrangements 
| 


| In 1991-92, the Service received Ministerial approval for the establishment of four new or 
_ expanded foreign arrangements. Two involved countries with poor human rights records. 


Of these, one is contingent on the foreign agency meeting certain conditions which, to date, 
have not been fulfilled. 


(b) Domestic Arrangements 
During the same period, the Service concluded one permanent Memorandum of 
Understanding (MOU). The MOU, signed with Quebec’s Department of Public Safety, 


covers exchanges of information between CSIS and the Sûreté du Québec, the Montreal 
Urban Community Police Force and other municipal police forces. 


Exchanges of Information with Foreign and Domestic Agencies 


(a) With Foreign Agencies — London and Paris 


_ Subparagraph 38(a)(iii) of the CS/S Act requires the Committee to review arrangements 


entered into by CSIS under subsections 13(2) and (3) and 17(1) of the Act. These include 
arrangements with foreign states. The Act also authorizes us to monitor the information and 
intelligence provided under the arrangements. 


Under this authority, we conduct a review every two years of a sample of the correspon- 
dence from CSIS to foreign agencies. We do this to ensure that CSIS has made no 


excessive or unnecessary use of its powers. Our most recent review also examined key 


issues pertaining to the operations at the foreign posts and the organization of the Field and 


_ Liaison Unit at CSIS Headquarters. 


In the summer and fall of 1991, we reviewed what information and intelligence CSIS had 
released to British and French agencies, then assessed whether the releases complied with 
the CSIS Act, Ministerial direction and CSIS policies and procedures. We conducted our 
reviews at CSIS Headquarters in Canada and at the Security Liaison Officer posts in 
London and Paris. 


The first samples of material from the two posts were exchanged during the Gulf War — 


a critical period for the Service and its counterparts abroad. 


_ The Committee looked at several issues: the statutory basis for the retention, dissemination 


or receipt of the information; compliance with foreign arrangements; accuracy of the 
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information provided by CSIS; whether the importance of the investigation outweighed the 
potential damage to individual rights resulting from disclosure of information; and the 
controls in place at Headquarters and at posts abroad for the material the Service releases. 


Findings: Our review concluded that releases of information by the two posts examined 
have been appropriate. Correspondence exchanges complied with the foreign arrangements 
and met the statutory requirements for the retention, dissemination, and receipt of 
information. Our criticisms focused almost entirely on the absence of or deficiencies in 
policy. 


In our 1989-90 Annual Report we discussed the information exchanged with agencies under 
foreign arrangements (Chapter 5). We noted that the former Foreign Liaison Branch served 
an important control function as the main liaison between Headquarters and Security 
Liaison Officers abroad. The Branch no longer exists. Many of its roles have been 
reassigned to Foreign Liaison Advisers attached to the Counter-Terrorism and Counter- 
Intelligence Branches. 


With the operational branches bearing these new SLO responsibilities, one might have 
expected that CSIS would have developed policy to assist them. Instead, we found major 
gaps in general written policies governing SLOs and the management of information sent 
to countries or agencies with poor human rights records. Despite this problem, the 
exchanges with Britain and France we examined were handled responsibly. 


We concluded that SLOs at the posts should be more proactive in information exchanges. 
As well, we concluded that CSIS Headquarters should use the French language in messages 
to France. On the positive side, we noted that CSIS received compliments from some allied 
agencies for its threat assessments and its reports from the Analysis and Production Branch. 


(b) With Domestic Agencies 


Under subparagraph 38(a)(iii) of the CS/S Act, the Committee is to review arrangements 
entered into by the Service pursuant to subsections 13(2) and (3) and 17(1). These include 
arrangements to provide security assessments or other cooperation to provincial 
governments and provincial police forces. The Committee is to monitor the provision of 
information and intelligence under these arrangements. 


In September 1990, the Committee provided to the Minister a special report under section 

54, entitled ‘‘Domestic Exchanges of Information’’. The report made several recommenda- ° 
tions. One called for establishing a uniform, national tracking system for domestic 

exchanges. In the spring of 1991, CSIS set up the new tracking system in each region and 

at CSIS Headquarters. This year, the Committee completed a review of the new system and 

performed an audit of exchanges tracked under it. We examined actual operations and other 

files in two regions. 
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The new system is simple. Operators place the code of the donor of the information (the 
organization providing the information) and the recipient (the one accepting the 
information) on the forms containing the information. These forms can then be retrieved 
by computer. No actual list of exchanges is retained. 


The system seems to work well. Users are having little difficulty with it. Coding errors 
sometimes occur, but they are neither common nor serious. Staff have been adequately 
trained to use the new system. 


The system, however, suffers from a lack of definitions in crucial areas. What sorts of 
information constitute an exchange that must be logged — information passed orally, 


_ information obtained directly from files, written exchanges made in the absence of section 


17 agreements? The instructions to users provide no answers. Differences in interpretation 


_ have resulted in a considerable variation in the application of the logging system between 


regions. 


_ As part of the review, we examined the operation of section 17 agreements. In general, the 


agreements have been functioning well, though there have been some minor problems. In 
particular, we examined exchanges of information between CSIS and the RCMP. Recently, 


_CSIS has allowed the RCMP greater access to raw investigative materials. 


We reviewed exchanges with other police agencies. Co-operation appears very good, 
though we found a complaint by one police agency that information was being withheld. 
We also noted possible procedural impediments within CSIS to the sharing of “‘perishable’’ 
information — information that is valuable now, but that will be of no use within a short 
time. 


We also examined the use by CSIS of ‘‘sensitive’’ information. By sensitive, we mean 


medical, welfare and other similar information. CSIS officers we spoke to in two regions 


appeared very careful to avoid using sensitive information, and indicated that they rarely 
| saw an operational reason for its use. Of the approximately 4,000 documents we examined, 
_ we found only one to be somewhat sensitive. This item had been used to positively identify 
an individual. 


As part of the general audit, we assessed whether exchanges comply with the CSI/S Act, 
other statutes, and the agreements with other agencies. We also examined whether the 
intrusions into personal privacy caused by exchanges were proportionate to the potential 
threat. 


We concluded that the vast majority of the exchanges were properly handled. However, a 
few concerns surfaced. Sometimes the Service obtained access to information in files on 
individuals held by federal departments. Except for purposes related to security screening, 
such access should be reserved for the more intrusive investigations, and generally the 
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Service should obtain only specific information from such files. We have recommended 
that CSIS develop specific policies about full access to government files and that any 
request for full access be logged as an exchange. 


As we reported last year, CSIS provides and obtains information concerning public 
demonstrations. Usually, this information concerns embassies, VIPs or potential serious 
violence. We found no problems with this process. However, the rules in the CSIS 
Operational Manual governing reporting on demonstrations are antiquated and make no 
reference to the CS/S Act. We have recommended that they be amended. 


Warrant Statistics 


Under the CSIS Act, the Service must acquire warrants from the Federal Court of Canada | 


to use telephone intercepts and other intrusive investigative tools and devices. We publish 
statistics provided by CSIS on warrants issued. The Service reported as follows: 


Table 2. New and Renewed Warrants, 1989-90 to 1991-92 


1989-90 1990-91 1991-92 
New warrants granted 34 27 69 
Warrants renewed 50 1 73 
Total 84 78 112 


There has been a significant increase in the number of warrants since last year. However, … 
there has been only a slight increase in the number of targets subject to investigations … 


authorized by warrants. 


Last year, the Committee for the first time provided a general indication of the number of | 


persons subject to investigations authorized by warrants. There has been very little change 
since then. Canadians and landed immigrants directly affected by CSIS investigations under 
Federal Court warrants still number in the hundreds, not in the thousands. 


Last year, the Committee began compiling its own statistics on warrant use, instead of 


relying on statistics provided by CSIS. We can now better assess the frequency of use of 


investigative techniques authorized by warrants, and can ask CSIS more informed 
questions. 


Warrant Product: In Chapter 2 of this report, we discuss backlogs of audiotapes which 
contained intercepted communications. Since 1985, much has changed at CSIS in the 
handling and processing of this type of warrant product. New policies have been developed 
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and employees have been informed about the changes. The new controls and tracking 


system provide accountability. 
| 


| The Committee was told that in the first half of 1992, there were cases where backlogs of 

tapes existed. In two-thirds of these cases, CSIS has given a satisfactory reason for the 
backlogs and the measures taken to eliminate them. We are, however, concerned about a 
significant backlog in one region and we are pursuing the matter. 


Counter-Terrorism (CT) Program 


Counter-Terrorism Branch: The past year in the Counter-Terrorism Branch might best 

be described as ‘‘business as usual’’. Still, this means that a great deal of activity indeed 
took place in the Branch. At the beginning of the fiscal year, the Service was completing 
its investigative activities relating to the Gulf War. We reviewed those activities in Chapter 
4. Shortly after the fiscal year ended, the Iranian embassy in Ottawa was attacked. We 

reviewed this incident in Chapter 3. Amidst these publicly known events, the covert work 
of the Branch continued apace. 


The Branch has recognized that the dynamics of international terrorism will change in 
response to the new international alliances, such as those formed during the Gulf crisis. As 
a coalition partner during the ensuing war, Canada may have become a more desirable 
terrorist target. Resource allocations within the Branch have changed accordingly. 
Situations are also changing on the domestic front, and the Branch strives to anticipate and 
respond to the resulting terrorist threats. The recommendations of the Director’s task force 
now assessing the operational priorities of the Service (see Chapter 9) may profoundly 
affect the direction of the Branch in the 1992-93 fiscal year. 


We are interested in how the Branch responds to changes in Canada as well as changes 
abroad. We will be especially vigilant about CSIS actions which might have an impact, no 
‘matter how inadvertent, on the domestic political process. 


Threat Assessments: CSIS issues threat assessments to its clients in other federal 
departments and agencies. During the 1991-92 fiscal year, the Threat Assessment Unit 
produced 885 threat assessments. This represents a substantial decrease from the previous 
year’s total of 1,145. The 1990-91 total was higher due to the Gulf hostilities and several 
other investigations then ongoing. 


Research Studies: In our 1988-89 Annual Report we repeated our concern that the 
research function in the Counter-Terrorism Branch was suffering because the unit 
responsible for research was also responsible for briefings. Demands for briefings were 
frequent and urgent, and often displaced the research function. We still maintain that the 
Branch would benefit from having a separate research unit to consolidate operational 
intelligence. This would enable the Branch to determine patterns in global trends, thus 
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allowing the Branch to better determine new threats. The supremacy of the briefings 
function is shown by the recent name change to the ‘‘Briefing and Production Unit’’. CSIS 
notes that the research and analysis of the Analysis and Production Branch (RAP) is carried 
out in close conjunction with the CT Branch. | 


During 1991-92 the Branch prepared a study of the incidents and threats of terrorism in 
Canada from 1988 through 1991. The summary also contained a trend analysis and a 
synopsis of significant cases where the efforts of CSIS prevented terrorist acts. We have 
asked for a copy of the study. 


Post-Mortem on Open Skies Conference: In 1991-92, the Committee received a post- 
mortem report from the Service on its activities during the Open Skies Conference held in, 
Ottawa in February 1990. The most important function of CSIS during special events is to 
disseminate timely threat assessments and to respond quickly to any incidents. No incidents 
occurred during the event. 


The post-mortem report addressed key issues relevant to CSIS managers. The Committee 
learned from the report that CSIS internal communications were not trouble-free. The 
recommendations contained in the final version of the post-mortem report may solve these 
problems. We will reassess this issue next year. 


Counter-Intelligence (CI) Program 


The extraordinary changes in the old Soviet Union and collapse of the Warsaw Pact have 

radically altered'the raison d’être of the Counter-Intelligence Branch. Not only the targets. 
themselves, but the fundamental basis for investigating ie activities of officials from these: 
countries have come into question. | 


The Counter-Intelligence Branch has a particular interest in the outcome of the CSIS task, 
force review. To date, we have seen some shifting of resources from Counter-Intelligence | 
to Counter-Terrorism. We have also seen the rise of a new entity, ‘‘Requirements — 
Technology Transfer”. The Technology Transfer Unit has operational and analytical 
components at Headquarters, as well as coordinators in all regional offices. The Unit, 
investigates technology transfer issues, specifically the increase in destabilizing technol- 


ogies and the foreign transfer of technology detrimental to Canada’s economic security. 


The Director’s task force report (see Chapter 9) will have a direct impact on the 
Technology Transfer Unit. After it reviews the report, the Committee will closely examine 
the mandate and functions of the Unit. 
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| Analysis and Production Branch (RAP) 

| 

In February 1992, the Service reorganized the structure of RAP; it changed from having 
‘three geographical sections to two. A new functional unit devoted to strategic and issues- 
‘oriented analysis was also established. The new unit will address emerging security 
intelligence issues that are not focused geographically. The Service claims that a need 
exists for more intelligence on technology transfers, economic espionage, financial 
movements and significant environmental, health and refugee crises which could constitute 
threats to Canadian security. 


A fourth section deals with administration and support issues. One objective of the 
reorganization is to develop and manage a CSIS marketing and client liaison program. The 
program would help CSIS produce more relevant products through closer collaboration with 
clients. 


Once again this year, RAP increased its overall intelligence production. The Branch 
increased the quantity of intelligence reports on threats emanating from terrorism. At the 
same time, reports dealing with counter-intelligence matters were fewer, a result of the 
political developments in Eastern Europe. We noted with pleasure the hiring of a full-time 
French editor. 


| (a) Commentary 


The Analysis and Production Branch published 12 issues of Commentary during the fiscal 
year. This unclassified publication addresses broad concepts and strategic situations. The 
topics covered are: 


Post War Iraq, Gulf Security and a “‘New World Order’’ 

Can de Klerk Control the Violence in South Africa? 

Problems of Postwar Gulf Security 

Where is the Soviet Union Heading? 

Prospects for the Middle East Peace Process 

Terrorism and the Rule of Law: Dangerous Compromise in Colombia 

The Soviet Disunion 

De Klerk’s Relationship with the South African Intelligence Services 

Yugoslavia: Nations, Nationalities and Other Nationalities 

0. Three trips: Terrorism: Forecast for the 1990s; International Security: Who’s on 
First?; The Abortive Hijacking of Alitalia Flight #864 

11. Azerbaijan and Armenia: Land or Peace? 

12. Intelligence Needs of Newly Industrializing Countries in the 1990s. 


ee ee ee en 
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(b) Science and Technology 


As required by a Ministerial direction, the Branch prepared a series of studies on the threat — 
to various high-technology sectors in Canada. The Service justified these studies as follows: 


Recent technological developments, business ‘‘globalization’’, the end of the Cold 
War, and the continuing revolutions in Eastern Europe and the Soviet Union, all 
indicate that economics will play an increasingly important role in international 
affairs. Just as military security was considered to be heavily dependant on 
defence-related research and development (R&D), so also is a country’s economic 
security (i.e. its competitiveness and standard of living) now considered to be 
largely dependant on the research, development and adaptation to new technol- 
ogies. 


This link between technology and economic competitiveness has resulted in a re- | 
examination of the concept of national security, with national security being | 
increasingly defined in economic terms. This has led to the recognition that, in the | 
future, a country’s political and military allies may well be, at one and the same 
time, its greatest economic competitors. | 


There is a concern therefore, that Canada and Canadian companies not-be placed 
at a disadvantage or exposed to possible damage as a result of state-sponsored 
economic espionage. Whether an espionage case is of an economic or military 
nature, the result could be that public or private funds are wasted or their full 
benefits not realised, resulting in damage to Canada’s national interests. Source: 
CSIS Study 91/58 


(c) Executive Intelligence Production Committee 


The Executive Intelligence Production Committee (Executive IPC) is responsible for 
providing overall direction to RAP. In 1991-92, the Executive IPC met three times. 


Files 
(a) File Management 


In fiscal year 1991-92, CSIS reviewed 230,400 files, destroyed approximately 190,000 of | 
them and sent 1,822 of historical value to the National Archives. The rest have been | 
reclassified into other file categories. Access to most of these files is restricted. Special 
procedures are in place to ensure that senior management approval is obtained before 
Intelligence Officers are permitted to review the restricted material. 
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We noted that CSIS reduced drastically the number of files on Canadian ‘“‘right-’’ and 
‘‘left-wing’” subversives. 


| In 1991-92, CSIS opened approximately 80,000 files. The vast majority were screening 
files (immigration, citizenship, government security checks, and checks for foreign 
agencies). 


(b) The Special Case of Files Inherited from the RCMP Security Service 


We have for several years followed the status of the 510,000 files inherited from the 
RCMP. Last year, we reported that CSIS had reviewed slightly more than half of them. In 
1991-92, the Service reviewed a further 31,287 files. It retained only 1,214 of these. The 
rest (30,073) were either destroyed or transferred to the National Archives. Some 208,671 
inherited files remain to be reviewed by CSIS. 


In April 1992, the media issued several reports about security files on homosexuals. 
Homosexuals were supposedly investigated by the RCMP Security Service in the 1950s and 
60s. We asked CSIS about the existence of these files. The Service told us that the RCMP 
destroyed the files in the early 1980s and that CSIS never received them. 


Internal Security 


In last year’s annual report, we spoke of an internal security case involving the RCMP 
Security Service. We also indicated that we would examine CSIS internal security 
investigations further. This year, we completed our study of internal security. For security 
reasons, we cannot give details of our findings. However, we can say that there have been 
some weaknesses in the past, perhaps, in handling internal security matters. The Service 
has addressed these weaknesses. We can also say that the Service appears to be very 
vigilant against penetration attempts by foreign intelligence services. 


Domestic Terrorism 


Our 1990-91 Annual Report described our review of Service investigations of politically 
motivated terrorism in Canada. Section 12 of the CS/S Act authorizes CSIS to make such 
investigations. We examined how CSIS investigated threats from racist extremists and 
persons engaged in single issue political violence. 


The Service should have reported to the Minister that one operation was likely to generate 
controversy. The Service consulted with External Affairs and had sought the Solicitor 
General’s approval for the operation. However, it did not possess complete information 
when it told the Minister that it expected no problems from the operation. The Service 
should have been more aware of the potential for controversy and the possibility of 


35 


unlawful activity. Accordingly, we recommend that the Service take certain actions in such 
situations. 


National security concerns prevent giving further details about this case. However, we will 


shortly issue a section 54 report to the Solicitor General describing our concerns in detail. 


Section 16 Investigations 


Section 38 of the CSIS Act requires the Committee to monitor requests by the Secretary of 
State for External Affairs or the Minister of National Defence for CSIS to conduct 


investigations under section 16 of the Act. Section 16 allows CSIS to collect information. 


or intelligence about foreign states or persons in relation to the defence of Canada or the 
conduct of international affairs. 


The Committee ensures that the appropriate Minister has requested the investigation and: 


that the targeting complies strictly with section 16. The Committee also examines security 
intelligence ‘‘spin-off’’ provided to CSIS. We audit whether the information CSIS collects 


about Canadians, if any, is justifiable under section 12 of the CS/S Act and is retained in 


accordance with that section. 


The Committee does not, however, review information provided to the Minister of National 
Defence or the Secretary of State for External Affairs as a result of a section 16 
investigation. Our role is strictly limited to reviewing security intelligence ‘‘spin-off’’ and 


requests from Ministers. In the case of section 16, CSIS is merely providing a service for. 


the collection activities of another department. 


The Quebec Delegation in Paris 


We were advised of a press report that CSIS had been spying on La Délégation générale 
du Québec a Paris. So far, we have seen no evidence of CSIS activity in this regard, based 
on our queries within Canada and our on-site review of the CSIS post in France (see 
Chapter 5). We will continue to monitor this matter. 
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6. Complaints 


During the 1991-92 fiscal year, we received 30 new complaints, five fewer than the year 


_ before. Most were made under section 41 of the CSIS Act; they were complaints about 
 ‘‘any act or thing done by the Service’’. 


Table 3. Complaints, April 1, 1991 to March 31, 1992 


New Carried Closed in Carried 
Complaints Over 1991-92 Over 
from 1990-91 to 1992-93 

Security 2) 0 3 0 
Clearance 

Citizenship 0 0 0 0 
Immigration 0 0 0 
Human Rights 0 0 0 0 
Section 41 24> 4 28 3 
Total 30 4 31 3 


* Of the 27 complaints, 7 were outside the Committee’s jurisdiction. 


Of the remaining twenty, thirteen concerned individuals who believed that they were the 
subject of undue surveillance by the Service. We were able to satisfy these complaints. 
Three were advised to contact CSIS and were satisfied with the Director’s response. The 
remaining four complaints were fully investigated by the Committee. 


Mandate: Section 41 of the CSIS Act directs the Committee to investigate complaints made 
by ‘‘any person’’ with respect to ‘‘any act or thing done by the Service’’. Before the 
Committee investigates, however, two conditions must be met: 


(a) The complainant must have first complained to the Director and not received 
a response within a period of time that the Committee considers reasonable or 
the complainant must be dissatisfied with the Director’s response; and 


(b) The Committee must be satisfied that the complaint is not trivial, frivolous, 
vexatious or made in bad faith. 


Furthermore, under subsection 41(2) the Committee cannot investigate a complaint that can 
be channelled through another grievance procedure under the CSIS Act or the Public 
Service Staff Relations Act. 
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This year, many section 41 complaints involved persons who believed that they were being 
subjected to undue surveillance by CSIS. We chose to comply with the policy of the 
Service neither to confirm nor deny that a person is a target. However, we thoroughly — 
investigated the allegations to ensure that: 


(a) the Service has not used and is not using its powers unreasonably or 
unnecessarily; and 


(b) the Service is performing its duties and functions effectively, efficiently and 
legally. 


Some other section 41 complaints were made by employees of CSIS who had not yet used 
the internal grievance procedure. One complaint concerned a job applicant who had been 
refused a position by CSIS. Subsection 8(1) of the Act gives the Director the ‘‘exclusive 
authority to appoint employees and, in relation to the personnel management of employees 
. .. to provide for the terms and conditions of their employment’’. Subsection 41(2) does , 
not permit us to handle such complaints. We advised these complainants of the other — 


recourses available to them. | 


One complaint involved a delay by CSIS in processing a person’s application for 
permanent residence. In the midst of our investigation, CSIS issued its recommendation to — 
the Canada Employment and Immigration Commission (CEIC) and the complainant decided 
not to pursue the matter. 


Complaints about security clearances: Under section 42 of the Act, a complaint can be 
made to the Committee by: 


(a) a person refused federal employment because a security clearance has been 
denied; 


(b) a federal employee who is dismissed, demoted or transferred or denied a 
promotion or transfer for the same reason; and 


(c) anyone refused a contract to supply goods and services to the government for 
the same reason. 


The limitations of section 42: Section 42 clearly provides a recourse for public servants — 
and those contracting directly with the government if they are denied a security clearance. 
However, persons employed by contracting companies, such as employees coming under 
the Airport Restricted Area Access Clearance Program (ARAACP) have no such right. 
Their only recourse lies in taking their case to the Federal Court.” 


* In last year’s annual report, we recommended that the government instruct all departments to treat any 
denial of a security clearance as if it were covered by section 42. 


eo 
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_ We declined to hear a case which dealt with correspondence from a representative of an 
employee under the Airport Program (ARAACP). We explained the inherent deficiency in 
section 42 and suggested that if the complaint was related to the length of time taken, type 
of questions, or both, the employee could complain to the Director of CSIS. The individual 
did not pursue the matter. 


Citizenship, immigration and human rights complaints: As in the last three fiscal years, 
we received no complaints in 1991-92 about refusals of citizenship or rejections of persons 
as inadmissible under the /mmigration Act. Similarly the Canadian Human Rights 
Commission has not referred any cases to us in the last three years. 


Supreme Court of Canada Decision in Chiarelli 


The Federal Court of Appeal, in Chiarelli v. Minister of Employment and Immigration,’ 
found that subsection 48(2) of the CS/S Act was so broadly worded that it contravened the 
Canadian Charter of Rights and Freedoms. That subsection states in part that ‘‘no one is 
entitled as of right to be present during, to have access to or to comment on representations 
made to the Review Committee by any other person’’. 


The Committee, however, has always interpreted subsection 48(2) very narrowly. We 
believed that this interpretation conformed with the letter and spirit of the Court of Appeal 
decision. Only evidence which, if made public, would harm Canada’s national security, 
reveal the identity of a human source, or reveal the methods of operation of an investiga- 
tive agency has been withheld from applicants or complainants. In such cases, the 
Committee’s counsel has been instructed to compensate by vigorously cross-examining 
CSIS or other government witnesses. The Committee has also provided a summary of the 
main points of the evidence withheld to the complainant and counsel. 


The Supreme Court of Canada heard a further appeal and rendered its judgment on March 
26, 1992. The Court ruled that the CSIS Act and the Review Committee Rules recognized 
the competing individual and state interests and attempted to find a reasonable balance 
between them. The Court noted that the Rules expressly directed that the Committee’s 
discretion be exercised with regard to this balancing of interests. 


The Committee interprets this decision as recognizing that we conduct investigations and 
hearings fairly and responsibly. 


® Minister of Employment and Immigration v. Chiarelli and The Security Intelligence Review Committee 
(26 March 1992), (Supreme Court of Canada) [unreported]. 


7 Chiarelli v. Minister of Employment and Immigration (23 February 1990), (Federal Court of Canada). 
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Supreme Court of Canada Decision in Thomson 


The Supreme Court of Canada judgment in Thomson, delivered on February 13, 1992, 
marks the end of a long battle by one of our first complainants. Mr. Thomson had been 
offered a senior position with Agriculture Canada in 1984, but the offer was rescinded after 
the Department’s Deputy Minister denied him a security clearance based on the advice of 
CSIS. Mr. Thomson then filed a complaint with the Committee under section 42 of the 
CSIS Act. We issued a report under section 52 of the Act recommending that Mr. Thomson 
be granted the security clearance. The Deputy Minister decided to maintain his decision to 
deny the security clearance. 


Mr. Thomson then asked the Federal Court of Appeal to set aside the Deputy Minister’s 
decision. The Court ruled that a recommendation by the Committee was binding on the 
government official to whom the recommendation was made. However, the Appeal Court _ 
sent Mr. Thomson to the Trial Division of the Federal Court to obtain an order forcing the . 
Deputy Minister to comply with the Committee’s recommendation. 


The judge in the Trial Division decided that he would not abide by the Court of Appeal’s 
view that SIRC’s recommendation was binding on a Deputy Minister. Therefore, he denied 
the application because he concluded that ‘‘recommendations’’, according to the ordinary 
meaning of the word, were simply the offering of advice. 


Mr. Thomson then went before the Federal Court of Appeal a second time. The Court 
overturned the decision of the Trial Division, and ordered the Deputy Minister to grant Mr. 
Thomson a ‘‘secret’’ clearance. 


The federal Crown appealed the decision to the Supreme Court of Canada. The issue, once 
again, was whether Deputy Ministers were bound to follow SIRC’s ‘‘recommendations’’. 
The focus, therefore, was on the meaning of the word ‘‘recommendation’’ found in 
subsection 52(2) of the CS/S Act. In a 6-1 ruling, the Supreme Court held that ‘‘recommen- 
dation’’ should be given its ordinary meaning — the offering of advice — and should not 
be taken to mean a binding decision. 
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7. Security Screening 


Sections 13, 14 and 15 of the CSIS Act provide the authority for CSIS to do security 
screening. The Service advises government departments on the following: government 
security screening, immigration and citizenship screening and refugee status determination. 
It also performs screening on behalf of foreign agencies. 


Government Security Screening 


In 1990-1991, the Service sought to reduce average processing times for security clearances 
to the following: 30 calendar days for Level I (Confidential), 30 days for Level IT (Secret) 
and 120 days for Level III (Top Secret). As of December 31, 1991 the Service had 
surpassed its goals. Average processing times were 19 days for Level I, 19 days for Level 
II and 108 days for Level IIT. 


This improved turnaround time has several causes, including a decrease in requests from 
departments and increased efficiency due to policy and procedural changes. For example, 
departments now submit criminal record check requests directly to the RCMP instead of 
using the Service as an intermediary. 


Level III clearances take substantially longer to process because, in addition to the credit, 
criminal and security indices checks required for all levels of clearance, a field investiga- 
tion is mandatory. Level III field investigations must cover the preceding 10 years (20 
years for a Special Access clearance). Field investigations may therefore involve several 
cities and provinces and, where reciprocal agreements with allied agencies are in place, 
foreign countries. Following standards set out in the Government Security Policy (GSP), 
neighbours, supervisors, co-workers and social acquaintances of an individual are 
interviewed to verify all aspects of the individual’s loyalty to Canada and, so far as it 
relates to loyalty, the reliability of the individual. 


Immigration Screening 
Delays: On average, CSIS takes 90 calendar days to perform the security screening of an 
immigrant. More complex cases may require more thorough checks and investigations. In. 


a tiny proportion of cases, the screening may take between six months and two years. 


A new program to streamline immigration processing outside Canada (‘‘profiling’’) began 
abroad on June 1, 1991, but has not yet been studied or evaluated. 


Citizenship Screening 
We reviewed the performance by the Service of its duty to collect, analyze and retain 


information about threats to the security of Canada, in the context of the Service’s advice 
to the Secretary of State for Citizenship concerning applicants for Canadian citizenship. 
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The Security Flag System: In April 1988, a significant and growing case backlog (35,000 
unprocessed citizenship applications) prompted a re-examination of the traditional system 
by which CSIS provides security advice to the Secretary of State. The Service had argued 
that an assessment of individuals for citizenship purposes was redundant, since a security 
review had already been done for permanent resident status. 


Over several months, consultations between Ministers and officials of CSIS, the 
Department of Secretary of State, Employment and Immigration and the Privy Council 
Office achieved a consensus for a new approach to citizenship security screening — the 
‘*Security Flag System’’. 


Under the system, CSIS provides the names, aliases, and biographical data of permanent 
residents about whom the Service has identified security concerns, thus justifying a closer 
look at the time of their application for citizenship. The names are provided to the 
Canadian Employment and Immigration Commission for retention in a special data base 
under appropriate safeguards. 


In processing an application for citizenship, the Citizenship Branch of the Department of 
the Secretary of State queries this data base to confirm landed status. If an applicant’s name 
has not been ‘‘flagged’’ by the Service, the Citizenship Branch can assume that a security . 
check with CSIS is not required and can then do the other necessary checks and 
procedures. If CSIS has flagged the applicant’s name, the Citizenship Branch requests 
security advice from the Service in respect of that applicant. The new system has 
significantly improved the speed and efficiency of the screening process. 


In assessing whether an applicant poses a demonstrable threat to the security of Canada, 
the Service must apply the ‘‘reasonable belief”” test of the Citizenship Act. If the Service 
believes it has sufficient information to meet this test, it sends a ‘‘rejection brief’’ for 
review and approval of the Solicitor General before referral to the Department of the 
Secretary of State. 


In other instances, the Service simply informs the Department of the Secretary of State that 
it possesses insufficient information upon which to sustain a recommendation for denial of 
citizenship. We found no instances where the Service actually made the Department of the 
Secretary of State aware of the particulars of its security concerns. 


In March 1992, the Citizenship Flag System contained the names of less than 100 Canadian 
residents. For the month of the review (July 1992) the list contained slightly more than 100 
names. For a third of the names on the July list, we examined the documentation that 
explained their inclusion. The degree of concern expressed by CSIS varied significantly 
from case to case. We questioned the inclusion of only two names — one because it 
stemmed from the now discontinued Counter-subversion program and the other because a 
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review of documentation indicated that the individual might already be a Canadian citizen. 
The Service has since removed both these names from the list. 


Refugee Determination Program Backlog 


The Service anticipates requiring another year to complete the review of these cases. 


Table 4. Refugee Determination Files 


Year Files Processed 
1989-90 7,639 
1990-91 29,176 
1991-92 20,456 
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8. Regional Audits 


The Committee’s research activities have two components. The CS/S Act imposes certain 
responsibilities, such as the ‘‘monitoring’’ of exchanges of information with domestic and 
_ foreign agencies. We also review issues identified by the public, Parliament or the Minister. 
_ Neither of these two functions, however, envisages a systematic review of all CSIS 
activities. 


The Committee provides an opinion each year on the state of Service activities in general. 
We base our opinion in part on a general audit of all Service operations at one CSIS 
Regional office. We examine all targeting authorizations, warrant affidavits, approvals 
pursuant to Ministerial direction, surveillance authorizations and other matters. From among 
these, we randomly select and audit all aspects of the approval or authorization and any 
resulting investigation. 


We are currently completing the review for 1990-91. Last year, we completed the review 
for 1989-90, and found the following: 


Targeting: Under CSIS policy, no investigation can be conducted at any level without 
written justification and approval by management. 


Overall, the factual basis for the targeting decisions and the decisions themselves raised no 
problems. We also saw no difficulties with the consequent investigations. However, we 
were concerned about the extent of access by the Service without warrants to certain types 
of personal information about targets held by major private institutions. We recommended 
that the Minister provide clear written guidelines. 


Warrants: CSIS prepares affidavits to support applications for warrants: We reviewed 
these affidavits for factual accuracy and ‘‘balance’’. We also examined files on the 
implementation of warrants, and ‘‘warrant product’’ — information derived from authorized 
warrants — to ensure that the terms of the warrant were followed and that the information 
obtained was accurate. 


In the affidavits we found a few errors, none major. In a few cases, we disagreed with the 
portrayal of facts and were concerned about the omission of significant contrary 
information. In one case, however, we applauded the Service for including in the affidavit 
significant information contrary to the position taken in the application. 


For a detailed description of CSIS targeting decision-making process, see: On Course: National Security 
for the 1990s: The Government’s Response to the Report of the House of Commons Special Committee 
on the Review of the Canadian Security Intelligence Service Act and the Security Offences Act (Ottawa: 
Solicitor General Canada, February 1991) at pp. 59-66. 
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We queried the Service about several matters relating to the execution of warrants and 
warrant products. We received adequate responses. The Service appears to follow strictly 
the rules for executing a warrant and processing warrant product, such as solicitor-client 
privilege. We identified no inaccuracies in the information obtained. 


Surveillance: We examined requests for the use of surveillance and the actual use of the 
surveillance. Surveillance, an art, is part of the mundane, often dull work on which other 
investigative techniques can build. It provides information about movements, associations 
and, infrequently, intelligence activities. Surveillance, like any other investigative 
technique, requires a targeting authorization. 


In our review, we found that surveillance was being done only when ‘‘strictly necessary”? 
and that it complied with CSIS policies. All those investigated were legitimate targets. We 
did note that surveillance results in the collection of significant amounts of personal 
information (for example, about people’s associates), but we found no substantive problem | 
with its collection. 


Ministerial directions: Ministerial directions regulate matters such as campus investiga- 
tions and operations with allied agencies. A recent Ministerial direction covers ‘‘sensitive 
institutions’’. We noted that almost two-thirds of the operations requiring Ministerial 
approval involved (often only in a very limited way) educational or religious institutions. 
In general, we were satisfied with the respect shown for the integrity of these institutions. 
There were no unnecessary investigations involving them. In one instance, however, we \ 
recommended that the Minister examine and approve a sensitive operation annually, should 
it continue. The Solicitor General had approved it five years ago, and the operation had 
perhaps been forgotten at CSIS Headquarters. 
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9. Review of General Matters 


Task Force 


In March 1992, the Solicitor General told Parliament that he had asked the Director of 
CSIS to give him ‘‘an assessment of how the security environment might affect the 


 Service’s mandate over time’’. He also announced the formation of a task force in CSIS 
to prepare the assessment. The Director later informed us that he expected the task force 
_ report to be available in the Fall. 


Ministerial Direction 


The CSIS Act requires the Committee to review direction provided by the Solicitor General 
to the Service under subsection 6(2) of Act. Ministerial direction governs certain types of 
CSIS investigations in potentially sensitive areas, such as investigations on university 
campuses. Many Ministerial directions require that the operations they address be approved 
by the Minister. 


The Committee examines Ministerial directions from several angles. It receives and 
analyzes related directions issued by the Service. It examines the implementation of 


_ directions in specific cases. It also looks for significant changes in the number of 


operations that require Ministerial approval. 


. The Committee’s concern includes, but is not focused on, compliance: whether the 


directions are being followed. Compliance is a primary focus of the Inspector General. The 
Committee’s major concern is to identify poor Ministerial direction or lack of compliance 
with direction that may lead to improper behaviour or violations of the CS/S Act. 


One important Ministerial Direction concerning threats to the security of Canada and 
operational definitions was referred to in last year’s Annual Report. This Ministerial 


Direction was issued in lieu of the amendments to the CS/S Act itself that were 


recommended by the Thacker Committee. CSIS is bound by Ministerial direction in the 


. same way as it is bound by the CSIS Act, but, of course, Ministerial Direction can be 


withdrawn or amended as future Ministers see fit. The Direction is included as Annex E 
to this report. 


This year, the Committee received copies of three new Ministerial directions. One concerns 
the collection, retention and disclosure of communications intercepted under Federal Court 
warrants. It deals with the retention of tapes for use in potential criminal prosecutions. It 
also contains provisions protecting third party and solicitor-client communications. 


The second is a synopsis of the annual direction from Cabinet entitled ‘‘National 


Requirements for Security Intelligence for fiscal year 1991-92’’. The former Solicitor 


- General revealed that ‘‘national interests’’ are unchanged from 1991. They are: 
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(a) public safety 

(b) integrity of the democratic process 
(c) security of government assets 

(d) international peace and stability 


(e) economic security 


The National Requirements, the means to achieve the national interests, vary significantly 
from last year. Some changes are easy for the Committee to support. For example, greater 
emphasis is placed on determining the nature of the threat following the ‘‘transformation. 
in East-West relations’’. The direction stresses new threats, such as the proliferation of 
destabilizing military technologies. We will examine this issue fully in the autumn of 1992. 


The Committee has had some difficulty, however, with other changes to the National 
Requirements. The 1991-92 National Requirements place greater emphasis on protection: 
of economic assets and Canadian scientific and technological expertise. This is a response. 
to what is cited as ‘‘the projected shift in foreign espionage in Canada from the political- 
military to the political-economic sphere’’. | 


CSIS and allied intelligence services appear to be changing their definitions of “‘national 
security’’ to put greater emphasis on the protection of national economic interests. 

| 
A third Ministerial direction concerns the hiring of CSIS employees. It replaces an earlier 
direction that CSIS inform the Minister of the hiring of ex-RCMP officers. The new 
direction instructs the Service to inform the Minister of general personnel management 
policies and activities. 


CSIS Operational Manual 


The CSIS Operational Manual interprets Ministerial direction and provides general 
instruction for daily use by CSIS Intelligence Officers. The two volume set contains all the 
rules for CSIS investigations, and includes reference chapters and “‘bulletins’’. SIRC has 
a copy of the Manual, and receives updates. 


The Committee examines changes to the Manual as if they were changes to Ministerial 
direction. The Committee reviews all changes to the Manual, and almost all Committee 
studies begin with an examination of relevant parts of the Manual. 


In 1991-92, the Service made eleven changes to the Manual. One new chapter was added, 
covering procedures for implementing the new Government Security Policy on security, 
screening. The chapter contains provisions on the collection and retention of security 
screening information. One bulletin deals with access to the Canadian Police Information 
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Centre (CPIC) data base. It includes clauses dealing with the protection of personal 
information and the logging of access requests, and specifies which data banks CSIS can 
access directly. For example, CSIS does not have direct access to the CPIC Young 
Offenders Act data base. Other amendments to the Manual cover administrative and 
investigative matters. 


In last year’s Annual Report, the Committee noted the need for ‘‘comprehensive guidelines 
on the use of [the Service’s] most intrusive powers’’ (page 4). One bulletin released in 
1991-92 deals with the implementation of powers approved for use by Federal Court 
warrants. This item is billed by the Service as a replacement for the now defunct Technical 
Aids Policies and Procedures Manual. Bulletin by bulletin, the Service is putting together 
a full set of instructions for the use and processing of warrants. However, the process is 
not yet complete. 


Each year we ask for an update on the progress made by CSIS in updating sections of the 
CSIS Operational Manual that were prepared before July, 1984, when the CSIS Act came 
into force. The Service told us that in 1991-92 it focused its development resources on core 
policies such as targeting, disclosure and cooperation with domestic agencies and allied 
services. We were told that when these projects are completed, the Service will attend to 
ancillary policies and other dated material. 


Disclosures in the Public Interest 


Under section 19 of the CS/S Act, the Director must report to the Committee any 
disclosures of information to Ministers or public servants that CSIS makes in the public 
interest. There were no reports of public interest disclosures under section 19 during 1991- 
92. 


| Regulations under Subsection 8(4) of the CSIS Act 
| 


‘Subsection 8(4) of the CSIS Act gives the Governor in Council the power to make 
regulations concerning employment conditions. No such regulations were introduced in 
1991-92. 


| 
Investigations under Paragraph 2(d) of the CSIS Act 


Ministerial direction requires the Minister to approve targeting authorizations under 
paragraph 2(d) of the CSIS Act. The Minister approved no such authorizations during the 
1991-92 fiscal year. 
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Report of the Director and Certificate of the Inspector General 


The CSIS Act directs the Committee to examine the Report of the Director of CSIS to the 
Solicitor General, and the Certificate of the Inspector General, which is also provided to 
the Solicitor General. 


The Committee generally reports on activities occurring in the past fiscal year. Unfortunate- 
ly, the Director’s report usually arrives in late July or August, when the Committee’s report 
is being put into final form. The Certificate of the Inspector General reaches us still later, 
in August or September. 


The Director’s report provides a useful update and overview of CSIS activities for the 
Committee. In addition, we obtain from the report some of the statistics we use in. 
preparing our data base on ‘‘operational activities’’, as required by section 38 of the Act. 
However, the report is not a significant tool for our audit of CSIS activities. 


In his 1991 Certificate, the Inspector General indicated that the 1991 CSIS Annual Report 
had weaknesses of fact and analysis that undermined its usefulness. Furthermore, the report 
‘‘failed to demonstrate how CSIS had responded to government priorities’’. 


The Inspector General noted that it was impossible for him to keep abreast of all CSIS. 
activities in a given year. Accordingly, the Certificate was not ‘‘a certification of CSIS’s 
entire operations in 1990-91’’. In the Certificate, the Inspector General informed the 
Minister of three instances of non-compliance with Ministerial direction or the CSIS Act, 
and one instance of a lapse in Service reports to the Minister. 


Inspector General’s Reports and Studies 


Most of the Inspector General’s reports are prepared on behalf of the Minister. However, 
section 40 of the CS/S Act also authorizes us to ask the Inspector General to conduct 
reviews. We discuss our work plan with the Inspector General every year to ensure that our 
respective programs do not lead to duplication. 


In 1991-92, the Committee received one study by the Inspector General on the exchange 
of information and intelligence between CSIS and the Communications Security 
Establishment (CSE), and one on threat assessments. In last year’s Annual Report, we 
described these reviews. We received the final reports in October 1991 and January 1992 
respectively. 


The Committee and the Inspector General both closely examine the factual accuracy and 
balance in CSIS affidavits sworn to support warrant applications. In December 1991, the 
Inspector General gave the Minister a report on five warrant affidavits and the CSIS 
internal quality control procedures for the warrants. According to the Inspector General, 
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some affidavits contained errors, one presented some information in an unbalanced fashion, 
and some contained statements of belief expressed as facts. 


On June 30, 1992, we received a top secret report from the Inspector General on the 
activities of two CSIS units involved in the planning and implementation of warrant 
operations. The report found that the employees of the units displayed a high degree of 
professionalism and dedication. The Inspector General also concluded, however, that formal 
CSIS policies in this area were outdated, incomplete and, in places, confusing. When the 
Inspector General’s review was near completion, CSIS issued policy dealing with various 
aspects of warrant operations. The new policy addressed some, but not all, of the Inspector 
-General’s concerns. 


The Inspector General found that although the planning and implementation units did not 
contravene any laws or Ministerial directions, in one sensitive operation Service personnel 
failed to report in a timely way to the Solicitor General. 


Special Reports 


Under section 54 of the CSIS Act, we can make special reports to the Solicitor General on 
any matter relating to the performance and functions of the Service. In 1991-92, we 
submitted three studies to the Minister under section 54. All mentioned certain concerns 
and made recommendations: 


¢ Exchange of Information and Intelligence between CSIS & CSE, Section 40 
Study, October 1991 (TOP SECRET) 


¢ Threat Assessments, Section 40 Study, January 1992 (SECRET) 
¢ The Attack on the Iranian Embassy in Ottawa, May 1992 (TOP SECRET) 


A list of SIRC reports and studies is attached as Appendix B. 


_ SIRC Consultations and Inquiries 


Formal inquiries: As part of our review function, we directed 178 formal inquiries, not 
counting inquiries arising out of complaints, to the Service in the 1991-92 fiscal year. CSIS 
took an average of 58 days to answer a formal inquiry. 


Briefings: We met with the Director three times during the fiscal year — on December 12, 
1991, and on February 12 and March 18, 1992. We visited CSIS regional offices when our 
regular meetings took us out of Ottawa. We were briefed on regional operations in Toronto 
on March 11, 1992, in Halifax on May 20 and in Vancouver on June 22. 


Beyond CSIS: The Chairman met with the Minister of Justice on August 12, 1991, and 
with the Solicitor General and Deputy Solicitor General on August 13. On both occasions 
he discussed the possibility of SIRC opening an investigation into the ‘‘Air India’’ incident. 
On February 12, 1992, the Committee met with the Auditor General and two of his 
officials. In May 1992, the Chairman travelled to London, England to meet with the newly 
appointed head of MI-5, Stella Rimington. 


Unlawful Acts by CSIS Employees 


Under section 20 of the Act, the Director must advise the Solicitor General when he 
believes that a CSIS employee has acted unlawfully. As required by subsection 20(4), we 
receive a copy of the Director’s report and any comments made by the Solicitor General 
to the Attorney General. 


We received one report under section 20 in 1991-92 that referred to an incident which 
occurred in the previous fiscal year. In 1990, a CSIS employee may have intercepted 
private communications without proper authorization, contrary to section 184 of the 
Criminal Code and sections 21 and 22 of the CSIS Act. Other employees may have been 
parties to this act, also a criminal offence. The actions arose from a misunderstanding 
concerning the application of a warrant. | 


The duration of the interception was very brief and all recordings were erased. The Directo 
indicated that to prosecute in this case would be injurious to national security. The Solicitor 
General accepted his assessment. 
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10. Inside CSIS 


Review of the Security Intelligence Environment 


In Chapter 9 we described the work of the Director’s task force on the security intelligence 


environment. We will comment on its report in our next annual report. 
| : 


Polygraph Testing 


Starting with our 1985-86 Annual Report, we have criticized the way CSIS uses the 
polygraph in seven consecutive reports. We continue to doubt the accuracy of polygraph 
examinations and their validity in security screening programs. The error rate of the test 
(ten per cent or more), combined with the test’s perceived scientific legitimacy, creates too 
high a risk of serious injustice to a person who appears to have the intent to deceive or 
whose test results appear inconclusive. We believe the polygraph is given more weight than 
its reliability warrants. 

| 

In our 1985-86 Annual Report, we called on the government to evaluate the polygraph 
process objectively. We later learned that an outside consultant would do a study for CSIS. 
Ultimately, however, the study failed to evaluate the polygraph. As we mentioned in our 
Jast annual report, it was not even evident that the consultant had analyzed the test results 
which CSIS had been collecting for at least seven years. 


‘CSIS currently uses the polygraph as one tool to assess the “‘loyalty’’ of all CSIS 
‘applicants. We have argued before that rigorous security screening would eliminate the 
need for this fallible polygraph process. 


The volume and scope of testing during 1991-92 changed little from the last fiscal year. 
What has changed is the process. CSIS responded to last year’s report by the outside 
‘consultant, implementing the recommendations. The changes ostensibly provide for a more 
informed subject and a standard test procedure. For example, the procedures now require 
early notification of the requirement to take the test, early provision of questions, and a 
uniform interview script. 


We long feared that polygraph examinations would be expanded government-wide for 
higher security jobs. This could lead to an erosion of an equitable basis for the security 
screening of many more persons. We have since learned that almost all federal government 
agencies have no interest in using the polygraph for security screening. Therefore, concern 
over the proliferation of polygraph testing in the federal government seems unfounded at 
| present. Applicants for CSIS jobs, however, continue to be subjected to a security screening 
tool that most democracies have rejected. 


The polygraph issue was brought to the Interdepartmental Committee on Security and 
Intelligence. That Committee referred the issue back to the Ministry of the Solicitor 
General, which has responsibility for CSIS. The Solicitor General has written to the 


Sh) 


Director of CSIS in support of the policy to use the polygraph, subject to certain 
conditions, for the pre-employment screening of new entrants. 


Recruitment 


The CSIS Training Centre held two Intelligence Officer Entry Training Classes in fiscal 
year 1991-92. There were 49 new recruits. Only two of the 49 came from other positions 
in the Service. 


In past reports we discussed equitable representation and the steady progress made towards 
increasing the number of women in the ranks. In the first Intelligence Officer category (IO- 
01), there were 48 per cent male and 52 per cent female employees as of March 31, 1992. 
In the more senior IO-02 category, there were 54 per cent male and 46 per cent female 
employees. In the still more senior IO categories, however, men still greatly outnumbered 
women. Accordingly, the IO category as a whole is 80 per cent male and 20 per cent: 
female. Clearly, however, CSIS is making every effort to remedy the gender imbalance by 
ensuring that approximately equal numbers of men and women are recruited into the IO. 
category. i 


Women make up approximately 10 per cent of the management category in the Service. : 


Bilingualism 


On July 1, 1991, CSIS implemented new official language policies which allowed enhanced 
access to second language training. CSIS will also undertake a review of all bilingual 
positions. The goal is to ensure that the only positions designated as bilingual are those 
with practical and realistic second language needs, as defined by the Official Languages 
Act and the Service’s new policies. 


Public Relations 
The Director of CSIS met with members of the editorial board of the Ottawa Citizen on) 


April 30, 1991, and was interviewed by Southam News on February 25, 1992. In addition, 
the Solicitor General tabled the first public CSIS annual report on March 19, 1992. 


Accommodations 
Phase I of the new National Headquarters project has been completed and costs remain 


under budget. Excavation and foundation work began on Phase II in November 1991. No 
date has yet been set for completion. 
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| Finances 


| In our 1990-91 Annual Report, the Committee assessed the budget increases of the Service 
| since 1985-86. For fiscal year 1992-93, the budget for CSIS is set at $215.6 million, an 
increase of 2% over 1991-92. The CSIS budget for 1992-93 reflects a mixture of cuts in 
certain areas to compensate for additional expenditures in others. The expected increases 
are not related to expanded operational activity. CSIS will allocate a major part of the 

additional funds for new facilities in B.C. Region and for CSIS Headquarters in Ottawa. 


Total Estimates (in thousands) 


1985-86 
1986-87 
1987-88 
| 1988-89 
1989-90 
1990-91 
1991-92 
1992-93 


Table 5. CSIS Budget 


$115,908 
$132,844 
$136,861 
5157692 
$165,417 
6205925 
$211,229° 
$215,588 


In November 1991, we discussed funding and resource use in CSIS. The financial data 


received by the Committee, however, is limited and we are not in a position to judge 
whether increases received by the Service are justified. In the spring of 1992, the 
_ Committee met with the Auditor General. We have agreed to await the findings of the 
_ Auditor General before taking any further action. 


_ ? 1991-92 Main Estimates reduced by $2,722,000 for Government Deficit Reduction Initiatives program. 
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11. Inside SIRC 


Accounting to Parliament 


On October 4, 1991, the Solicitor General tabled the Committee’s 1990-91 Annual Report. 
| A news conference followed. The Committee appeared before the House of Commons Sub- 


committee on National Security on November 19, 1991, to answer questions on the Annual 
Report. Two new Committee members, the Hon. E. Jacques Courtois, P.C., Q.C., and the 


Hon. Michel Robert, P.C., Q.C., appeared before the Sub-committee on April 1, 1992 to 


answer questions about their appointments to SIRC the previous December. On May 13, 
1992, the Chairman and Mr. Courtois appeared before the Sub-committee to answer 
questions about our 1991-92 estimates. 


Staying in Touch 


On November 20, 1991, the Hon. Jean Jacques Blais, P.C., Q.C., addressed the Royal 


_ Kingston United Services Institute in Kingston, Ontario. This is an organization of retired 
. officers from the Canadian Armed Forces and the RCMP. 


_ We helped fund the 1991 conference of the University of Toronto Department of History, 


held in Toronto on November 7-9, 1991. The focus of the conference was ‘‘Espionage: 
Past, Present, Future’’. 


We completed planning for a seminar to be held on September 23, 1992 in Montreal. 


Parliamentarians, academics, lawyers and others will discuss ‘‘Where does CSIS go from 
here, now that the Cold War is over’’. 


Spending 


. Our 1991-92 budget is set out in Table 6. At $1,568,000, it represents an increase of four 


. per cent from the budgeted spending of $1,505,000 in 1990-91. Our 1992-93 estimate of 


$1,541,000 represents a decrease of two per cent from the 1991-92 budget. 


a 


Table 6. SIRC Budget 1991-92 


Personnel $805,000 
Salaries and wages 697,000 
Contributions to employee benefit plans : 108,000 

Goods and Services 754,000 
Professional and special services 597,000 
Other 157,000 

Total Operating Expenditures 1,559,000 

Capital Expenditures 9,000 

Total 1,568,000 


Source: 1992-93 Estimates, Part III, Section II, figure 7 


Personnel 


The Committee has a staff of fourteen: an Executive Director, a Senior Complaints Officer _ 
to handle complaints, ministerial reports, and research; a Director of Research (Counter- 
Terrorism); a Director of Research (Counter-Intelligence); four Research Officers; an | 
Executive Assistant who co-ordinates activities on behalf of the Chairman, conducts all | 
media liaison, co-ordinates the production of the annual report, and undertakes research — 
projects; an administrative officer who is also the Committee Registrar, and an administra- 
tive support staff of four. The administrative support staff have a particularly heavy burden 
because the materials handled by the Committee are sensitive and highly classified, and 
must be dealt with using special security procedures. 


At its regular monthly meetings, the Committee sets its research and related priorities. Day- 


to-day operations are delegated to the Executive Director, with direction if necessary from 
the Chairman in his role as Chief Executive Officer of the Committee. 
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Appendices 


2, 


A. Glossary 


| ARAACP — Airport Restricted Area Access Clearance Program 


BCCLA — British Columbia Civil Liberties Association 
| CAF — Canadian Arab Federation 

PAUT — Canadian Association of University Teachers 
RCI — Counter-Intelligence 

SCMC — CSIS Crisis Management Centre 

CNN — Cable News Network 


. COMMITTEE — Security Intelligence Review Committee (SIRC) 


| CPIC — Canadian Police Information Centre 
| CSE — Communications Security Establishment 
| CSIS — Canadian Security Intelligence Service 
ET — Counter-Terrorism 
DIRECTOR — the Director of CSIS 
_ DND — Department of National Defence 
GOI — Government of India 
GSP — Government Security Policy 
IO — Intelligence Officer 
aPC — Intelligence Production Committee 
MEK — Mujahedin-E-Khalq 
MINISTER — the Solicitor General of Canada, unless otherwise stated 
MOSSAD — Israeli Secret Intelligence Service 
MOU — Memorandum of Understanding 
RAP — Analysis and Production Branch 
| RCMP — Royal Canadian Mounted Police 
RENAMO — Portuguese acronym for Mozambican National Resistance 
R & D — Research and Development 
SERVICE — Canadian Security Intelligence Service (CSIS) 
SIRC — Security Intelligence Review Committee 
SIU — Special Investigation Unit (DND) 
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SLO — Security Liaison Officer 
TAPP — Technical Aids Policies and Procedures (CSIS) 
TARC — Targeting Approval and Review Committee 
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B. SIRC Reports and Studies since 1984 


| (Section 54 reports — special reports the Committee makes to the Minister — are indicated 
with an *) 

| Eighteen Months After Separation: An Assessment of CSIS’ Approach to Staffing Training 
and Related Issues, April 14, 1986 (139 pages/SECRET) * (86/87-01) 


Report on a Review of Security Screening for Applicants and Employees of the Federal 
Public Service, May 1986 (SECRET) * (86/87-02) 


The Security and Intelligence Network in the Government of Canada: A Description, 
January 1987 (61 pages/SECRET) * (86/87-03) 


Closing the Gap: Official Languages and Staff Relations in the CSIS, June 1987 
(60 pages/UNCLASSIFIED) * (86/87-04) 


Ottawa Airport Security Alert, March 1987 (SECRET) * (86/87-05) 


Report to the Solicitor General of Canada Concerning CSIS’ Performance of its Functions, 
‘May 1987 (SECRET) * (87/88-01) 


Counter-Subversion: SIRC Staff Report, August 1987 (350 pages/SECRET) (87/88-02) 
SIRC Report on Immigration Screening, January 1988 (32 pages/SECRET) * (87/88-03) 


Report to the Solicitor General of Canada on CSIS’ Use of Its Investigative Powers with 
Respect to the Labour Movement, March 1988 (18 pages/PUBLIC VERSION) *(87/88-04) 


The Intelligence Assessment Branch: A SIRC Review of the Production Process, September 
1988 (80 pages/SECRET) * (88/89-01) 


SIRC Review of the Counter-Terrorism Program in the CSIS, November 1988 (300 
pages/TOP SECRET) * (88/89-02) 


‘Supplement to SIRC Report on Immigration Screening (January 1988 1989), November 
| 1989 (SECRET) * (89/90-01) 

| 

Report to the Solicitor General of Canada on Protecting Scientific and Technological 
Assets in Canada: The Role of CSIS, April 1989 (40 pages/SECRET) * (89/90-02) 


SIRC Report on CSIS Activities Regarding the Canadian Peace Movement, June 1989 (540 
pages/SECRET) * (89/90-03) 


A Review of CSIS Policy and Practices Relating to Unauthorized Disclosure of Classified 
Information, August 1989 (SECRET) (89/90-04) 


Report to the Solicitor General of Canada on Citizenship/Third Party Information, 
‘September 1989 (SECRET) * (89/90-05) 
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Amending the CSIS Act: Proposals for the Special Committee of the House of Commons, 
September 1989 (UNCLASSIFIED) (89/90-06) 


SIRC Report on the Innu Interview and the Native Extremism Investigation, November 
1989 (SECRET) * (89/90-07) 


A Review of the Counter-Intelligence Program in the CSIS, November 1989 (700 
pages/TOP SECRET) * (89/90-08) 


Security Investigations on University Campuses, February 1991 (TOP SECRET) * 
(90/91-01) 


Release of Information to Foreign Agencies, January 1991 (TOP SECRET) * (90/91-02) 
Domestic Exchanges of Information, September 1990 (SECRET) * (90/91-03) 


Regional Studies (six studies relating to one region), October 1990 (TOP SECRET), 
(90/91-04) 


Investigations, Source Tasking and Information Reporting on 2(b) Targets, November 1990 
(TOP SECRET) (90/91-05) 


Section 2(d) Targets — A SIRC Study of the Counter-Subversion Branch Residue, 
September 1990 (SECRET) (90/91-06) 


| 
CSIS Activities Regarding Native Canadians — A SIRC Review, January 1991 (SECRET) 
* (90/91-07) | 


Report on Multiple Targeting, February 1991 (SECRET) (90/91-08) 
Study of CSIS’ Policy Branch, October 1990 (CONFIDENTIAL) (90/91-09) 


Review of the Investigation of Bull, Space Research Corporation and Iraq, May 1991 
(SECRET) (91/92-01) 


Report on Al Mashat’s Immigration to Canada, May 1991 (SECRET) * (91/92-02) 
CSIS and the Association for New Canadians, October 1991 (SECRET) (91/92-03) 


Exchange of Information and Intelligence between CSIS & CSE, Section 40 Study, October 
1991 (TOP SECRET) * (91/92-04) 


Victor Ostrovsky, October 1991 (TOP SECRET) (91/92-05) 


Report on Two Iraqis — Ministerial Certificate Case, November 1991 (SECRET) 
(91/92-06) 


Threat Assessments, Section 40 Study, January 1992 (SECRET) *(91/92-07) 
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East Block Investigations, August 1991 (TOP SECRET) (91/92-08) 


Review of CSIS Activities Regarding Sensitive Institutions, August 1991 (TOP SECRET) 
(91/92-10) 


A SIRC Review of CSIS’ SLO Posts (London & Paris), September 1992 (SECRET) 
(91/92-11) 


The Attack on the Iranian Embassy in Ottawa, May 1992 (TOP SECRET) * (92/93-01) 
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C. Complaints Case Histories 


The following are brief outlines of complaints on which SIRC reached decisions in 1991- 
92. All are complaints launched under section 41 of the CSIS Act. Complaints that were 
withdrawn or resolved before the Committee completed its investigations, or that were 
beyond its jurisdiction, are not reviewed here. 


Applications for Accreditation 


After filing personal information requests with the RCMP under the Privacy Act, two 
complainants learned of problems with their applications for accreditation to work at an 
international event being held in Canada. One person’s application for accreditation had 
been denied, while the other’s had been revoked. In both cases, the RCMP had acted ‘‘as 
a result of information received from CSIS’’. 


Both individuals submitted their complaints to the Director of CSIS but were not satisfied 
with his response. They then turned to the Committee, which decided to conduct an 
investigation and hearing. 


One Committee member heard both complaints. The Committee and all counsel involved 
agreed that proceeding in this way caused no prejudice to the complainants. In fact, counsel 
representing both complainants had submitted their complaints together, and the facts 
giving rise to the complaints were substantially similar. 


At the request of CSIS counsel, and after hearing evidence from a witness and arguments 
from all counsel, the Committee ordered the complainants and their counsel excluded from 
hearing certain evidence. 


The Committee recognized that this would limit the complainants’ prima facie right to full 
disclosure. It decided, however, that the public interest in non-disclosure justified the 
prejudice to the complainants. To compensate, the Committee ordered that, to the extent 
that national security considerations permitted, they receive written summaries of all in 
camera evidence and that their counsel be given a right to cross-examine on that evidence. 
The Committee also instructed the Committee’s counsel to cross-examine the respondent’s 


witnesses vigorously during the in camera proceedings. 


The Committee could focus only on the activities of CSIS. It had no authority to review 
the actual decisions to deny or revoke the complainants’ accreditations, as these decisions 
were made by the RCMP, not CSIS. 
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The Committee concluded that CSIS had acted properly in passing information to the 
RCMP under paragraph 19(2)(a) of the CSIS Act. However, the Committee also found that 
the way CSIS conveyed the information to the RCMP appeared to have a number of 
deficiencies. It also found that CSIS had failed to exercise its discretion responsibly and 
professionally. 


Admission to Canada of Alleged Terrorist 


A second section 41 complaint related to the admission to Canada in 1986 of an alleged 
one-time representative of the Mozambican National Resistance (RENAMO)." The 
complainant had complained to the Director of CSIS about the security screening 
performance of CSIS in this case,'' but was not satisfied with the Director’s response. 


The Committee’s investigation focused on how CSIS performed its duties and functions 
in immigration security screening. In this case, the Committee had no authority to! 
investigate the decision allowing the individual to enter into and remain in Canada.'? (Had 
the case come to the Committee under section 39 of the Immigration Act, 1976, the 
Committee could have investigated a decision allowing the individual to enter). The 
Committee’s role was simply to decide whether the CSIS activities aimed at providing 
security advice were proper and adequate. | 
To assess the performance of CSIS, the Committee member closely examined the state of 
knowledge of the External Affairs Social Affairs Officer,'? the CSIS Security Liaison 
Officer'* and persons outside government about the goals, objectives and activities of 
RENAMO in 1986. | 


10 


RENAMO is the Portuguese acronym. In 1986, RENAMO was a terrorist organization. 


In accordance with section 14 of the CSIS Act, CSIS conducts security screening of and advises the 
Minister of Employment and Immigration on inadmissible immigrant applicants, as defined in para- 
graphs 19(1)(e), (f) and (g) of the /mmigration Act, 1976. 


In 1986, the decision to grant or refuse permanent residence status in Canada rested with the Minister 
of Employment and Immigration. In effect, the Department of External Affairs was responsible for 
the delivery of the Immigration Program outside Canada. It was accountable to Employment and 
Immigration Canada for complying with the /mmigration Act and regulations and related policies in 
all matters related to visa issuance overseas and for meeting a quota of landings of immigrants selected 
abroad. 

In 1986, Social Affairs Officers were foreign service officers employed by the Department of External 
Affairs. Their duties were to implement certain provisions of the /mmigration Act, interview applicants 
for all categories of visas and determine whether applicants met the requirements of the /mmigration 
Act and regulations. 


Security Liaison Officers are posted abroad with the CSIS Foreign Liaison Unit. 
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The Committee concluded that interviews conducted by Security Liaison Officers abroad 
could identify security concerns only if the Officers were well-informed and conducted the 
interview skillfully. Otherwise, the screening process would be seriously compromised. The 
Committee concluded that both CSIS Headquarters and the Security Liaison Officer 
involved were inadequately prepared to review an application by an alleged representative 


of RENAMO. 


The Committee did not (and had no authority to) consider the decision of the Minister of 
Employment and Immigration to admit the alleged RENAMO member to Canada. It 
acknowledged that even if publicly available information about RENAMO had been 
properly communicated to the Security Liaison Officer, the final outcome might have been 
no different. 
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D. Montreal Seminar (September 1992) 


| We invited guests, including lawyers, scholars and parliamentarians, to attend a September 
23, 1992 seminar on ‘‘Where does CSIS go from here, now that the Cold War is over’’. 
The Committee is grateful to them for their contribution to its thinking on the topics 


_ discussed. 


Mr. Murray Rankin 

Barrister and Solicitor 
Array & Finlay 
Victoria, B.C. 


Mr. Alan Borovoy, O.C., Q.C. 


General Counsel 
Canadian Civil Liberties 
Association 
_ Toronto, Ontario 


_M. Jean-Paul Brodeur 
Directeur 
Centre international de 

_ criminologie comparée 
Montreal, Quebec 


Mr. Ray Protti 
Director 

CSIS 

Ottawa, Ontario 


Mr. Simon Noël 
_ Lawyer 
_ Noël, Berthiaume, Aubry 


Hull, Quebec 


Mr. Richard Mongeau 
Lawyer 
Mongeau, Gouin, Côté, Roy 


Montreal, Quebec 


Mr. Joseph Nuss 
_ Lawyer 


_ Ahern, Lalonde, Nuss, Drymer 


Montreal, Quebec 


Mr. Jean-F. Keable 
Lawyer 

Grondin, Poudrier, Bernier 
Quebec, Quebec 


Mr. Raymond Royer 
President 
Bombardier Inc. 
Montreal, Quebec 


Prof. Franklyn Griffiths 
Dept. of Political Science 
University of Toronto 
Toronto, Ontario 


Prof. C.E.S. Franks 
Queen’s University 
Department of Political 
Science 

Kingston, Ontario 


Mr. Derek Lee, M.P. 
House of Commons 
Ottawa, Ontario 


Mr. Tom Wappel, M.P. 
House of Commons 
Ottawa, Ontario 


Mr. Ken Atkinson, M.P. 
Houses of Commons 
Ottawa, Ontario 


fal 


Mr. Phil Rosen 
Senior Analyst 
Research Branch 
Parliamentary Library 
Ottawa, Ontario 


Mr. Tom Bradley 
Director General 
Secretariat 

CSIS 

Ottawa, Ontario 


Mr. Joseph S. Stanford, Q.C. 


Deputy Solicitor General 
Ministry Secretariat 
Ottawa, Ontario 


Ms. Wendy Porteous 

Ass’t Deputy Solicitor 
General 

Police & Security Branch 

Ottawa, Ontario 
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Ms. Ursula Menke 

Inspector General 
of CSIS 

Ottawa, Ontario 


Mr. Michael de Rosenroll 
Ass’t Inspector General 

(Policy & Standards) 
Ottawa, Ontario 


Glenys Parry 

Ass’t Inspector General 
(Operations) 

Ottawa, Ontario 


-E. Ministerial Direction Defining Threats 
to the Security of Canada 


Last year we reported that the Minister had issued one direction to CSIS. It interpreted such 
elusive terms as ‘‘threats to the security of Canada’’, ‘‘espionage and sabotage’’ and 
‘‘foreign influenced activities’’ more precisely than does section 2 of the CSIS Act. 


Writing to the Director, the Minister explained the purpose of the direction: 


This direction is intended to provide guidance in respect of the operational 
interpretation of terms found in section 2 of the CS/S Act, and general policy 
framework to govern the Service’s conduct of its security intelligence activities 
under section 12. 


The text of the direction is set out below: 


Section 2 
Threats to the Security of Canada 


The primary mandate of the Service is to provide information and advice to the 
Government on the activities described in section 2 of the Act, in as timely and accurate 
a manner as possible. 


Section 2 of the Act defines ‘‘threats to the security of Canada’’ to include espionage or 
sabotage, foreign influenced activities, the threat or use of acts of serious violence for 
political purposes, and activities directed toward undermining or overthrowing Canada’s 
constitutionally established system of government. Each, in turn, is accompanied by 
important qualifications. 


In enacting the threat definitions of section 2, Parliament sought to provide the Service 
with sufficient scope and flexibility to perform its duties and functions effectively, while 
protecting the rights and freedoms of individuals to the fullest extent possible. This 
direction, including the Annex, is intended to guide the Service in employing the terms of 
section 2 in a manner which is consistent with the intent of the Act and the Charter, 
without expanding the scope and content of section 2 itself. It is also intended to ensure 
that the Service and its client, the Government of Canada, share a common understanding 
and approach to the terms of section 2. Should this guidance inhibit the Service’s ability 
to fulfil its mandate, I would expect to be advised accordingly. 


The operational interpretations in question are to be found in the Annex to this letter. 
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Section 12 
Collection, Analysis, Retention, Reports and Advice 


Environmental Scanning 


The Service has a general responsibility to keep itself well informed concerning the 
political, social and economic environment from within which threats to the security of 
Canada may emerge. Such information may be obtained from open or unsolicited sources 
and is intended to assist the Service in observing trends or identifying patterns which may 
suggest the development of a threat. Environmental scanning of this sort should 
complement and inform the Service’s investigative activities. Where appropriate, 
information from environmental scanning should be integrated with information obtained 
from investigative activities under section 12 to provide the most accurate threat assessment 
available and correspondingly to advise the Government. 


The Service is to exercise acute vigilance to ensure that its environmental scanning 
activities are not used for the purpose of investigating individuals, groups or organizations 
under section 12. 


Collection 


As an agency mandated by statute to carry out the full intelligence cycle of collection, 
analysis, retention, reporting and advice, the Service should ensure that an appropriate 
balance is maintained between the collection and remaining functions, and that the powers 
associated with these functions are exercised in a reasonable manner. 


Collection under section 12 must be for the purpose of collecting information and 
intelligence ‘‘by investigation or otherwise’’ on activities which may reasonably be 
suspected of constituting threats to the security of Canada. In this context, the term ‘‘or 
otherwise’’ should be understood to include the receipt of unsolicited information including | 
information obtained from foreign, domestic and open sources that meet the test for. 
collection. 


The Service should focus its collection activities in accordance with my annual direction 
on National Requirements for Security Intelligence which specifies, within the scope of the 
threat definitions, those aspects of Canada’s security about which the Government is 
currently most concerned. The Service should also routinely consult with other Departments 
and Agencies concerning their specific security intelligence requirements and on activities 
detrimental to Canada’s interest. 
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_ The Service is to accord priority to the collection of information on those activities directly 
_‘‘against Canada’’ or ‘‘within Canada.”’ 


_ Reasonable Grounds to Suspect 


Prior to the collection of any information under section 12, the Service needs ‘‘reasonable 
grounds to suspect’’ that the targeted activities constitute threats to the security of Canada. 
In order to meet the test for “‘reasonable grounds to suspect,’’ the Service must employ an 
objective standard, namely the existence of demonstrable grounds for suspicion. These 
should include: 


— factual grounds; or 
— credible allegations; and 


— reasonable deduction from these facts or credible allegations. 


The Service should ensure that it documents its grounds. 


Lawful Advocacy, Protest or Dissent 


Lawful advocacy, protest or dissent may not be investigated unless such activities are 

carried on in conjunction with threats referred to in section 2. In such circumstances, the 

Service must carefully weigh the requirement for an investigation against the potential 
impact of its investigation on the civil liberties of individuals or the most sensitive 
institutions of our society, as required by the Ministerial direction on the conduct of 
investigations. 


Strictly Necessary 


The CSIS Act, consistent with the Charter, is based on the principle that the State should 
not interfere with the privacy of individuals unless and only to the extent that there are 
valid reasons to do so. This means that the Service should target only those threatening 
activities about which the Government needs to be informed. The determination by the 
Service of which activities warrant a collection effort will depend on the Service’s 
professional assessment of the potential seriousness of a threat. 


The nature and extent of the collection must be governed by the “‘strictly necessary’’ test. 
The Service should collect only the kind and amount of information that is strictly 
necessary to provide the Government with complete, accurate and timely information and 
advice. 
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When the Service has determined that an activity should be investigated, it should ensure 
from the outset that the investigative means chosen, and the way these means are 
employed, are reasonable under the circumstances. The Service must ensure that the scope 
and intrusiveness of its collection activities are proportionate to the seriousness of the threat 
being investigated. 


Analysis 


The collection and analysis functions of the Service should work toward common goals, 
based on the National Requirements for Security Intelligence. Analysis should play a fully 
integrated role in all of the significant activities of CSIS. The Service should continue its 
efforts to ensure that the analysis function operates as a full partner with the collec- 
tion/investigation function. 


The Service should continue to subscribe to the most rigorous standards of analysis and 
advice. Where it is known that an intelligence report may be instrumental in denying any 
benefit or material advantage, including employment, senior level approval should be 

secured prior to transmittal. 


Retention 


Section 12 provides the Service with the authority to retain information and intelligence 
consistent with its mandate. This is an essential function for the operational effectiveness 
of the Service. It should be a Service priority to continue to develop a comprehensive and 
practical system for the review, at reasonable intervals, of all investigative files collected 
under the authority of section 12. This process is required to remove from operational files 
information whose retention may no longer be reasonable or necessary. In due course, I 
will be issuing Ministerial direction on this question. 


Report to and Advise the Government of Canada 


In the final analysis, the Service’s effectiveness will be judged on the basis of the quality 
and timeliness of its reports and advice. The Service’s principal clients should be those 
Ministers and officials with statutory or other responsibilities related to the security of 
Canada. The provision of reports and advice to the RCMP, given its duties and functions 
under the Security Offences Act, should be a primary reporting responsibility of the Service. 


The Service must ensure that it satisfies clients requiring both ‘‘operational’’ and 
‘‘strategic’’ intelligence. With respect to strategic intelligence, the Service should continue 
to work closely with both the Intelligence Advisory Committee and the Security Advisory 
Committee. 
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As the Minister accountable for security matters, I expect to be kept fully informed on all 
Service activities which bear on my responsibilities as Solicitor General. 


I am providing a copy of this direction to the Chairman of SIRC in accordance with the 
terms of subsection 6(2) of the CS/S Act. 


al 


Annex 


Section 2 — Operational Interpretations 


Espionage and Sabotage 


‘‘Espionage’”” activities are those which are conducted for the purpose of acquiring by. 
unlawful or unauthorized means information of assets relating to sensitive political, « 
economic, scientific or military matters, or for the purpose of their unauthorized — 
communication to a foreign state or foreign political organization. 


‘*Sabotage’’ activities are those which are conducted for the purpose of endangering the | 
safety, security or defence of vital public or private property, such as installations, 
structures, equipment or systems. 


Foreign influenced activities 


‘‘Foreign influenced activities’? are those directed, controlled, financed or otherwise 
significantly affected by a foreign state or organization, their agents or others working on 
their behalf. 


Acts of serious violence for the purpose of achieving a political objective 


‘‘Acts of serious violence’’ are those that cause grave bodily harm or death to persons, or 
serious damage to or the destruction of public or private property; and are contrary to 
Canadian law or would be if committed in Canada. These would not include acts of minor 
violence with political overtones. 


In the case of acts of violence for political purposes, the Service should restrict its 
investigations to the threat or use of acts of violence which it determines to be ‘‘serious.’’ 


Activities directed towards undermining or overthrowing Canada’s constitutionally 
established system of government 


Activities directed towards undermining or overthrowing Canada’s constitutionally 
established system of government are those seeking to interfere with or ultimately destroy 
the electoral, legislative, executive, administrative or judicial processes or institutions of 
Canada. 
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| 

‘against Canada?” 

| 

Espionage or sabotage is ‘‘against Canada’’ when such activities are directed against the 
‘information or assets of the Government of Canada, or are otherwise intended to cause 
injury to or interfere with the policies and programs of the Government of Canada. 


§*. detrimental to the interests of Canada’? 


Activities ‘‘detrimental to the interests of Canada’’ are those which would have a negative 

impact on the national interests listed in the annual National Requirements for Security 
Intelligence. When in doubt, the Service should consult with other departments and 
agencies to determine whether particular activities fall within the meaning of ‘‘detrimental 
to the interests of Canada.” 


‘<...directed towards or in support of”? 


Activities ‘‘directed towards or in support of’’ espionage, sabotage or acts of serious 
violence for political purposes are those intended to further, make possible or facilitate 
espionage, sabotage or serious political violence. There should be a demonstrable 
connection between such activities and potential acts of espionage, sabotage or serious 
political violence. 


‘relating to Canada”? 
Acts of serious violence ‘‘relating to Canada’’ include those conducted outside of Canada 


which may put Canada’s national interests or Canadians at risk. There should be a direct 
relationship between activities ‘‘relating to Canada’’ and Canada’s national interests. 


‘clandestine or deceptive’’ 
Activities are ‘‘clandestine’’ when an effort is made to conceal them from the Government 


of Canada or others targeted by such activities, and ‘‘deceptive’’ when the activities’ 
origins, motives or objectives are disguised or misleading. 
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F. Committee Proposal to the Solicitor 
- General of Canada Dated March 18, 
1992 about Recommendations in 

Security Clearance Cases 


Comité de surveillance des activités 
de renseignement de sécurité 


Security Intelligence 
Review Committee 


ee peau, 
PS Ors 
tides Vannes 


CANADA 


March, 18 1992 


The Honourable Doug Lewis, P.C., M.P. 
Solicitor General of Canada 

13th Floor, Sir Wilfrid Laurier Building 
340 Laurier Avenue West 

Ottawa, Ontario 

K1A OP8 


Dear Minister: 


As you know, the Supreme Court recently brought down its decision in the Thomson 
case. 


As you also know, this decision leaves my colleagues and I at the Review Committee 
in a very difficult position. Well-informed potential complainants in security clearance 
cases may very well consider it a waste of time and money to appear before us if our 
recommendations can be simply ignored. This is especially so because our recommenda- 
tions are made to the very person against whom the complaint is being made. 


Evidence of a new attitude among deputy ministers is also at hand. The Chief of the 
Defence Staff has already withdrawn his appeal to the Federal Court regarding our decision 
in the Douglas case. He has decided to ignore all of our recommendations in that case, and 
has written to Ms. Douglas to confirm all aspects of his original decision. The time, money, 
and emotional cost of her appearance before SIRC has, therefore, been a complete waste 
as far as she is concerned. 


My colleagues and I are most concerned at this turn of events, and we have decided, 
therefore, to make a proposal to you in an attempt to remedy the damage that has been 
done to the authority, credibility and effectiveness of this Committee. 
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Our proposal is attached. I hope that you will consider it at your earliest convenience. 
It would be most welcome if you could make an announcement outlining a Government 
policy along the lines we suggest in the near future. In the meantime, it would be a great 
help if you were to indicate to the House during your statement on March 19, 1992, that 
the Government is actively considering regulatory changes that would restore the viability 
of the complaints process. 


Yours sincerely, 


John W.H. Bassett, P.C., O.C., O. Ont. 
Chairman | 


Attachment 
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| 
| March 18, 1992 
| SECURITY INTELLIGENCE REVIEW COMMITTEE 


PROPOSAL TO 
THE SOLICITOR GENERAL OF CANADA 


Introduction 


_ Since 1987 the question of whether the Security Intelligence Review Committee’s 
recommendations in security clearance cases should be followed by deputy ministers has 
been the subject of litigation before the courts. The fundamental question put before the 
courts was, essentially, whether the government’s ultimate responsibility for the security 
of the country could be fulfilled while, at the same time, allowing an independent body, 
SIRC, to have the final decision-making power on whether individuals should be granted 
security clearances. 


The members of SIRC are all members of the Privy Council of Canada. They are, 
therefore, members of the highest constitutional body in the nation. They are not, however, 
members of that part of the Privy Council, the Cabinet, which has the power, given to it 
by Parliament, to govern the country. 


It would appear to be a reasonable assumption that any body, composed of Privy 
Councillors, and authorized by Parliament to investigate any particular question or issue, 
would have the natural authority to enforce its decisions, unless overruled by the supreme 
authority in the country, also composed of Privy Councillors, the Cabinet. 


It is also a reasonable assumption, that Parliament, in passing the CSIS Act, and in 
specifying that SIRC should be composed of Privy Councillors, had it in mind to create an 
effective system of redress for complainants, even though it probably did not intend SIRC 
to have final decision-making power. 


The following paragraphs set out the Security Intelligence Review Committee’s position 


on this important question, in the new circumstances created by the Supreme Court’s 
decision in Thomson. 


State of the Law 
The Canadian Security Intelligence Service Act, S.C. 1984, C.21.s.42 (now R.S.G., 1985, 


c. C-23) elaborates the mechanism for the review of denials of security clearances for 
public servants and those contracting directly with the Government. 


| 83 


Section 52 of the Act provides: 


52% 
(2) On completion of an investigation in relation to complaint under section 42, 
the Review Committee shall provide the Minister, the Director, the deputy head 
concerned and the complainant with a report containing any recommendations 
that the Committee considers appropriate, and those findings of the investigation 
that the Committee considers it fit to report to the complainant. 


On Thursday, February 13, 1992, the Supreme Court of Canada rendered its judgment 
in the case of Her Majesty The Queen v. Robert Thomson and Security Intelligence Review 
Committee. At issue was the question of whether a Deputy Minister is bound to follow the 
‘*recommendations’’ of the Security Intelligence Review Committee. In a majority decision 
(6-1), the Court ruled that the term ‘‘recommendation’’ had to be given its ordinary 
meaning. The Court concluded that the Committee’s recommendation was | 
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... something worthy of acceptance. It serves to ensure the accuracy of the 
information on which the Deputy Minister makes the decision, and it gives the 
Deputy Minister a second opinion to consider. It is no more than that.” 


In her very articulate dissent, Mme Justice L’Heureux-Dubé considered the language 
used throughout the CSIS Act, and the specific provision at issue in the context of the 
purpose or intent of the legislation as a whole. She concluded that the Committee’s 
recommendations had to be more than suggestive: 


‘A fundamental tenet of natural justice is contradicted if the deputy minister 
can, following a hearing to which he or she has been a party and without any 
other reasons that those he or she expressed at the hearings, reverse the decision 
that resulted from the hearing.”’ | 


Two messages flow from the majority judgment: 


1. Deputy Ministers are not bound by the recommendations of SIRC, and if 
they decide to ignore those recommendations they may do so. SIRC simply 
submits a second opinion to one of the parties who appear before it, and that 
party, at the end of the process, has the right to make the final decision, 
without regard to SIRC’s recommendation. 


2. Persons who are affected by adverse security clearance decisions now know 
that SIRC has virtually no power to redress any wrong done them. 


Supreme Court Decision 


The impact of this decision on public servants or contractors who are denied a security! 
clearance is obviously very serious. A process in which an aggrieved public servant spend;| 
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‘the time and money to appear before a quasi-judicial tribunal in an attempt to reverse the 
adverse decision of a deputy minister, is worthwhile only if that tribunal’s decision can be 
‘expected to have considerable weight in the final determination of the question. 


The new situation created by the Supreme Court decision has already had an important 
consequence. The Department of National Defence has now withdrawn its appeal under 
section 28 of the Federal Court Act of a SIRC recommendation. The Deputy Minister, in 
this case the Chief of the Defence Staff, has now written to the person concerned 
explaining why he has decided to overrule the recommendations of the Review Committee. 
The person concerned is, therefore, back in the same position as she was before her 
expensive and time consuming attempt to reverse the original decision by complaining to 
SIRC. 


Principles at Stake 


The Review Committee is perfectly prepared to accept the Court’s view that the 
Government of the day has the final responsibility for the security of the country. It follows 
that the Government should not be forced to accept the decision of an independent body, 
such as SIRC, which would put it in a position of risking damage to national security. On 

‘the other hand, the Parliament of Canada, in passing the Canadian Security Intelligence 

Service Act, was clearly attempting to provide effective redress in cases where individuals 
were the subject of adverse security clearance decisions which were mistaken or not 
properly supported. Since the Supreme Court judgment in Thomson now leaves such 
individuals in almost exactly the same position as they were in prior to the passage of the 
CSIS Act, it is clear that some action must be taken to restore a more acceptable balance 
between the Government’s right to ensure the security of the country, and a Canadian 
citizen’s right to fairness in his or her treatment by the Government. 


It is, therefore, incumbent upon the Government or Parliament to make another attempt 


to establish a proper balance between individual liberty and the security of the state which 
the CSIS Act has now clearly failed to do. 


A Possible Solution 
The Committee still believes that the only fully satisfactory solution must be, eventually, 
an amendment to the CS/S Act which makes clear the legislators’ intent on the issue of the 


Review Committee’s role regarding security clearances. 


However, in the meantime, a Cabinet Directive would suffice to re-establish a reasonable 
balance between the power of the State and the rights of the individual. 
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The Government could issue instructions to all Deputy Ministers that Review Committee 
recommendations regarding security clearances should be acted upon unless: 


(a) the deputy minister believed that the Review Committee’s recommenda- 
tion, if acted upon, would pose a threat to the security of the country; or 


(b) the deputy minister received new information, unavailable to the Review 
Committee, which led him or her to believe that the Review Committee’s 
recommendations should not be acted upon. 


In the situation described in (a) above, the deputy minister would have the right to 
present his or her objections to the Review Committee’s recommendation, through his or 
her minister, to the Cabinet. The Cabinet would then make the final decision. 


In the situation described in (b) above, the deputy minister would immediately inform: 
the Review Committee that new information was available and would ask for the case to, 
be reopened on that account. The Review Committee would reopen the case in such a 
circumstance, and would reconsider its original recommendation. 


Such a regime would eliminate the current situation wherein a party to a hearing before 
a quasi-judicial body sitting to consider a decision taken by that party, has, at the end of 
the process, the right to decide to ignore any or all of the recommendations of that quasi- 
judicial body. It would also provide an aggrieved public servant or contractor with a 
redress procedure which would be much more effective than anything now possible. 
Finally, since the final decision on the granting or withholding of a security clearance 
would be, as a last resort, in the hands of the Cabinet, the Government’s clear responsibil- 
ity for the security of the country would not be infringed upon in any way. 


Recommendation 


The Security Intelligence Review Committee, therefore, recommends that the Solicitor 
General of Canada approach his colleagues in Cabinet at the earliest possible opportunity 
with a view to obtaining a Cabinet directive to all deputy ministers and other heads of 
agencies subordinate to the Federal Government instructing them to act as follows: 


(a) as a general rule, the Cabinet expects deputy ministers and heads of 
agencies to accept any recommendations by the Security Intelligence 
Review Committee regarding the withholding or granting of security 
clearances to individuals who require them; 


(b) in circumstances where the deputy minister considers that SIRC’s 
recommendation would put national security in jeopardy, he may seek his 
minister’s agreement to put the matter before Cabinet for a final decision; 
and 
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(c) 


where a deputy minister has information which was unavailable to SIRC 
during its investigation of the matter, the deputy minister will ask SIRC 
to reopen the investigation so as to consider the new information available 
and reconsider its original recommendation in the light of that new 
information. 


Ki fa 


John W.H. Bassett, P.C., O.C., O. Ont. 


Chairman 
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Annex ‘‘A’’ 
Dated: March 18, 1992 
Page 1 


Extracts From Parliamentary Debates Illustrating The Intent of The Government When the 
CSIS Act was Before Parliament (January 18, 1984 to June 21, 1984) 


‘‘We are asking Parliament to provide, for the first time in Canada’s history, a 
legal framework more comprehensive, and more detailed, than that of any other 
security system in the world. Every other country leaves a large part of their 
security system wholly within the prerogative of government. With Bill C-9 we 
have tried to reduce that element to an absolute minimum. This Government 
believes that such an approach is not only desirable, but essential if we are to 
maintain the necessary balance between national security and the civil liberties that 
are fundamental to our society... Both Commissions (Mackenzie en 1969 and 
McDonald in 1981) concluded that to address effectively threats to Canada’s 
security while protecting Canadian civil liberties, our security service should be 
split out of the RCMP and become more civilian in nature with a legislated 
mandate and a new system of control and review of security operations.”’ 


Hon. Bob Kaplan, Solicitor General of Canada, Febr. 1984, p. 1271 


‘By exchanging the present mandate, established by a Cabinet directive, and thus 
subject to amendment by Parliament and by Cabinet, for a legislated mandate that 
can be changed only by Parliament, we are taking a giant step forward in 
protecting the rights of Canadians.”’ 


Hon. Bob Kaplan, Solicitor General of Canada, Febr. 1984, p.1273. 


‘The Review Committee will investigate complaints against the service and will 
review the security screening process affecting immigration and government 
employment, investigating specific cases, if necessary. This opportunity to seek 
review by citizens who are denied government employment, denied promotion... 
is something new... It should also be considered a great step forward for civil 
liberties.’’ 


Hon. Bob Kaplan, Solicitor General of Canada, Febr. 1984, p. 1275 
Before the Standing Committee on Justice and Legal Affairs, Kaplan commented as 
follows: 


‘*These are very substantial inroads that the citizen has made into the prerogative 
of the state, and this legislation presents another great inroad by the citizen into 
the prerogative of the state.” 


(April 3, 1984) (Issue 10, p. 31) 
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**... people who even wrongly think they have been victimized by an adverse 
security decision will have a recourse. That, I think, will enhance the respect of 
people in the country for national security concerns by knowing that a lot of the 
suspicions are invalid.’’ 


(April 17, 1984) (Issue 15, p. 6) 


“*It is a very important reform of our law... I think it is one of the highlights of 
this legislation’’ (commenting on s. 42). 


(May 31, 1984) (Issue 32, p. 40) 
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G. Solicitor General’s Letter of August 19, 
1992 About Committee Recommenda- 
tions in Security Clearance Cases, and 
Chairman’s Reply of August 20, 1992 


Solicitor General 
of Canada 


Solliciteur général 
du Canada 


CANADA 


August 19, 1992 


The Honourable John W.H. Bassett, P.C., O.C. O. Ont. 
Chairman 

Security Intelligence Review Committee 

14th Floor, Journal Tower South 

365 Laurier Avenue West 

Ottawa, Ontario 

KIP SWS 


_ Dear Mr. Bassett: 


I am writing in response to your letter of March 18, 1992, concerning the Supreme 
Court’s decision in the Thomson case and your proposal on the complaints process. 


Following a careful review of the Supreme Court’s decision, I do not feel that the 
Court’s decision means Review Committee recommendations ‘‘can be simply ignored.”’ 
In fact, the judgement reinforces the tenet that SIRC plays an important role in the process, 
that its recommendations must be accorded careful consideration, and that an appropriate 
balance has been struck between the security of the nation and the rights of individuals. 


I can assure you that the Government continues to believe strongly in the importance 
of the Security Intelligence Review Committee. Deputy heads have placed, and will 
continue to place, great weight on the recommendations of SIRC in any security clearance 
case. 


At issue in the Supreme Court case was whether a deputy head had to follow the 
‘“‘recommendation’’ of the SIRC in a security clearance case. The Supreme Court 
confirmed that ‘‘it is reasonable and appropriate that the final decision as to security 
clearance is left to the deputy minister’ in light of the deputy head’s responsibility for 
security within the department or agency. The Court also noted that the Deputy Minister 


91 


492 


of Agriculture had considered the SIRC report in making his final security clearance | 


decision regarding Mr. Thomson and supported that decision. 


You have indicated that you perceive a change in attitude among deputy heads 
following the Supreme Court decision. You cited, in particular, a decision by General de 
Chastelain with respect to Michelle Douglas. Let me assure you, there has been no change 
in attitude. General de Chastelain made his disagreement with SIRC’s recommendation 
clear from the outset. Following the Supreme Court decision he carefully reviewed the case 
and concluded that his original decision remained the correct one. 


You have also recommended that, in light of the Thomson decision, where a deputy 


head disagrees with SIRC’s recommendation, the matter should be referred to Cabinet for 
final arbitration. While I cannot agree with this proposal, it may be possible to provide | 


some additional consideration of a case in the event of a disagreement between SIRC and 
a deputy head, while abiding with the Supreme Court’s decision. 


The Supreme Court made it clear that the deputy head, as the person responsible for 
departmental security, must make the final clearance decision. This is in keeping with the 
deputy head’s responsibilities under the Financial Administration Act, the Public Service 
Employment Act and ‘‘Security Policy for the Government of Canada’’ issued under the 
authority of the Treasury Board. The latter clearly sets out the accountability of deputy 
heads for the security function and its administration. It stipulates that a security clearance 
may only be denied, revoked, suspended or downgraded by a deputy head. When such 
action might result in release or dismissal, deputy heads are required to consult with the 
Privy Council Office. In the case of a public servant, dismissal must be approved by the 
Governor in Council. Referral to Cabinet is not required for members of the Canadian 
Forces, or for applicants for military or other Public Service positions. 


In view of the Supreme Court ruling, the Deputy Head will continue to have the 
authority and responsibility for the final decision on granting a security clearance. I will 
nevertheless recommend to the President of the Treasury Board that he consider amending 


the security policy guidelines to require deputy heads to advise, and consult with the | 


Associate Secretary to the Cabinet and Deputy Clerk of the Privy Council should they 
disagree with a SIRC recommendation on a security clearance. It is also agreed that after 
this consultation, the Deputy Head will write to the Chairperson of the SIRC communicat- 
ing his or her final decision. 


In addition, Section 52 of the Canadian Security Intelligence Service Act provides that 
on completion of an investigation, the Review Committee shall provide the Solicitor 
General and the deputy head concerned with a report. I will continue to use these reports 
to monitor the process closely. 
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2972 
I hope that this proposal will meet some of your concerns. Our intention remains to 
ensure that the SIRC is seen as an effective and essential body, whose recommendations 


are always accorded due consideration. 


Yours truly, 


Hon. Doug Lewis, P.C., Q.C., M.P. 


93 


Comité de surveillance des activités 
de renseignement de sécurité 


Security Intelligence 
Review Committee 


CANADA 
Office of the Chairman Bureau du président 


August 20, 1992 
The Hon. Doug Lewis, P.C., Q.C., M.P. 
Solicitor General of Canada 
340 Laurier Avenue West 
13th Floor 
Ottawa, Ontario 
K1A OP8 


My Dear Minister: 


Thank you very much for your letter of August 19, 1992, and, of course, I am pleased 
to receive your assurances that the important role of the Security Intelligence Review 
Committee is fully appreciated by the Government of Canada. | 


I note that you have undertaken to recommend to the President of the Treasury Board 
that any Deputy Minister overruling a recommendation on a security clearance made by | 
the Security Intelligence Review Committee will be first discussed with the Associate | 
Secretary to the Cabinet and Deputy Clerk of the Privy Council. | 


I shall look forward to hearing from you when your recommendation is approved and > 
I would appreciate if this could be done as soon as conveniently possible as we are in the 
process of finalizing our Annual Report which will deal with this matter. 


I am also pleased to note that if a Deputy Minister disagrees with a recommendation 
of the Committee that he will write to the Chairman of the Security Intelligence Review 
Committee and presumably such a letter will outline his reasons for disagreement. 


I am aware of the strenuous efforts of members of your staff in working with Deputy 
Ministers and staff of the Privy Council office to reach an agreement on future policy that 
would lessen the concern of the Security Intelligence Review Committee that the Thomson 
decision would weaken the Committee’s ability to protect the rights of individual | 
Canadians. 


With kind personal regards. 
Yours sincerely, 


Len 


John Bassett | 


: 


H. SIRC Staff Directory 


The following is a directory of the SIRC staff as of 
September 15, 1992, when this report went to the printers. 


| Braurice Arcugeacons EXecutlve- Director 9) 21a ia a as eee (613) 990-6839 
Pietrettcs@nchicr. Secretary). LT RER I Wie fe So 990-8442 
Maurice M. Klein, Director of Research 
(COURIER eIrOrisiih) cu pret. ote Vane eke ce ee eee ry eterna UL. 5 990-8445 
CI Bealldrya ReScarcl ONCE wvus hice te ee eee ous 990-8051 
DONNER EAN RESe anCacO MICE MN IDE Thee es Pa eee eer hey 990-8443 
John M. Smith, Director of Research 
CEOUMC Ete ligence) erie. hoy klein a. hag peel eee mm RES Ss 991-9111 
Michetraaucra esearch: OLfiCeni se sya) aah a eae A Ra alr ac 990-9244 
suhie SpalliiyRescaren Officer (oO oe. sides aha ates Abeer 991-9112 
Sylvia Viackenzic,senior Complaints Officer’) 4 MEET ee ws 993-4263 
merairesvidlonos Ee XeculiverASsiStant \: ac. LEA LE Sake eave chs Fa ea ee eset. 990-6319 
Madeleine DeCarufel, Administration Officer & Registrar .............. 990-8052 
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